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of a Patient Safety Authority

Secretary Medows,
At your request to the Florida Patient Safety Network, we have conducted a study on
evaluating a patient safety authority, in response to a Florida legislative mandate, derived
from Senate Bill 2-D during the 2003 third legislative session. Under Section 36 of the
Medical Liability Senate Bill 2D, we were asked to evaluate
18 Comprehensive study and report on the establishment of a Patient Safety Authority.-19 (1) The Agency for Health Care Administration, in
20 consultation with the Department of Health and existing
21 patient safety centers in the state universities, is directed
22 to study the implementation requirements of establishing a
23 statewide Patient Safety Authority. The authority would be
24 responsible for performing activities and functions designed
25 to improve patient safety and the quality of care delivered by
26 health care facilities and health care practitioners.
27 (2) In undertaking the study, the agency shall examine
28 and evaluate a Patient Safety Authority that would, either
29 directly, by contract, or through a consortium of university-based patient safety centers
We have focused on the current and future impact of the medical liability crises on the
access and availability of safe and high quality care for both citizens and visitors to our
state.
Following is the work of the Patient Safety Network. We have endeavored to explore all
aspects of this issue, including detailed reviews of the several significant industries
impacted by the associated problems: health care, legal professional, educators, insurance
and regulators. All of these professional areas serve as significant components of the
Florida economy and each is a critical component of maintaining the quality of life all
Floridians expect and deserve.
Our intent, throughout this effort, has been to create a report that would be a useful
roadmap to making health care in Florida safer. We began this process with no
preconceived notions about quick fixes or easy solutions.
We have coordinated our efforts in an unprecedented way, having Florida’s Academic
Medical Centers working together. We have coordinated our efforts with the respective
committee Chairmen and staffs along with all the other major stakeholders in the state.
It has been a pleasure working with the dedicated members of the Florida Patient Safety
Network which has now taken on a special role. I am grateful for the dedicated staff at
AHCA that allowed us to finish this study on time.
Sincerely,
Paul Barach, MD, MPH
Director Miami Center for Patient Safety
University of Miami

Preface
Just as the health care system has started to come to grips with the threat of patient safety concerns, new data are
expanding our scope of the threat. The medical malpractice crisis has brought the patient safety challenges into
relief. At your request, the Florida Patient Safety Network conducted a study on evaluating the need on setting
up a patient safety authority, in response to a Florida legislative mandate, derived from Senate Bill 2-D during
the 2003 third legislative session.
We have focused on the current and future impact of the medical liability crises on the access and availability of
safe and high quality care for both citizens and visitors to our state.
Following is the work of the Patient Safety Network. We have endeavored to explore all aspects of this issue,
including detailed reviews of the several significant industries impacted by the associated problems: health care,
legal professional, educators, insurance and regulators. All of these professional areas serve as significant
components of the Florida economy and each is a critical component of maintaining the quality of life all
Floridians expect and deserve.
Our intent, throughout this effort, has been to create a report that would be a useful roadmap to making health
care in Florida safer. We began this process with no preconceived notions about quick fixes or easy solutions.
We have coordinated our efforts in an unprecedented way, having Florida’s Academic Medical Centers working
together. We have coordinated our efforts with the respective committee Chairmen and staffs along with all the
other major stakeholders in the state.
This report represents the culmination of dedicated efforts by several groups of people. I would like to thank my
fellow Patient Safety Network members who have worked long and diligently on this challenging study; the
many experts from around the US and the world who on short notice provided assistance and informal advice
throughout the study; and the staff of the Agency for Health Care who managed the study and helped us at every
step of the way.
We believe that Florida has a unique opportunity to lead nationally in making patient safety and harm prevention
a statewide priority. We look forward to your comments, and to working closely with the AHCA to help
implement the report’s recommendations.
Paul Barach, MD, MPH
Director Miami Center for Patient Safety
University of Miami
January 2004

FOREWARD
I am delighted to write the forward to this important and leading report on making patient safety central to the
health care of Floridians. Thanks to a decade of hard work and creativity and the courage of the safety and
quality champions all over the world in tackling complex system and cultural issues in health care, we have a
growing body of evidence, skills and tools for improving patient safety. Improvements in structure, process and
individual care are in progress. As well, there is increasing commitment to and investment in systems change at
the local, national and international levels.
In Florida, the Governor, the legislature and the Agency for Health Care have shown foresight and commitment
by supporting the Florida Patient Safety Consortium. With this support, the Consortium has prepared an agenda
for safety improvement in Florida. The Consortium has focused on the role of consumers in improving patient
safety, recognizing that health care is all about people and the interactions between people. The Patient Safety
Consortium, composed of University of Florida, University of South Florida, Florida State University, Nova
Southeastern, University of Central Florida, Tampa and Miami Veterans Administration Hospitals, and the
University of Miami, marks the first of its kind approach reaching out to academic expertise to help address
patient safety at the state level. The Consortium has collaborated closely with key stakeholders to align agendas
and standardize systems, and facilitate sharing lessons learned. The Consortium has consulted with national and
international experts to help create a state-of-the-art exceptional roadmap for patient safety in Florida.
The Governor’s Taskforce on Medical Liability laid the foundation for the important recommendations in this
report, and opened the way for Florida to lead the country in implementation of patient safety programs. The
University-wide collaboration developed represents a fantastic model for addressing future safety and quality
challenges around our great state.
The Consortium did a remarkable job despite unrealistic time constraints to produce an important document that
elucidates a vision for achieving greater patient safety and that recommends the immediate establishment of an
independent Patient Safety Authority to achieve that vision. Working together with shared patient safety focused
values, we can deliver sustainable and exciting improvements in health care in Florida.
Donna Shalala, PHD
President
University of Miami
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“The value of history lies in the fact that we learn by it from the mistakes of others, as
opposed to learning from our own which is a slow process”
W. Stanley Sykes (1894-1961)

Executive Summary
In response to a request from the Agency for Health Care Administration (AHCA), the Florida
Academic Medical Centers created the Florida Patient Safety Network to produce a detailed plan
facilitating the development of a Patient Safety Authority to advance the quality of care in
Florida. This report is one of several deliverables commissioned by the Agency for Health Care
Administration under the Florida Patient Safety Bill (Senate Bill 2-D, Sections 35 and 36).
Section 36 requires the Agency for Health Care Administration (AHCA) to study and report on
the implementation requirements for creating a statewide Patient Safety Authority. The actual
bill may be reviewed at the Miami Patient Safety Center web site,
http://umdas.med.miami.edu/MPSC/MPSC(E).asp.
Floridians should be able to count on receiving health care that is safe. To achieve this, a new
health care delivery system is needed—a system that prevents errors and learns from them when
they occur. This requires a commitment by all stakeholders to a culture of safety, improved
information and dynamic organizational systems. To achieve an acceptable standard of patient
safety, the committee recommends that all health care settings establish comprehensive patient
safety programs including the collection of near miss and adverse event data. The state of Florida
should pursue a robust applied research agenda on patient safety. We recommend research
focused on enhancing knowledge, developing tools, and disseminating results to maximize the
impact of patient safety systems.
Ordinary medical care can cause patient harm (iatrogenic injury) by preventable system failure
or human error but we are slow to recognize and admit this. The dramatic rise of patient safety as
a national health care policy issue has stimulated dialogue about systems redesign, culture
change, and much-needed changes in medical education. In 1999, the Institute of Medicine
issued an historic report on patient safety estimating that 44,000-98,000 people die annually in
U.S. hospitals from medical errors. Healthcare providers worry that the public views most errors
occurring in health care as malevolent acts rather than as errors derived from system breakdown.
The IOM report focused national attention on the study of the causes of such errors and ways to
prevent them. Health care is a risky business. Simply being in an acute hospital in Florida
carries, on average, a 200-fold greater risk of dying from the care process than being in traffic,
and a 2000-fold greater risk than working in a chemical plant, or flying on a plane. Health care
costs in the United States are the highest in the world and continue to rise. The problems of
quality and cost in Florida’s health care system are unlikely to be solved without strong
leadership from the State Legislature. We can no longer afford or tolerate wasteful spending on
care that does not benefit patients. Duplication of expensive procedures, medical errors, or high
administrative costs incurred by the nation's insurers and providers portend economic disaster.
Approximately $48 billion dollars are spent in the U.S. annually as a result of medical errors. It
is estimated that 44,000-98,000 people die annually due to preventable medical errors in

hospitals in the United States. In the State of Florida, extrapolating from the IOM report,
annually, approximately 2,400-5,400 deaths were preventable. According to ACHA’s Florida
Hospital Services Guide 2003, there were 2,152,847 hospitalizations in 2002. On average 3.7%
of hospitalized patients will experience adverse drug events, which will increase hospital stay
and cost $4,700 per admission. In 2002 in the state of Florida, this was 79,655 patients for a cost
of $374,380,000. This does not even include ambulatory surgery or emergency room visits,
which would more than double this cost to hospitals in Florida. Allocating but a fraction of these
costs to a Patient Safety Authority in the State of Florida is therefore cost-effective for improving
health care quality.
In Florida, where some of the pioneering work in patient safety has been done, there is proposed
legislation which includes a near miss reporting system, changes in mandated reporting systems
and the creation of a new state authority to coordinate and support patient safety efforts and
research. It also calls for confidentiality protection to encourage sharing of sensitive data. It is
vital that all stakeholders, government, the professions, healthcare administrators, industry and
consumers be involved at all stages and that mechanisms for ongoing, effective consultation and
communication be provided at local and state levels.
There are ethical, humanitarian, and financial imperatives to find out what is going wrong. It is
critical that this information be collated and analyzed, then made available so that Florida
hospitals and other healthcare facilities can learn from each other’s mistakes, thereby preventing
future harm. The healthcare systems are broken and we need to collectively make the
environment safer so healthcare professionals can do ‘right’ for the patients. With statewide
reporting of near miss and adverse events, data must be aggregated and trended, then shared
accompanied by improvement strategies that can be implemented to better detect, manage, and
prevent these problems locally. Despite clear policy guidance and compelling ethical rationale,
which support disclosure of adverse events, there are legal, regulatory and cultural barriers that
perpetuate the current non-transparent situation. Patients and families sometimes are not being
told about adverse events that have led to bad outcomes or injuries.
This report concludes with a set of recommendations that encourages open debate on patient
safety initiatives in Florida. Florida can help create a culture of safety. If the fear of litigation
continues to countervail the efforts to improve patient safety, transformation from the present
unsatisfactory situation into a culture promoting safety for our patients may never be fully
realized. The following discussion is intended to provide background from a number of
perspectives on the impact of the role of the state on patient safety.

Recommendations:
Several options for state level action in Florida are presented. These include:
• Recommendation 1: Create and endow a Florida Patient Safety Authority
(PSA)
• Recommendation 2: The PSA will pilot a Near Miss Voluntary Incident
Reporting System
• Recommendation 3: The PSA will support implementation of an information
technology single platform infrastructure
• Recommendation 4: The PSA should collate, organize, stratify, and promulgate
“best practice” information from all specialties in all healthcare areas to
promote quality information and patient safety
• Recommendation 5: The PSA should design and define the essential
knowledge, skills and attitudes regarding safety and quality in health care, as
well as promote simulation and team training
• Recommendation 6: The PSA should study alternatives to the current medical
liability and accountability practices including evaluating no-fault medico-legal
systems while adhering to reasonable and ethical medico-legal standards and
practices
• Recommendation 7: The PSA will formulate and encourage wide-ranging and
unique research producing methodology for both enhancing safe medical
practices and developing the metrics for assessing patient safety

The Emerging Issue of Patient Safety
While millions of Americans receive medical care every day in one of the world’s safest heath
care systems, high profile cases continually bring medical errors to the public’s attention.
Modern medical care is complex, expensive and at times dangerous. Hospitals are a vital part of
our healthcare systems, routinely providing valuable services, but they are also places where
poor care can lead to avoidable harm. Medical injuries are adverse events attributable to the
medical management of patients. In November 1999, the Institute of Medicine (IOM) published
a landmark report entitled “To Err is Human: Building a Safer Health System.” Produced by the
IOM’s Committee on Quality of Health Care in America, the report estimated that between
44,000 and 98,000 patients die preventable deaths annually in hospitals in the US, with many
fold more suffering injuries. The IOM Report estimated that total national costs for adverse
events (lost income, lost household production, disability, health care costs) are between $38
billion and $50 billion annually. The annual toll of these errors exceeds the combined number of
injuries due to motor vehicle and aviation crashes, suicides, falls, poisonings, and drownings.
Medical errors are adverse events, which are preventable with our current state of medical
knowledge. The IOM Report concluded that a 50% reduction in medical errors is achievable over
the next five years and should be a minimum target for national action.
During the past 25 years, three large-scale studies have examined the incidence of adverse events
in hospitals. Adverse events were defined as injuries caused by medical management rather than
by the disease or condition of the patient. The first, an analysis of approximately 20,000 records
of patients hospitalized in California in 1974, found that adverse events occurred in 4.5% of
hospitalizations and negligent adverse events in almost 1% of cases. The second study, in which
researchers reviewed approximately 30,000 records of patients hospitalized in New York State in
1984, revealed comparable proportions. The study team concluded that among the 2.8 million
admissions to New York Hospitals, there were about 98,000 adverse events, of which
approximately 37,000 involved substandard care. More recently, similar results were reported in
a two stage medical record review in Utah and Colorado. Finally, a large Australian study using
the same methodology of the New York study found similar results. There have also been more
narrowly focused studies, using different methodologies, which indicate that medical injury
continues to be a serious problem. These data can and have been challenged, but nevertheless,
experts agree that it is the best information available. The term “patient safety” encompasses
prevention of errors of action and judgment, making errors visible, and mitigating the effects of
errors. This is an important point, because there are many opinions that making errors visible
actually will exacerbate the effects of those errors, and this has not been corroborated by either
informal or formal inquiry. It is also critical to recognize that not all bad outcomes for patients
are due to medical errors.
In 1997, a study of 1000 hospitalized patients in a large teaching hospital found that 177 of these
patients received inappropriate care that resulted in serious adverse events. They also concluded
that the likelihood of experiencing another such event increased about 6% for each additional
day of hospitalization. In the public eye, such scholarly inquiries have been overshadowed by
media reports describing, often in graphic detail, the harm done to patients because of poor
hospital care. These accounts include cases of preventable death or disability resulting from
improper medication, botched surgery, inadequate oversight and lapses in judgment and
management. Moreover, it appears that the public’s own experiences provide substantiation for

concerns about medical injury. A 1997 Louis Harris & Associates poll of more than 1500
Americans revealed that 42% of respondents or a close friend had experienced a medical
mistake. With this awareness comes increased public expectation for accountability.

Why is it an issue now in the United States?
Why has such a large problem not received more attention in the past? There are several complex
interrelated reasons. Release of the IOM Report generated enormous coverage in the media, and
interest in this issue has continued. There is substantial evidence that the majority of health care
errors are preventable. Proposals have surfaced in Congress and from the White House to
implement the IOM’s recommendations, and several bipartisan supported Congressional
hearings have fueled debate on the subject. Recently, many leading medical journals have
devoted articles, editorials, and entire issues to this problem. The questions are “Why now?” and
“Why here in the US?” We will address the timing and location by recapping patient safety
milestones, which can be divided into first and second-generation responses occurring nationally,
and in Florida.
Beginning with a groundbreaking conference at the Annenberg Center for Health Sciences
(ACHS) in October 1996, patient safety has gained momentum as an important policy and public
health issue for institutional health care providers, clinicians, government, health care payers,
consumers, educators, the press and other key constituencies. One of the main initiators of this
meeting was several highly visible tragic adverse events reported in the press the previous year.
These included amputation of the wrong leg in Florida of Willie King; a seven-year-old name
Florida boy who died after receiving adrenaline instead of lidocaine during anesthesia; and a
fatal anti-cancer drug overdose administered to Boston Globe health reporter Betsy Lehman in
Massachusetts. Since then, Harvard University’s Kennedy School of Government has convened
an Executive Session on Medical Error and Patient Safety (June 1997), the American Medical
Association subsequently developed and launched the National Patient Safety Foundation (July
1997), and the Veterans Health Administration established the National Patient Safety
Partnership, comprised of government agencies and private partners (October 1997).
In 1997, the death of a Houston newborn made the cover of the The New York Times Magazine
after it was discovered that he had received an injection of the heart drug digoxin at 10 times the
prescribed dose. President Clinton’s Advisory Commission on Consumer Protection and Quality
in the Health Care Industry designated the reduction of error as one of eight goals for the
assurance of quality in healthcare (April 1998). The Joint Commission on Accreditation of
Healthcare Organizations (JCAHO) has developed and adjusted its “sentinel event”- monitoring
program to emphasize patient safety concerns (1996 to the present). In November 1998, a second
major teaching conference was convened at the ACHS that attracted more than 600 participants.
A coalition of health care purchasers – self-styled the “Leapfrog Group” – recognized for
developing innovative, value-focused relationships with health care plans and providers has been
formed to coordinate initiatives to improve patient safety. The National Business Coalition on
Health has made patient safety a priority for its members.
In November 1999, the Institute of Medicine issued a major call to action on patient safety that
generated enormous press attention. Within a week, the Clinton Administration issued an

Executive Order directing federal agencies to develop an action plan to implement the IOM’s
recommendations. These events constitute a new benchmark. The Presidential Quality
Interagency Coordination Task Force (QUIC), and General Accountant’s Office (GAO) reports
called upon these sectors to break the cycle of inaction and fear, and begin discussing the real
and alarming issue of medical failure. By bringing into sharp relief the tension between blame
and disclosure as competing strategies to improve patient safety, these reports set the stage for a
more sophisticated and effective public discussion of risk, partnership, and accountability in
health care, aligned behind a fundamental concern for safety. In February 2000, President
Clinton announced support for a state-based, nationwide system of reporting medical adverse
events.
Patient safety is now a defined priority on the nation’s public health/quality improvement
agenda. That bipartisan interest in improving patient safety has grown is demonstrated by United
States Senate and House hearings, which calls for legislation to develop policies to reduce
injuries and deaths caused by medical errors. The U.S. Senate Health and Education Committee
and Appropriations Subcommittee on Labor, Health and Human Services, and Education have
held hearings on the issue. Bills have been introduced in both the Senate and the House to
mandate reporting of adverse events, compiles the data, and develops demonstration projects to
test alternate ways to report errors.
In Florida, there was proposed legislation that includes a near miss reporting system, changes in
mandated reporting systems, and the creation of a new state agency to coordinate and support
patient safety efforts and research. The legislation also called for confidentiality protection to
encourage sharing of sensitive data. It is vital that all stakeholders (all individuals and
institutions involved with healthcare plus consumers) be involved at all stages of the sharing
process. Mechanisms for ongoing, effective consultation and communication at state and local
levels must fuel an information-sharing process that creates equality between consumers, their
families, and all other healthcare stakeholders. On January 29, 2003, the Governor’s Select Task
Force recommended to Governor Bush the creation of a Patient Safety Authority, a statutory
public-private non-profit entity affiliated with a university. This report recommends building
upon this concept to further enhance the Patient Safety Authority’s oversight and potential
effectiveness.

The Need for Standardized Definitions
Every day, tens if not hundreds of thousands of errors occur in the US health care system.
Fortunately, most of these errors result not in serious harm, but in near misses. In this emerging
field of study, many different definitions are used and a common terminology has yet to emerge.
Iatrogenic injury means injury originating from or caused by a physician (iatros, Greek for
“physician”). However, the term has come to have a broader meaning, and is now generally
considered to include unintended or unnecessary harm or suffering arising from any aspect of
health care management. Problems arising from acts of omission as well as from acts of
commission are included. One of the more difficult problems in discussing patient safety is
imprecise taxonomy, since the choice of terms has implications for how the problems related to
patient safety are addressed. This makes comparison of different studies and reports problematic.

The lack of standardized nomenclature and a universal taxonomy for medical errors complicates
the development of a response to the issues outlined in the IOM report.
The National Research Council defines a safety “incident” as an event that, under slightly
different circumstances, could have been an accident. The word “accident” is intertwined with
the notion that human error is responsible for most injuries. This notion can be challenged since
judgments about human behavior retrospectively are strongly influenced by hindsight bias. We
assembled definitions from the literature of the most common terms used to describe adverse
events (see Chapter 1, Appendix A). With few exceptions, the existing studies each report data
from different populations, and they frequently differ in the way they define, count, and track
adverse events. We found major variations in nomenclature with no fixed and universally
accepted definitions.
Active failures are unsafe acts committed by those at the “sharp end” of the system (surgeons,
nurses, pharmacists, anesthesiologists etc.). They are the people at the human-system interface
whose actions can, and sometimes do, have immediate adverse consequences. Quite often, these
unsafe acts involve the circumvention or disabling of safety devices designed to protect the
system against serious breakdown.
Latent failures arise from fallible decisions, usually taken within the higher echelons of the
organization or within society at large. Their damaging consequences may lie dormant for a long
time, becoming apparent only when they combine with local triggering factors (i.e., active
failures, technical faults, atypical system states, and so on) to breach the system’s defenses. Most
often, the people primarily responsible for the commission of these latent failures are separated
in both time and distance from the hazardous workplace. Until quite recently, it was usual for
most accident investigators to focus upon active rather than the latent human failures. Most
investigators saw their task as identifying those people or equipment items that were
immediately responsible for the system breakdown, and then specifying the list of local measures
that would prevent recurrence of that particular accident sequence. In general, they had neither
the resources nor the training to track down the long-standing or more remote organizational
causes. In many of the adverse events that happen in hospitals, the front-line personnel were the
inheritors rather than the instigators of disaster. Their role was to create the conditions under
which the latent system failures could manifest themselves.
A near-miss is any process variation or error that could have resulted in harm to the patient, a
visitor, or staff, but through chance or timely intervention did not reach the individual. (a
prescription was written for a child, however, right before the drug was administered, it was
noted that the dosage was supposed to be .5, and not 5. A new prescription was prescribed and
administered.) The error was caught before it reached the patient. Depending on the medication,
this could have caused no harm or could have been. Sadly, however a very small proportion of
errors do result in adverse events causing harm to patients, including injury, disability, and death.
This transition point is a cross- disciplinary phenomenon demanding translation of lessons
learned from other complex fields and paying attention to the improvement of interdisciplinary
coordination and human-systems interactions within health care. The epidemiology of this silent
epidemic is becoming better understood, and the figures are startling. Studies have gone as far as
to suggest that approximately 10% of patients admitted to hospitals will be harmed, and half of

the factors causing harm are preventable. Even more disturbing is the fact that of the patients
affected, 6% will suffer permanent disability and 8% will die.

Reporting Systems
The primary purpose of mandatory patient safety reporting systems is to record a breakdown in
patient care so that institutional and individual providers may be held accountable to patients and
the public for their actions. In contrast, voluntary systems primarily focus on finding the causes
of events and identifying solutions. Clearly, there is need for both mandatory and voluntary
reporting systems, providing they are distinct, their goals are clearly defined, and the functions
are separate. As Florida policy makers consider the need to establish the PSA by building upon
the present AHCA administered code 15 mandatory reporting systems that include voluntary
reporting elements, it may prove useful to incorporate the experiences of other states, countries
and private sector organizations (or non-governmental organizations) that have these types of
systems. It would also be useful to take note of the interactions between the systems, study the
effects on malpractice litigation, define the potential uses of the data and consider the effects of
public disclosure and legal discovery. The PSA will have access to all reporting databases in
Florida to help analyze, trend, and address harmful practices that presently are not well tracked
or addressed. This information will be de-identified and made public on the PSA’s website and
via the PSA newsletter.

The Importance of Near Misses in Learning and Recovery
There is a continuum of incidents ranging from apparently trivial near misses (NM) and to
catastrophic full-blown adverse events. Such states can affect anyone at any time. Human
fallibility is not the result of some divine curse or design defect, but rather the debit side of a
cognitive balance sheet standing heavily in credit. One vital fact is that the conditions that
precede both adverse events and near misses are identical. Only the presence or absence of
recovery mechanisms determines the actual outcome. It could be argued that focusing on near
miss data can add significantly more value to quality improvement than a sole focus on adverse
events. Schemes for reporting near misses, close calls, or adverse events have been
institutionalized in aviation, nuclear power, petrochemicals, steel production, and military
operations. In health care, efforts are now being made to create medical near miss incident
reporting systems to supplement the limited data available through mandatory reporting systems
focused on preventable deaths and serious injuries because near-miss reporting contains more
data of preventive value.
Analysis of NMs versus adverse outcomes offers advantages: (1) NMs occur 3 to 300 times more
frequently, enabling quantitative analysis; (2) fewer barriers to data collection exist allowing
analysis of interrelationships of small failures; (3) recovery strategies can be studied to enhance
proactive interventions and de-emphasize the culture of blame; and, 4) hindsight bias is more
effectively reduced. Finally, NMs offer powerful reminders of system hazards and retard the
process of forgetting to be afraid and unlearning the fear of reprisal.

Engineering a Culture of Safety
How do we create an environment in healthcare that fosters safety? What are the ingredients of a
safety culture? How can it be engineered? Whereas national cultures arise largely out of shared
values, an organizational culture is shaped mainly by shared values and practices. Acquiring a
safety culture is a process of collective learning. The usual reaction to adverse incidents is “Write
another procedure,” and “Blame and train.” Although this does not make the system more
resistant to future organizational accidents, it does deflect the blame from the organization as a
whole. Reason identifies the four elements required to create an effective culture of safety. They
are reporting, just, flexible and learning culture. A “no blame” culture is neither feasible nor
desirable. A small set of adverse events are egregious (substance abuse, sabotage etc.) and
warrants sanctions. A blanket amnesty on all unsafe acts would lack credibility in the eyes of the
public. What is needed is a “just culture”, where an atmosphere of trust is encouraged and
rewarded, where there is a line between acceptable and unacceptable behavior.
There is evidence indicating that High Reliability Organizations (HRO)—domain leaders in
health, safety, and environmental issues—possess the ability to reconfigure in the face of high
tempo operations or certain kinds of danger. Such adaptability depends on respect-- in this case,
respect for the skills, experience and abilities of the workforce. When all four elements interact
to create an informed culture, we are talking about a safety culture. However, incentives were
tied to higher governing values at most levels of HRO’s. Fears and attitudes appeared to be
limiting the usefulness of structural incentives already in place.
The most important step Florida can do to help enhance a culture of safety in healthcare
organizations is to remove or mitigate the external threats that could destroy such a safety
culture. Florida can change the punitive nature of regulatory and professional board oversight,
and an develop effective alternative to the current tort system. In addition, the state could
encourage health care organizations to take steps to remove impediments to safer organizational
culture, and to create conditions that would encourage its growth.

Incident Reporting Systems, Barriers and Ethical Imperative
The Barrier Analysis
How can we transform the current culture of blame and resistance to one of learning and
increasing safety? Understanding the balance of barriers and incentives to reporting is the key
first step (see Chapter 1, Table 1). It will be essential to introduce norms that inculcate a
learning-based, non-punitive safety reporting culture in professional schools and graduate
training programs, with support from consumers, patient advocacy groups, regulators and
accreditors. A certain amount of trial-and-error learning will be necessary. Legal protection for
reporters will need to be reinforced, as it has as been in Australia and New Zealand, where
incident reporting systems have been successful in gaining acceptance and credibility. The sum
of barriers and incentives can be considered in terms of their impact on individuals,
organizations, and society. Powerful disincentives to reporting depend on the organizational
culture, and include extra work, skepticism, lack of trust, fear of reprisals, and lack of
effectiveness of present reporting systems. Incentives to reporting included in addition to

confidentiality, that incident reporting systems be prophylactic (provide some degree of
immunity), philanthropic (reporters identify with injured patients and other health care providers
that could benefit from data), and therapeutic (reporters learn from reporting about their adverse
events). Incentives for society included: accountability, transparency, enhanced community
relations, and sustaining trust and confidence in the health care system. Barriers tended to be
more visible and specific than incentives. However, incentives were tied to higher governing
values at most levels. Fears and attitudes appeared to be limiting the usefulness of structural
incentives already in place.

The Value of Incident Reporting Systems
The understanding that adverse events are a common and expected result of using complex
systems has led to new methods of improving safety. The recognition that adverse events often
result from poor system design has led to the development of reporting systems. This allows
adverse events to be collected and analyzed to determine whether there are root causes leading to
patterns of adverse events. The development and function of incident reporting systems depends
largely on the ability of the reporter to feel “safe” and confident that reporting will lead to a
meaningful change in the system. Reporting systems are only a part of a “culture of safety”
which understands adverse events as opportunities for learning and improvement rather than
mishaps to be hidden. Health care has lagged behind other industries in implementing reporting
systems and other safety-related initiatives. However, in the last five years, there has been a
concerted effort in this direction. For health care reporting systems, there must be incentives to
promote voluntary reporting—completely, confidentially, and objectively. Reporting should be
the right, easy, and safe policy for health care professionals. To maximize the usefulness of
reporting events, there will be a need to balance accountability, system transparency, and
protections to reporters. In recent years, patient safety reporting systems have emerged in the
health care arena. Many hospitals do not routinely capture information on adverse events or
collect them but fail to analyze lessons and implement changes. About one half of states have
reporting systems that focus on adverse events. Various federal agencies maintain reporting
systems as well, including those pertaining to drugs and medical devices, hospital-acquired
infections, and blood products.

Lessons from Non-Medical Domains
Studies of safety in non-health care sectors where errors or accidents can cause death or injury,
such as aviation, nuclear power, the armed forces and chemical manufacturing, have led to an
improved understanding of the causes of adverse events. This High reliability Organizations
(HRO) operate in environments where failure has severe consequences. Studies in these fields
demonstrate that adverse events occur from both human errors – that is the failure of individuals
to assess situations properly and to choose the correct courses of actions, and from systems
failures -- that occur as the result of poor design and/or poor maintenance. In complex systems,
adverse events occur when poorly designed systems interact with or cause poor human
performance and lead to bad outcomes. Lessons learned in those sectors are now beginning to be
applied to health care – a most complex, highly dynamic service sector. Experience with nonmedical reporting systems in aviation, nuclear power, and petrochemical processing offer lessons
applicable to the design of safety reporting systems in health care. The aviation industry has

discovered that faulty teamwork among crew-members is a frequent causal factor in airline
accidents. Many scientists involved in improving airline crew performance are now applying
these same concepts to health care teams. By adopting strategies structured to improve
teamwork, caregivers are finding that medical accidents are preventable. This groundbreaking
work, used by teams in emergency departments, will probably result in significant patient care
improvement.
Translating evidence-based safety practices from the aviation field to the high risk and multidisciplinary setting of medical care to reduce harm to patients, and reduce medical liability to the
organization is at the cutting edge of safety research.
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Figure 1. Building the Foundation for Safety
By taking a systems perspective of safety, defining clinical risk modification permits us to
translate experience and expertise developed in other technologically advanced and hazardous
industries to apply those lessons to the medical community. We can accomplish this by using the
science behind aviation safety, industrial engineering, microsystems, human factors, team
training, and simulation to provide our conceptual foundation. Figure 1 illustrates the conceptual
framework that guides this approach. The goal is to create a scientifically-based, rigorous and
multi-disciplinary safety curriculum with performance measures to address important,
specific clinical and patient safety needs. We can create a risk-modification program built on
four principles that have made commercial aviation safety a standard for healthcare to emulate:
centralization, transparency, standardization, and team training.

The schematic in Figure 2 (on the left) offers an
overview of processes developed in commercial
aviation to manage system safety performance.
Numerous yardsticks, including required and
voluntary reports, measure the system’s
performance. Over time, the threshold and severity
of incidents, which could impact safety, have been
lowered. Errors and latent deficiencies are now
often detected and reported by system participants
through organized programs that operate before an
accident can occur. These reports are promptly
investigated, “de-identified”, and entered into
databases from which trending reports are
developed, published for the community, and acted
upon by those responsible for safety. The Aviation
Safety Reporting System (ASRS) database has
collected 25,000 reports a year for the last 25 years, and after 600,000 reports, the ASRS has yet
to lead to punitive action. The system “transparency” has allowed all to learn from the
experiences of the few and develop common processes and standard procedures that make airline
travel so safe.

Elements of a Health Information Infrastructure for Safety
Aviation learned long ago that information and clear communication are critical to the safe
navigation of the airplane. Information is critical to the provision of safe health care--care that is
free from errors both commission and omission —as it is to the safe operation of aircraft. To
develop a treatment plan, a doctor must have access to complete patient information (e.g.,
diagnoses, medication, current test results, and available social supports) and to the most current
science base. Only a fraction of hospitals has implemented comprehensive electronic medical
records (EMR). Rates are higher for EMR in the ambulatory settings—probably about 5-10% of
physician offices have EMR, but there is much variability in their content and functionality.
Also, only a handful of communities have established a community-wide platform to facilitate
access to clinical information by multiple providers, not just those within a given institution.
The usefulness of these patient safety reporting systems, however, has been limited. As a result
of the paucity of EMR systems, most patient safety reports are still paper based. Lessons cannot
be learned. The data collected in these systems are neither complete nor standardized, making it
difficult to aggregate the data or identify trends or patterns. Liability concerns also impeded
participation in many reporting systems. Components of state health information infrastructure
include EHR systems with decision support, a secure platform for the exchange of patient
information across health care settings, and data standards to make that information
understandable to all users. A partnership between the public and private sectors is needed to
build this infrastructure.
The Florida Patient Safety Network strongly believes that patient safety is indistinguishable from
delivery of quality care. A new delivery system must be built that is capable of preventing the
propagation of errors while incorporating best practices learned. To achieve such a system in

Florida capable of providing safe care will require a constant focus on safety, inculcating core
competencies at all health care education delivery systems, and recruiting the active participation
of all health care professionals, organizations, and also the patients. A critical component of
these new health care delivery systems will be an integrated information technology
infrastructure.

Recommendations for State Action
We believe that Florida can make a significant positive impact on reducing health systems
problems by considering the following recommendations:

Recommendation 1: Create and endow a Florida Patient Safety Authority
There is a strong ethical, business, and socio-political case to strongly support establishing and
endowing a Florida Patient Safety Authority (PSA) based primarily on today’s high annual cost
of estimated adverse events in healthcare. Real solutions should directly target these sources of
unacceptably high costs, rather than simply shifting costs from employers to workers or from
government to the beneficiaries of public programs. Such an effort could mobilize economic and
organizational assets to set state priorities for developing quality, promulgating standards of
care, and stimulating implementation of performance measures and standards for health care
providers. These functions would be best carried out by a new state authority.
This broad vision is attainable with the support of policymakers through the needed legislative
action and allocation of resources. Florida needs a comprehensive, coordinated patient safety
strategy. This implies the need for a patient safety center to develop and identify evidence-based
“best practices” and support the dissemination and implementation of effective patient safety
program components through a sustained, systematic effort, which provides leadership for the
health care industry and regulators. Creation of such a center will be expensive. Budgets for
patient safety centers in Pennsylvania for $5 million including the development and roll out of a
comprehensive near miss reporting system. We recommend taking steps to ensure that a
sustained patient safety effort can be undertaken, and that program be protected against
budgetary vicissitudes by funding an endowment for a Patient Safety budget. Florida leaders
should be challenged to create a Patient Safety Endowment Fund in the range of $10 million for
5 years.
The Patient Safety Authority should:
1. Create a Patient Safety Advisory Board which will include representatives of all Florida
academic Medical Centers, insurers (both indemnity plans such as Blue Cross, and
HMOs); and consumer representatives in order to ensure that the Patient Safety Authority
remains adherent to the highest standards of “evidence based” practice and emerging
science. We suggest a maximum of 11 members.
2. Be created as a nonprofit corporation registered, incorporated, organized, and operated in
compliance with chapter 617, and should have all powers necessary to carry out the

purposes of this section, including, but not limited to, the power to receive and accept
from any source contributions of money, property, labor, or any other thing of value, to
be held, used, and applied for the purpose of this section.
3. Provide timely feedback of findings from reported incidents to the healthcare community
to encourage change.
4. Utilize conclusions from analysis of existing Florida reporting systems to make
recommendations for more efficient and effective collection, analysis and use of the data.
5. Explore partnerships at the national level for funding research and development of
standard patient safety definitions.
6. Develop and maintain a relationship with various health related associations in order to
incorporate concerns and suggestions of potential reporters.
7. Be totally disengaged from any regulatory action related to incident reporting.
8. Begin implementation with teaching hospitals by collecting incident data related to highrisk topics, such as cardiac surgery cases.
9. Disseminate evidence-based information to guide the development and continuous
improvement of best practices.
10. Provide technical assistance to state agencies and health care organizations on standards
and best practices.
11. Provide and ensure appropriate confidentiality of data, confidentiality protections against
discovery and disclosure of incidents reported.

Recommendation 2: Pilot a Near Miss Voluntary Incident Reporting System
•

•

Implement a voluntary near miss reporting system to capture near miss data, which will
be analyzed, aggregated and trended to facilitate the development of action plans to
improve processes/systems, implement change, and foster a culture of safety, at the local
facility level.
Review and revise existing statutory and regulatory reporting requirements to enable the
establishment of a single-entry-source reporting system which can be electronically
segmented for security and distribution to appropriate user organizations

Experience in other industries where errors are lethal or cause serious injuries suggests that
confidential, voluntary “near miss” reporting systems can be invaluable in identifying systemic
problems and providing information useful to improving safety. These systems complement the
mandatory reporting systems used by regulatory agencies to monitor compliance and assure
accountability. Near miss reporting systems share the characteristics of being confidential, nonpunitive, and voluntary, and are administered by agencies that do not have regulatory or

oversight responsibilities. Development of such near miss incident reporting systems in health
care has been limited to date. Florida should consider developing a pilot program. Such a
program, however, will have substantial costs. Pennsylvania is going into its second year of
funding its Patient Safety Authority Near Miss reporting systems to the tune of $5 million. The
Veterans Administration, for example, signed a four-year $8.2 million contract with NASA to
develop a voluntary incident reporting system based on the Aviation Safety Reporting System.

Recommendation 3: Support implementation of IT infrastructure as it relates
to1. Electronic Health Records – The transition from a paper-based system to a paper-less
system must be carried out responsibly and slowly while being mindful of national
infrastructure efforts. The state should implement such systems in pilot phases to evaluate the
impact of the conversion in small-scale settings prior to a statewide implementation.
2. Computerized Physician Order Entry (CPOEs) – The PSA will inventory hospitals to
determine the current status of implementing computerized physician order entry systems
and recommend a plan for expediting implementation statewide or, in hospitals where the
center determines that implementation of such systems is not practicable, alternative methods
to reduce medication errors.
3. Quality Monitoring – Create an electronic system linked to a set of nationally recognized
care guidelines that will generate periodic reports on care performance, adverse event
analysis and signal deficiencies. The information should be gathered for the purpose of
improving systems already in place, educating providers and the general public and not for
regulating.
4. Advisory Council – An advisory council must be appointed to monitor federal developments
regarding national standards for an electronic infrastructure, make recommendations for the
protection of patient privacy, costs analysis, and timelines for implementation, and provide
guidance for the State of Florida on ways to cautiously lead in patient safety technology
advances.
5. Pilot Projects – The State should fund a series of pilot projects, headed by Florida-based
universities over the next 2 years, to find practical ways to link existing data systems, test the
effectiveness and impact of technologies in Florida communities in reducing
medical/medication errors and improving patient safety, and identify ways to ensure a
smooth conversion process.

Recommendation 4: The PSA should collate, organize, stratify, and
promulgate “best practice” information from all specialties in all healthcare
areas to promote quality information and patient safety.
Several error prevention strategies that are economical have a proven track record in Florida or
elsewhere, and which could be easily implemented in healthcare institutions in Florida. Once
such strategies are identified and have proven effective and economically viable, compliance

should be mandated. We also recommend that there should be penalties for failures to report or
comply with requirements for internal error prevention programs. While consensus-driven
programs should be encouraged and are likely to be an effective route to change, it needs to be
clear at some point that improving patient safety is a mandate, and that eventually all health care
organizations and clinicians must meet patient safety requirements.

Recommendation 5: The PSA should design and define the core
competencies--essential knowledge, skills and attitudes regarding safety and
quality in health care.
In order for highly efficient patient safety reporting systems to succeed, widespread and in-depth
education of all health care professionals is required. If we are serious about creating a
technology savvy “culture of safety”, we must first rethink ourselves and educate our students. A
large body of knowledge must be integrated, translated, and embedded in practice to lead to
sustained change in the behaviors of individuals and organizations. Educators must include in
their curriculum material about systems and broad perspectives on event analysis, human factors,
teamwork, safety science, improvement culture, and professionalism. The educational tools
should include but not be limited to multimedia, small group facilitated discussion, problembased learning, simulation-based exercises with digital video feedback. The audience should
consist of licensure candidates from all health care disciplines, residents in training, candidates
for specialty degrees, and practitioners undergoing recertification and continuing education. Only
through sustained, innovative approaches involving active learning, role modeling, and feedback
can structural changes in technology and information sharing be fully realized. Florida is in a
unique position to pioneer understanding of the special needs and characteristics of our older
populations and the way that this important segment relates to the crisis in medical adverse
events.
This curriculum much be based on adult learning experiential principles using a multi-dciplinary
approach based on simulation based team training. This will begin to enhance the resilience of
the safety culture of health care in Florida.
Efforts to support this recommendation might include:
1. Undergraduate medical, nursing and pharmacy education – The PSA should consider
commissioning a working party of the Florida Medical, Nursing and Pharmacy School
Deans to initiate work on safety and quality education in medical and nursing
undergraduate education. The project should involve defining the essential knowledge,
skills and attitudes regarding safety and quality in health care and assessing the degree to
which these may already be covered in current nursing and medical curricula.
2. Graduate education through professional colleges – The PSA should commission the
FMA, FNA, FPA to scope work on the development and delivery of safety and quality
education to supplement and integrate with the core activities of the Medical and Nursing
Colleges in Florida. Future work might also include consideration of further postsecondary education on safety and quality for other health care professional groups.

3. Continuing education and training – The PSA should form a Taskforce to undertake a
broad consultation process to obtain advice on current workforce educational activities
throughout Florida, in order to identify areas of duplication or areas with gaps. The
consultation process should also seek feedback as to where AHCA should focus a state
effort to provide the most value to health care professionals and to managers working in
health care settings.
4. Encouraging simulation based team training for health care. All other high tech and
complex domains (i.e., aviation, nuclear power, etc.,) mandate the use of simulation
before any access to live systems. This should be the case with patient care. Simulation
should be incorporated at levels of health care professionals training.

Recommendation 6: The PSA should study alternatives to the current
medical liability and accountability including evaluating no-fault medico-legal
systems while adhering to reasonable and ethical medico-legal standards and
practices.
In an ideal environment, all incentives would be aligned with patient safety oriented goals. Our
current liability system, however, cuts exactly in the opposite direction, requiring that individual
clinicians be blamed for adverse events that injure patients before patients can be compensated
for their injuries. Florida should investigate the feasibility of developing a pilot no-fault system
for compensating victims of medical injuries. A no-fault compensation system would also
promote compliance with the ethical imperative of full disclosure. We might consider the
successful New Zealand no-fault compensation system for medical adverse events. Despite the
lessons of safety science about the nature of error and the necessity of a systematic approach to
promote safety, many believe that our current tort system provides accountability and important
incentives for the adoption of safe practices. We need to pursue more effective ways of
promoting safety and accountability on the part of the health care system (both the organizations
and the people who work in them) for doing everything possible to prevent doing avoidable
harm. Having more data, in the absence of specific goals and scientifically designed studies, is
unlikely to yield real improvement in patient safety. Statewide dissemination of the solutions
identified would do a great deal more to improve safety in Florida. Our legal conference on nofault legal alternatives suggested that public health and patient safety can be advanced through
voluntary and mandated alternatives to litigation consisting of specific strategies to reduce
risks of adverse outcomes and substantive changes in both post-injury management (culture,
behavior, communication) and adjudication of cases that includes no-fault components.
All approaches to patient safety should include, as a minimum:
•
•
•

A non-punitive mechanism for reporting an adverse event,
Causal analysis to identify system changes that might prevent a recurrence, and
State-guaranteed legislative protection from discovery and admissibility in civil
litigation or disclosure of information gathered by the PSA.

The matter of public accountability for the actions of physicians and other health care providers
is already well established in our health care and judicial systems. State and federal courts, state
licensing boards, and accrediting bodies such as the Joint Commission on Accreditation of

Healthcare Organizations (JCAHO) participate in the maintenance of standards and
accountability. Fear of legal liability and the misapplication of existing legal constraints,
however, are the greatest hurdles to advances in patient safety. The legal system must support
transformation of the health care system from the existing atmosphere of blame and punishment,
which suppresses information about errors and adverse events, into an atmosphere of safety with
a focuses on openness and information sharing in an effort to improve patient safety and prevent
adverse events. If fear of litigation continues to impede efforts to improve patient safety and
quality, our transformation into a culture of learning may never be realized. The problem of
fearing reprisals from reporting or the risks of litigation needs immediate attention and
immediate public action.

Recommendation 7: The PSA should formulate and encourage wide-ranging
and applied research approaches to both methodology for enhancing safe
medical practices and developing the metrics for assessing patient safety.
Conclusion
Today’s crisis in healthcare is more than just a crisis of patients and doctors. The crisis involves
patients and their relatives relating to an entire universe of healthcare professionals and a number
of related groups and institutions. Although the professionals and organizations related to
healthcare have been called “stakeholders,” we believe that consumers also figure quite
prominently as stakeholders. The fact that consumers have not been considered nor considered
themselves as stakeholders in healthcare is one of the main problems that obstruct maintenance
of quality and the promotion of patient safety. The information gathered for this report suggests
that patient safety in Florida is a critical topic, which must be addressed at the state level. Despite
much work in the health outcomes field, there is still a perception and several indications that
many patients suffer unnecessary adverse events in Florida acute care hospitals and ambulatory
settings. Constructive alteration of the healthcare environment by no-fault legislation, no-fault
reporting, state of the art information technology, facilitation of a “culture of safety,” and
integrated multidisciplinary patient safety education will still require hyper-vigilance and
continued research in the evolving picture of best practices as healthcare evolves. Blurring of
interdisciplinary boundaries will lead to greater equality between consumer and healthcare
professional. The entire spectrum of stakeholders will also become more visible and transparent
during this process and the tradition of invisible controlling forces will be replaced by a more
conscious, visible, consumer-oriented healthcare system.
There is a series of actions that organizations can take to foster the development of a safer, more
resilient internal culture. It would not be practical or wise to impose these actions by legislative
or regulatory mandate. Instead, agencies or the proposed Patient Safety Authority could provide
materials, support, advice and encouragement to organizations considering these measures. Any
approach to improving patient safety should, at least include a non-punitive mechanism for
reporting adverse events following the incident, analysis to identify system changes required to
prevent recurrences and state guaranteed legislative protection from disclosure of all information
gathered to improve patient safety.

Florida should consider the experience of the past several decades in preventing hospital
acquired infections. More data collection, however, is needed for the sake of health care and to
prevent adverse outcomes. Florida can create a culture of safety by encouraging medical
professionals to discuss patient safety problems and potential solutions openly without having
their discussions, findings, or recommendations becoming the basis for class action or other
lawsuits. If fear of litigation continues to impede efforts to improve patient safety and quality,
our transformation into a culture of patient safety may never be realized. These problems can
only be addressed through public action. This is a journey that will take a decade to accomplish,
and the state government, working in partnership with the private sector, has a crucial role to
play.

CHAPTER 1
CREATING EFFECTIVE REPORTING SYSTEMS
1.0 EXECUTIVE SUMMARY

The value of history lies in the fact that we learn by it from the mistakes of others, as
opposed to learning from our own which is a slow process”
W. Stanley Sykes (1894-1961)
Medical care itself has the potential to cause patient harm (iatrogenic injury) by preventable
system failure or human error, but we have been slow to recognize this fact. Epidemiology of
this silent epidemic is becoming better understood, and the figures are startling. Studies, such
as that of Brennan et al., have gone so far as to suggest that approximately 10% of patients
admitted to hospitals will be harmed, and half of the factors causing harm are preventable.
In order to correct these system failures and prevent them from happening again in the future,
we need better methods for collecting, analyzing, and utilizing patient safety data. One of the
best resources for these data is the information derived from patient safety reporting systems at
the organizational and state level. In alignment with the Institute of Medicine’s (IOM) recent
report, Patient Safety: Achieving a New Standard of Care, we will more formally establish such
an entity for the state of Florida as the Patient Safety Authority (PSA). The PSA includes
complementary systems for both mandatory and voluntary reporting of events as recommended
by the IOM.
To support the establishment of the PSA, this report will:
1. discuss the main driving factors for patient safety reporting systems,
2. provide an overview of the characteristics of various incident reporting systems
3. explain the gaps and barriers to the development, implementation, and maintenance of
effective patient safety reporting systems and strategies to overcome them, and
4. advocate the implementation of a voluntary near miss reporting system in Florida
The primary purpose of mandatory patient safety reporting systems is to record a breakdown in
patient care so that institutional and individual providers may be held accountable to patients
and the public for their actions. In contrast, voluntary systems primarily focus on finding the
causes of events and identifying solutions. Clearly, there is need for both mandatory and
voluntary reporting systems, providing they are distinct, their goals are clearly defined, and the

functions are separate. As Florida policy makers consider the need to establish the PSA by
building upon mandatory reporting systems and including voluntary reporting systems, it may
prove useful to learn from the experiences of other states, countries and private sector
organizations (or non-governmental organizations) that have these types of systems. It would
be useful to take note of the interactions between systems, the effects on malpractice litigation,
the potential uses of the data, and the effects of public disclosure and legal discovery.
There are ethical, humanitarian and financial factors that are critical to address when designing
robust patient safety reporting systems. Deciding whether to protect and how to protect the
data from public disclosure and legal discovery involves balancing the public’s right to know
with provider concerns about the legal consequences of making the provided reports public
knowledge. The IOM maintained that the public has a right to be informed of unsafe
conditions and that, in the case of serious adverse events, disclosure to the public is an
appropriate and desirable practice. That being said, there are valid arguments for protecting
some data elements, and several strategies for protecting the data in mandatory reporting
systems are currently available. Some voluntary reporting system design features, such as deidentifying data and collecting reports anonymously, may reduce the need for legal protections
by making it difficult to link specific events to specific providers or institutions. Special
confidentiality statutes and statutory peer review may be the strongest protections against
disclosure of data in mandatory reporting systems if the language is explicit. Exempting data in
mandatory systems from public disclosure laws provides limited protection. Combining public
disclosure exemptions with other statutory protections strengthens the protection of the data.
Above all, if the fear of litigation continues to countervail efforts to improve patient safety or to
increase the utility of event reporting systems, transformation of the present culture from fear
of litigation to a culture of learning, promoting patient, safety will never be fully realized.
In addition to legislative protection, technical aspects of reporting systems must be addressed.
Functional definitions must be standardized, limitations of current reporting systems need to be
recognized, and narrative-based typologies need to be created, that will assist in deconstructing
the complexity of the issue of event reporting in health care. Attending to these aspects will
assist in simplifying the issue of event reporting in health care. All approaches to patient safety
should include, at a minimum:
• a non-punitive mechanism for reporting an adverse event,
• causal analysis to identify system changes that might prevent a recurrence, and
• state-guaranteed legislative protection from discovery and admissibility in civil
litigation or disclosure of information gathered by the PSA.
Data collection for the sake of collection, in the absence of analysis, scientifically designed
studies, and feedback for the sake of improvement, is unlikely to yield improvement in patient
safety. True reform must involve all stakeholders:
• hospitals,
• patients,
• nursing homes,
• physicians,
• ambulatory care clinics,
• nurses,
• home health organizations,
• pharmacists,
• policy makers, and
• regulators,
• state health agencies.
• attorneys,

Most errors are not the result of bad or negligent providers but of complex and poorly designed
systems. Patient safety can be improved through changes within the health care system and
through external changes such as regulation and legislative action, including economic and
other incentives or disincentives. This goal can be achieved by changing error recovery systems
into systems that will support the prevention of future adverse events and minimize harm when
errors do occur.
In order for highly efficient patient safety reporting systems to succeed, widespread and indepth education of all health care professionals is required. A large body of knowledge must
be integrated, translated, and embedded in practice to lead to sustained change in the behaviors
of both individuals and organizations. Educators can include in their curriculum learning
material regarding systems and teach broad perspectives on event analysis, human factors,
teamwork, safety and improvement culture, and professionalism. Educational tools should
include but not be limited to multimedia, small group facilitated discussion, problem-based
learning and simulation-based exercises with digital video feedback. The audience should
consist of licensure candidates from all health care disciplines, residents in training, candidates
for specialty degrees, and practitioners undergoing recertification and continuing education.
Only through sustained, innovative approaches involving active learning, role modeling, and
experiential feedback can structural changes in technology and information sharing be fully
realized.
Public accountability for the actions of physicians and other health care providers is already
well established in our health care and judicial systems. State and federal courts, state licensing
boards, and accrediting bodies such as the Joint Commission on Accreditation of Healthcare
Organizations (JCAHO) participate in the maintenance of standards and accountability. Fear of
legal liability and the misapplication of existing legal constraints, however, are the greatest
hurdles to advances in patient safety. The legal system must support transformation of the
health care system from the existing culture of blame and punishment, which suppresses
information about errors and adverse events, into a culture of safety which focuses on openness
and information sharing in an effort to improve patient safety and prevent adverse events. If
fear of litigation continues to impede efforts to improve patient safety and quality, our
transformation into a culture of learning may never be realized. The problem of fearing to
report because of the threat of litigation needs immediate attention and requires immediate
public action.
Our vision for the Florida Patient Safety Authority encompasses important factors in this report
such as:
• fulfilling state needs for public health protection from adverse events and medical errors,
• supporting confidentiality of data to encourage reporting of events,
• studying factors that contribute to error, recovery and prevention,
• providing education and training for clinicians to improve their recognition and
management of errors for the sake of quality improvement,
• serving as a resource of information about patient safety for all stakeholders and patients
involved in the healthcare delivery system.

This broad vision requires the support of policymakers with the requisite legislative action and
allocation of resources. The following recommendations define a Patient Safety Authority
which can provide an environment that fosters ‘the greater good’.

1.1 RECOMMENDATIONS
1.1A Short Term
1. Provide a legal framework and structure that permits the Patient Safety Authority to operate
as an independent, learning organization which contains strong confidentiality protections
against discovery and disclosure of events reported to the Patient Safety Authority, making
information obtained by the Authority inadmissible in any trial or administrative
proceeding.
2. The Patient Safety Authority should be provided with resources to promote and support
expert and independent analysis of safety reports.
3. The Patient Safety Authority should not be involved in regulatory action related to adverse
event and near miss data and will develop and maintain a relationship with various health
related associations in order to incorporate concerns and suggestions of potential reporters.
4. The Patient Safety Authority should review and make recommendations to revise existing
statutory and regulatory reporting requirements to enable the establishment of a singleentry-source reporting system which can be electronically segmented for security and
distributed to appropriate user organizations.

1.1B Long Term
5. The Patient Safety Authority should contract with university centers for an evaluation of
Code 15, UB-92 and other existing adverse event and medical error reporting systems in
Florida.
6. The Patient Safety Authority should pilot a voluntary reporting system to capture the near
miss information that is not currently being captured.
7. The Patient Safety Authority should engage in activities related to training, education,
communication, leadership commitment and recognition to promote provider behavior
change regarding event reporting.
8. The Patient Safety Authority will conduct a study comparing the effectiveness of Patient
Safety Indicators with other reporting systems as a useful means for monitoring patient
safety.

1.2 INTRODUCTION
It has long been recognized that medical care itself has the potential to cause patient harm1
although general acknowledgement that much iatrogenic injury are caused by preventable
system failure or human error has been slow coming. The recently released reports on patient
safety and medical errors by the IOM and its Australian and British counterparts offer a broad
picture of the “invisible mountain” of preventable injuries to patients.2-4 At the same time,
these reports have fueled the polemics of classic tensions between accountability and learning,
individual needs and societal benefit, and production goals and safety. These reports mark the
end of the beginning of the patient safety movement. They set the stage for the huge effort to
follow, which will realign performance incentives, change traditional professional norms and

organizational cultures, and adapt tools and procedures from other industries. Policy debates
have focused on how to improve patient safety reporting systems by calling for mandatory
reporting and public disclosure of the information.
Patient safety, defined as freedom from accidental harm, is a hot topic. Regulators want the
information that they need to monitor patient safety. Ownership of the data is critical as we try
to balance the needs of the health care reporters and the needs of the system. Consumers want
to be sure that the care they have received, and that they will receive, is safe. Purchasers want
information about the quality of care they purchase and the media wants information to educate
the public.
The patient safety movement emerged in what will be recognized historically as a period of
great change in health care.5 Strong forces normally working broadly in society have
converged to help shape this movement. As a result of the patient safety movement one can
expect:
• a decline in paternalism and a rise in self-determination,
• a change in the hyper-competitive economic mindset that has threatened traditional
ethical values,
• other sources of intense cost pressure,
• an information revolution, and
• a rapid change that challenges old orders.6
The current culture of reporting in Florida is focused on punishing those who intentionally or
unintentionally caused harm to a patient. This focus promotes a mindset of protection of self,
reputation and practice from litigation. In order to survive as a health care provider it is in the
best interest of the facility and the practitioner to avoid at all cost any malpractice and
litigation. In an effort to do so a facility or practitioner may not admit to an error or own up to
an adverse event, may not thoroughly investigate a problem with the intention to facilitate an
environment which reduces the likelihood of the incident, or may revert to finger pointing in
order to avert blame to protect reputations. Some facilities may not have the resources to
thoroughly approach an adverse event from the patient safety perspective because it may
require complete restructuring of the facility or department.

1.3 BACKGROUND
1.3A How big is the problem?
According to the IOM report, 44,000 to 98,000 hospitalized patients die annually in the U.S. as
a result of error.2 These figures have been questioned by McDonald et al.9 who contend that
the numbers are inaccurate and misleading because people who enter the hospital are ill, and
some are as likely to die from their illness as they are from medical errors. There is a
countervailing belief, however, that errors are underreported perhaps by as much as a factor of
ten; that is, for every error reported, ten are not, grossly underestimating weight of the true
problem.10 Such underreporting is a reflection of health care providers’ fear of the
consequences of committing an error or having an error attributed to them allowing for blame
and retribution through litigation as well as loss of professional respect. If tenfold

underreporting is taken into account and the concern about the number of actual reports being
half is addressed a recalculation of the number of deaths becomes 220,000 to 490,000 a year.
These numbers are not to be interpreted as a condemnation of health care in America, but as the
identification of a serious problem. Also, it appears that the public’s experiences substantiate
concerns about medical injury which is seen in a 1997 Louis Harris & Associates poll. The
poll found that of more than 1500 Americans, 42% of respondents indicated that they or a close
friend had experienced a medical mistake.11
The data supporting the need for intervention in improving patient safety have been obtained
from several sources:
1. Extrapolation from large epidemiological chart reviews.
2. Hospital discharge data and E-codes—The International Classification of Disease,
Injuries, and Causes of Death, 9th revision, (ICD-9-CM) classifies all medical conditions
using a series of numerical codes. A subset of conditions has additional codes, known as
E-codes that describe the possible external cause of the injury. Forty-two states and the
District of Columbia currently have statewide hospital discharge data systems in place--36 routinely collect E-codes.12
3. The Healthcare Cost and Utilization Project (HCUP), a partnership between the federal
government, states, and industry to build a standardized multi-state health data system.13
HCUP contains discharge information complied compiled in a uniform format with
privacy protections in place; no individual identifiers or dates are released.
4. Claims data—closed claims and others.14
5. Malpractice data.
6. Complaints data via Center for Medicare and Medicaid Services (CMS) contracts with
states to conduct a number of activities related to hospital oversight on behalf of the
federal government.15
7. Death certificates.
8. State adverse event reporting systems.
9. Data based clinical trigger systems.
Reducing error in health care is an integral part of improving patient safety and quality of care.
Many errors are the result of poor medical management and poor environmental factors which
are difficult to measure and are difficult to identify without tracking adverse events and
investigating their causes. Medical error not only impacts the health of the patient but can also
result in inflation of hospital costs due to increased patient stays as well as litigation. Nearly
100,000 patients are estimated to die preventable deaths annually in hospitals in the United
States, with many more incurring injuries at an annual cost of $9 billion.16 If adverse events as
well as close calls were reported regularly many facilities would be able to track and prevent
future adverse events resulting in a reduction of incidents and a reduction of cost associated
with correcting or compensating for adverse occurrences since it is already well established that
both adverse events and near misses have the similar if not the same predecessors.16 To
achieve a goal of increased reporting among healthcare providers it is recognized that an
environment fostering an uninhibited reporting culture must be created. Many stakeholders in
health care have begun to work together to resolve the moral, scientific, legal, and practical
dilemmas of adverse events and adverse event reporting especially since the IOM To Err Is
Human report.

1.3B The Need for Standard Definitions of Reportable Incidents and a
Standardized Statewide Reporting System
Patient safety experts have been engaged in an on-going discussion to define the events that
should be monitored by patient safety reporting systems, such as errors, near-misses, and
adverse events. (See Appendix A) Amid the debate among competing definitions and
classifications, relatively little attention has been paid to the way safety-related events are
defined and classified in health care organizations and how these classifications schemes affect
a hospital’s ability to learn from its experience. Definitions and classifications have profound
implications for a hospital’s capacity to gather information about and to learn from events
related to patient safety. Agreement on definitions and classifications improves the reliability
of classification. Hospital administrators and researchers should consider asking the following
questions about event reporting in their organizations:
1. What are the informal and formal definitions of safety-related events?
2. How do definitions channel the attention of providers and managers?
3. How does event classification influence data gathering, analysis and the allocation of
incentive?
In aviation safety reporting systems, the categorization of events serves as a toggle switch that
activates a choice of organizational routines.17 These routines offer alternative procedures for
gathering information, distributing rewards or punishments, and analyzing data.
Iatrogenic injury has come to have a broader meaning than an injury caused by a physician, and
now includes unintended or unnecessary harm or suffering arising from any aspect of health care
management.18 Problems arising from acts of omission as well as from acts of commission are
included as well. One of the more difficult problems in discussing patient safety is imprecise
taxonomy, since the choice of terms has implications for how the problems related to patient
safety are solved. This comparison of different studies and reports is problematic. The lack of
standardized nomenclature and a universal taxonomy for medical errors complicates the
development of a response to the issues outlined in the IOM report. The National Research
Council defines a safety “incident” as an event that, under slightly different circumstances, could
have been an accident.19 The word “accident” is intertwined with the notion that human error is
responsible for most injuries. This notion can be challenged since retrospective judgments about
human behavior are strongly influenced by hindsight bias.20 Appendix A lists the definitions
from the literature of the most common terms used to describe reportable events. With few
exceptions, the existing studies report data from different populations, and the way they define,
count, and track adverse events differs. Major variations in nomenclature with no fixed and
accepted consensus hampers further research and application.
A standardized statewide reporting system will be useful in determining statewide trends and
identifying latent problems by capturing the big picture. Various sources recognize the
importance of a statewide system in that some occurrence that doesn’t happen very often in one
location may not be seen as an issue to tackle but when one can identify the same occurrence is
happening statewide, something can be done about it.21 The major problem in designing and
implementing a standard reporting system to capture adverse event and near miss information

is as mentioned before the lack of a standard definition of adverse events and near misses
which can be referred to as serious incidents, incidents, potential incidents, incidents with or
without outcomes, etc.

1.3C Barriers and Incentives to Standardization of Patient Safety Data
Systems
How can we transform the current culture of blame and resistance to one of learning in order to
improve patient safety? Understanding the balance of barriers and incentives to reporting is the
first step. In addition to the legal, regulatory, financial, technological, and political barriers are
the lack of authorization, the lack of good models, and the lack of conclusive evidence of
impact.41 (See Appendix F)
It will be essential to introduce norms that inculcate a learning, non-punitive safety reporting
culture in professional schools and graduate training programs, with support from consumers,
patient advocacy groups, regulators, and accreditors. A certain amount of trial-and-error will
be necessary. Legal protection for reporters must be reinforced, as in Australia and New
Zealand, where incident reporting systems have been successful in gaining acceptance and
credibility.42 The sum of barriers and incentives can be considered in terms of their impact on
individuals, organizations, and society. Powerful disincentives to reporting often include
organizational culture, and the perception of it being extra work, skepticism, lack of trust, fear
of reprisals, and lack of effectiveness of present reporting systems. Incentives to reporting
include confidentiality, some degree of immunity, philanthropy (when reporters identify with
injured patients and other health care providers that could benefit from the data), and education
(when reporters learn from reporting about their adverse events). Incentives for society
include: accountability, transparency, enhanced community relations, and a sustained trust and
confidence in the health care system. Complex interdependence exists between all barriers and
incentives to reporting at the individual, organizational, and societal levels. Barriers are more
visible and specific than incentives as is always seen where bad overshadows good. Fears and
attitudes appear to limit the usefulness of structural incentives already in place.
Providers and institutions are concerned that mandatory reporting systems with inadequately
protected data will increase the number of malpractice law suits. The threat of litigation and
reputation loss may discourage providers from reporting events. Practitioners and health care
organizations perceive the malpractice system as a threat to quality improvement because it
leads to defensive practices, increases costs, and fosters a culture of secrecy that blocks the path
to learning about errors. No-fault systems and enterprise liability may help to increase
reporting and reduce the fears associated with mandatory reporting.
It is important to set realistic expectations when implementing a new reporting system. To Err
Is Human suggests that under reporting is to be expected especially when initiating a new
program. One must be careful when working toward gaining the trust of the reporter to ensure
that the reports are used to improve their situation or to improve patient outcomes. Once
reporters see that reporting brought about positive change rather than punitive action they will
be more inclined to report.

Identified barriers to effective and efficient collection of data and the use of reported data,
identified in the Institute Of Medicine report To Err Is Human, were the lack of resources and
limitations in data. These barriers hamper states ability to do much with the data because they
are not able to collect quality, detailed reports and do not have the manpower or technology to
analyze the data collected. Also, variability in data received from various institutions due to
differences in the definitions of reportable events, make it difficult to aggregate the data and/or
to compare facilities.21 The IOM, To Err is Human, cites the following as major barriers for
states to implement change:
• Resources (financial, manpower, etc)
• Tools (for data collection, analysis, etc.)
• Methods (standard processes for data collection and analysis)
• Protocols (plan of action to constructively address the issue)
In implementing an adverse event reporting system two major challenges have been identified:
1) getting sufficient participation in the program; 2) building an adequate response system. The
following are issues to be tackled in an effort to encourage reporting.21
• Confidentiality
• Reporter perceptions and abilities
• Feedback – to perceive benefit
• Event recognition- clear standards, definitions, and tools
• Ease of reporting
It is important to reduce reporter burden in order to encourage reporting and to improve the
quality of reports received. The plan for implementation should include actively engaging key
players and all stakeholders, encouraging executive leadership to make patient safety the
highest priority and to be accountable for ongoing safety programs.

1.4 ACCOUNTABILITY VS. LEARNING
Implementing an adverse event reporting system has many different factors to be addressed,
such as determining the reporting structure and promoting a reporting culture. A review of the
literature suggests two major designations in capturing incident data: accountability and
learning. In today’s society it is a common theme to hold people accountable for their actions
which is a reflection of our legal system which is set up to punish those who intentionally or
unintentionally harm another which applies to the medical field. Some who are harmed by the
error of a healthcare provider seek compensation through the legal system which impacts the
medical field overall in a number of ways. The results of litigation ideally would be an
investigation into the root cause of the problem and action taken to correct the problem or,
which happens often, finger pointing, faulting the physician for negligence without further
analysis of the occurrence and without consideration of all possible causes. Punishment for
reporting errors provides a disincentive to report and value in recording the incident can be
overshadowed by the possibility of punitive action. “In a survey of 644 healthcare
professionals, conducted in October 2000, the reasons cited for underreporting include loss of
reputation (>90%), the fear of losing their job (90%), and loss of market share, loss of
accreditation, and liability concerns (>80%)”.22 These concerns are all valid and are major
barriers to reporting as they all affect the livelihood of the provider’s career. In order to

address concerns of the potential reporter and to be successful in capturing a larger amount of
reports a culture of learning has to be established. Detailed information on adverse events, near
misses and errors provide a platform for learning.

1.4A Mandatory vs. Voluntary Reporting
Mandatory reporting systems, whose primary purpose is to hold providers accountable, are
currently present in most states and have been shown to be effective in assuring that most
serious errors are reported, investigated and followed up on. Unfortunately, mandatory
reporting systems provide the public with minimal levels of protection.21 This type of
reporting system is usually instituted in an effort to create an environment that requires all
healthcare organizations to invest in patient safety to avoid potential penalties and public
exposure.21 Three disciplinary decision-making strategies have been identified in the context
of mandatory reporting systems:
• Outcome-based disciplinary decision-making
• Rule-based disciplinary decision
• Risk-based disciplinary decision-making
Outcome-based disciplinary decision-making is based upon the idea that we have total control
on outcomes. This type of decision making is flawed in that one must understand that “in
managing human error, we can only control our intended behavior to reduce our likelihood of
making a mistake, but we cannot truly control when and where a human error will strike.”23
This decision making theory applies to the approach of our current tort system which, asserts
that the punishment for a crime should coincide with the severity of the crime which allows for
an individual who is reckless and doesn’t injure another to not be punished as severely as a
person who makes a mistake which results in injury of another.23 Rule-based disciplinary
decision-making looks at the intentions of the person who violated a rule. 23 The aviation
industry uses this decision making theory. If it is found that the error was unintentional and
reported by the violator, punitive action may be avoided. The flaw with rule-based disciplinary
decision making is that sometimes it may be necessary to intentionally violate a rule for the
greater good.23 It is also important to note that intentional violations should be evaluated and
used as learning tools as they may bring to light flaws in the system. 23 Risk-based disciplinary
decision-making looks at intent with regard to an undesirable outcome (ie. negligence vs. gross
negligence vs. recklessness) “If an individual intends to take a significant and unjustifiable risk,
disciplinary action should be taken [but] if an employee had no reason to know he was creating
a risk, there should be no disciplinary action taken.”23
Voluntary reporting systems on the other hand, focus on safety improvements and not only
include adverse events but also close calls.21 “When voluntary systems focus on the analysis
of near misses their aim is to identify and remedy vulnerabilities in systems before the
occurrence of harm.” 21 The ideal system would have both voluntary and mandatory reporting,
which would strike a balance between data collection for learning and the policing of the health
care environment.21

1.4B The Importance of Near-Miss Reporting Systems in Learning and
Recovery
A continuous cascade flows from seemingly trivial incidents to close calls (near-misses) to
actual adverse events. Near-misses can be viewed as opportunities to peer into the complexity
of future disasters before they happen as it is recognized that similar patterns and relationships
precede both adverse events and near-misses. It could be argued that focusing on near-miss
data adds significantly more value to quality improvement than focusing solely on adverse
events since this type of focus addresses the problem before injury occurs. Schemes for
reporting near-misses, close calls, or sentinel (i.e., warning) events have been institutionalized
in aviation, nuclear power, petrochemical and steel production, and military operations.31-34 In
health care, efforts are underway to create medical near-miss incident reporting systems to
supplement data being captured in mandatory reporting systems.
One example of an effective near-miss reporting systems is MERS-TM, a reporting system
developed for transfusion services and blood centers to collect, classify, and analyze events that
could potentially compromise the safety of blood transfusion.35 MERS-TM captures and
analyzes common and rare events to facilitate system improvement. An important feature of
this system is that it collects data on near-misses as well as actual events. Analysis of nearmisses offer the following advantages:
• Near-misses occur 3 to 300 times more frequently than adverse events, enabling easy
quantitative analysis;36
• Fewer barriers to data collection exist when no injury occurred so that the
interrelationships of small failures can be analyzed;
• Recovery strategies can be studied to enhance proactive interventions and de-emphasize
the culture of blame; and
• Hindsight bias is effectively reduced since punishment for injury does not exist.37
Finally, near-misses offer powerful reminders of system hazards and retard the process of
forgetting to be afraid. Experience in other industries where errors are lethal or cause serious
injuries suggests that confidential, voluntary near-miss reporting systems can be invaluable in
identifying systemic problems and providing information useful to improving safety. These
voluntary reporting systems have been shown to complement the mandatory reporting systems
used by regulatory agencies to monitor compliance and assure accountability.

1.5 PRIVACY: PROVIDING APPROPRIATE CONFIDENTIALITY
PROTECTION FOR PATIENT SAFETY REPORTING SYSTEMS
Publicizing the data is not an all or nothing proposition. There are ways to release information
to the public that may lessen perceived or real threats of litigation and still maintain the
integrity of the reporting systems. It is also possible to assign degrees of information released
varying by interest; consumer, researcher, etc. In the early stages of implementing reporting
systems, it is reasonable to release aggregate de-identified data to avoid misrepresentations due
to variations in data quality. As policy makers become facile with validating the data and

adjusting for case mix and underreporting, more detailed facility-specific information can be
released.
Consumers want information on the quality of medical care, despite evidence that they rarely
use it when making health care decisions. In a recent survey, 73% of consumers wanted health
care providers to make public all serious medical events.43
The laws protecting the confidentiality of quality improvement activities must be reviewed and
updated by the legislature as part of the patient safety agenda. It may no longer be necessary to
shield the processes of medical peer review committees, as our current law does. Quality
improvement requires more than the involvement of medical staff committees. It is now time
to engage in the difficult process of creating better systems (legal, organizational,
environmental) that encourage clinicians to report and discuss errors yet maintain and improve
accountability.

1.5A Consumer Access to Reporting System Data
Many believe that adverse event and near miss data should be made public in order to foster
transparency and build trust in the healthcare system by the public. Input from focus groups
support the concept that consumers should have access to the data even though they generally
will not use this information to make their healthcare choices. The overarching theme of where
consumers get trusted information in making their decisions ultimately comes from word of
mouth. So, if the majority of the public will not use the information to lead their decision how
should information dissemination efforts be guided? In developing a plan for publishing
adverse event data it is important to consider the effects of the data on the public. Knowledge
of medical errors or adverse events has the potential to weaken consumer confidence in
facilities, regardless of their ability to provide quality care. One option in distributing the data
to the public is to provide the data at a cost to the requester. The fees associated can be used to
assist the information dissemination effort.

1.5B Does the Current System Support a Culture of Safety?
It is believed that relatively few medical errors result from incompetence, carelessness, or
intentional misconduct by caregivers. Most errors result from the existence of complex
environmental systems of care that have not been designed to capture or prevent errors which
allow for simple human shortcomings and slip ups made under time pressures. How do we
create an environment in health care that fosters safety? What are the ingredients of a safety
culture? How can a safety culture be engineered? Organizational culture is shaped mainly by
shared practices, whereas national cultures arise largely out of shared values. Acquiring a
safety culture is a process of collective learning.38 The usual reactions to adverse incidents are
“who did it?” “write another procedure” and “blame and train.” Although these reactions do
not make the system resistant to future incidents, they deflect the blame from the organization
to the individual. An effective culture of safety must be a reporting, just, flexible, and learning
culture. A “no blame” culture is neither feasible nor desirable but the resulting fear of liability
exacerbates the traditional medical culture of secrecy. A small set of adverse events are due to
egregious circumstances (substance abuse or sabotage) and warrant sanctions and therefore a
blanket amnesty on all unsafe acts would lack credibility in the eyes of the public. In a just

safety culture, an atmosphere of trust is encouraged and rewarded, and there is a line between
acceptable and unacceptable behavior. Highly reliable organizations in the field of health,
safety, and environmental issues, possess the ability to reconfigure in the face of high tempo
operations or certain kinds of danger.39 Such adaptability depends on three elements: respect
for the skills, experience and abilities of the workforce, honesty and truth. When all three
elements interact they create a safety culture. The various methods of collecting information
determine the way organizations learn and mature when faced with adverse data. (See
Appendix C) These models help us to understand why some organizations can deal effectively
with complex health challenges.

1.5C Safeguards for Collected Data
The current reporting environment in Florida is changing by moving toward creating a culture
of learning which will encourage increased rates of reporting and an overall decrease in
medical malpractice claims and ultimately a reduction in the occurrence of preventable adverse
incidents. Limitations to the types of data providers are willing to share, resulting from the fear
of punitive action, severely cripple any attempts to foster a culture of learning. It has been
recognized that in order to collect detail rich information in a reporting systems safeguards
must be in place to protect the reporter. Florida law has begun to move in the direction of
reporter protections of certain types of data in order to encourage reporting and to increase the
probability of learning about what is really happening in healthcare. Section 10 of the medical
liability reform bill (Ch. 2003-416, Laws of Florida), Section 766.1016 of the Florida Statutes,
prohibits the discovery or introduction into evidence of patient safety data that are transmitted
to a patient safety organization (See Appendix D). The introduction of this law is a mammoth
step in the direction of building trust for reporters to a patient safety authority in their role as a
unit whose goal is to improve the current environment rather than to add to the complex nature.
This law made provisions for data to be exchanged among facilities without waiving the
privilege created by the bill (See Appendix D). The promotion of information sharing between
facilities is crucial in allowing facilities to share experiences and ideas regarding solutions.

1.5D What can state governments do to protect patient safety data?
In an effort to protect patient safety data states may promulgate confidentiality laws or
regulations that protect reporting system information and reporters from the legal process.
Information may be projected from discovery, subpoena, search warrant, state’s public
disclosure laws, and evidence in civil or administrative proceedings. Protections for reporters
may include exclusion from civil and criminal law suits, monetary liability, retaliatory torts,
state antitrust lawsuits, compelled testimony, and employer retaliation.44 The health care
system needs to transform the existing culture of blame and punishment, which suppresses
information about errors and adverse events, into a culture of safety, which focuses on
transparency and information sharing to improve health care which is partially controlled by
the legal climate. If fear of litigation continues to impede efforts to improve patient safety and
quality, our transformation into a culture of patient safety may never be realized. These
problems can only be addressed through public action and legal protection.

1.6 IS THERE AN ECONOMIC CASE FOR SAFETY?
We have few data about the savings accrued from patient safety reporting systems and
interventions. Data from other industries, however, suggest major savings resulting from
improved systems and avoidance of actual adverse events. Not only would private purchasers
of insurance benefit from savings associated with patient safety activity the state would also.
The state’s leverage power as a purchaser is evident through Medicare and Medicaid, a sizable
share of the health care market, which cover one in ten Americans. Private purchasers are
becoming interested in patient safety issues and may provide opportunities for collaboration
economic incentives to improve patient safety. Appendix E lists the questions private
stakeholders should consider in designing strategies to define the economic case to improve
patient safety.40
The state of Minnesota used the IOM report to extrapolate state costs from medical errors and
potential savings that could be realized by reducing such errors. Costs were associated with
designing, implementing, and maintaining reporting systems. The components include
information system design or acquisition; data collection and entry; desk review; investigation;
validation; analysis; training; information sharing; and administration. The costs of operating a
reporting system will depend on the goals of the program; the current state infrastructure; the
ability to leverage existing resources; and dependence on outside consultants. The first step
toward assessing the economic case will be to develop accurate econometric methods to
estimate the direct and indirect costs of each component of iatrogenic injury.

1.7 CONFLICTS IN PATIENT SAFETY REPORTING SYSTEMS
The full range of indirect as well as direct costs of patient injuries from medical management is
not known. Shifts in resources to improve safety require new stakeholder collaborations and
long-term vision. The health care system has only recently begun to consider patient safety
systematically. Alignment of the ethical, educational, and the organizational needs will redress
these historical oversights. Within medicine the responsibility of the individual has been
stressed in the belief that the way to eliminate adverse events is to get individual clinicians to
perfect their practices. This method not only fails to consider the complex systemic flaws that
contribute to the genesis of adverse events, but also perpetuates a myth of infallibility that is a
disservice to clinicians and their patients. The core value of doing no avoidable harm must be
aligned with external incentives in the health care system.
According to a long tradition in medicine, past practices are examined to understand how
methods may be improved. However, morbidity and mortality conferences, grand rounds, and
peer review share the same shortcomings listed below:
1. A lack of human factors and systems thinking;
2. A narrow focus on individual performance that excludes analysis, contributory team
factors, and larger social issues;
3. Retrospective biases; a tendency to search for errors as opposed to the myriad causes of
error-induction;
4. A lack of multidisciplinary integration into an organization-wide safety culture thus
perpetuating a “code of silence.” The focus on the actions of individuals as the sole

cause of adverse events inevitably perpetuates systems failures and the injuries and
deaths of patients.

1.8 REPORTING SYSTEMS OF NON-MEDICAL INDUSTRIES
For the last several decades, reporting systems in non-medical industries have helped make
their domains safer. All of these systems use elaborate taxonomies based on expert knowledge
and are iteratively updated after actual events and near-misses.24 Reporting systems in nonmedical industries span many high-risk industries, but we will concentrate on aviation and
nuclear power domains. (See Appendix B)

1.8A Aviation Reporting Systems
Opponents of mandatory reporting point to the success of voluntary reporting in aviation over
the last 25 years.24 In aviation safety reporting systems, the way safety-related events are
defined and the way definitions are applied in practice is critical. Critical incident monitoring
arose from studies in the aviation psychology program in the US Air Force during World
War II.25 The aviation industry provides an example of how regulatory oversight and voluntary
reporting systems can work together to protect the public safety. Formed in 1967, The National
Transportation Safety Board (NTSB) investigates aviation accidents that result in death, serious
injury, or substantial damage to an aircraft. The Federal Aviation Administration (FAA) to
whom the NTSB submits its reports, has authority to require airline officials to make
corrections or risk losing their license or having planes grounded.
The aviation safety reporting system (ASRS) is a voluntary system created to encourage
reporting of incidents even when no harm occurred.26 (See Appendix A) Pilots, flight
attendants, mechanics, and air traffic controllers submit confidential reports of near-miss
incidents to the ASRS. The ASRS is administered by Battell under contract to NASA and is
independent of the FAA. Since its inception in 1976, the ASRS has received over 300,000
reports without a breach in confidentiality. In air traffic control for example, if a near-miss
does not fit the definition of an operational error, then it is not included in the error database.
This practice makes sense for individual air traffic controllers who should not be held
accountable for close calls when an aircraft was solely under the pilots’ controls. It is
important to note that concise definitions can be limiting and can result in the loss of valuable
information about hazardous conditions. The loss of potentially significant information is
illustrated by a near-miss of two planes flying close to each other over La Guardia Airport that
was not reported to the air traffic control database because it did not fit the formal definition of
an operational error.27 Although the controller could not be held accountable for an error, the
near-miss represented a significant threat to safety. The application of a definition that made
sense from the perspective of the air traffic controllers resulted in a loss of valuable information
for the air traffic system as a whole. Research on aviation safety reporting systems can
highlight important areas for consideration in healthcare related reporting systems in general,
and in particular, for near-miss reporting systems.

1.8B Nuclear Power Safety Systems
In the highly charged political, financially accountable, and legal environment of the nuclear
power industry, no penalties are associated with reporting non-consequential events, or “close
calls,” to the Human Performance Enhancement System.28 The Three Mile Island disaster led
to the emergence of industry-wide norms that support regulation by the community. The dread
of even a single potential catastrophe and its implications for all industry members outweighed
any objection to an incident reporting system.29 Backed by community pressures, local
proactive safety methods were institutionalized and put into effect across the industry. The
intense effort for process improvement through a focus on safety reaped financial gains in the
form of fewer power outages, shut-downs, and reductions in capacity. As in aviation, there is a
trend to capture the most subtle information using a nested systems approach by which
confidentiality and other protections increase in proportion to the sensitivity, value, and
difficulty encountered in obtaining essential information.
Successful reporting systems in non medical domains rely on an epidemiological model,
prospective and retrospective processes, and detailed taxonomies. The following factors are
important in determining the quality of incident reports and the success of incident reporting
systems: immunity (as far as practical); confidentiality or data de-identification (making data
untraceable to caregivers, patients, institutions, time); independent outsourcing for report
collection and analysis by experts; rapid and meaningful feedback to reporters and all interested
parties; ease and transparency of reporting; and sustained leadership support.

1.9 REVIEW OF ADVERSE EVENT REPORTING SYSTEMS
1.9A International
The Australian Patient Safety Authority
Advanced Incident Monitoring System (AIMS)
AIMS, a computerized reporting system with web-based capabilities, is a tool used to capture
adverse event and near miss data. AIMS is designed to capture data, classify data and analyze
data entered into the system. AIMS, developed by the Australian Patient Safety Foundation,
captures narrative descriptions of the event and allows the reporter to classify the event,
providing analyzable detail. The system was introduced in 1989 and has undergone continuous
development since that time. Depending on the needs of the user group AIMS can be set up to
accommodate anonymous, confidential and public domain reporting; mandatory and voluntary
reporting; near misses, sentinel events, complaints, medico-legal cases, coronial
recommendations and occupational health and safety reports. AIMS also has the ability to
provide status reports for administrators using one of the 5 available tools. Capabilities of
AIMS include:
1. Data Manager – allows the entry and classification of incidents
2. Analyzer – allows for running reports
3. Administrator – allows for designation of information channeling
4. Database Administrator – allows for downloading updates to the system
5. Workflow manager – allows for setup of designation of duties and alerts.

National Patient Safety Agency
National Reporting & Learning System (NRLS)
NRLS is an electronic reporting system, used in England, that collects data on patient safety
incidents. NPSA, a non regulatory body working toward learning from incidents
retrospectively through the use of a standard unified data set. The data are reported
anonymously and are kept confidential. The system is capable of providing notifications and is
used to promote learning in their patient safety environment by using both adverse event and
near miss data. The system is expected to be rolled out to users by December 2004.
UK National Health Service
Incident Recording & Information System (IRIS)
From 1991-1997, the four UK Health Departments and the National Health Service (NHS)
funded development of a system for collecting, analyzing and disseminating information on all
types of incidents occurring in healthcare facilities, including patient safety incidents. IRIS is
the most widely used incident recording and information software in both the NHS and in
private healthcare organizations in the UK, and also integrates complaints and claims
(litigation) recording and analysis. The IRIS software was originally developed based on an
Australian Standard for injury and disease recording and contains an extensive adverse incident
thesaurus and sophisticated tabular and graphical analysis capabilities. The software is backed
by an optional ‘one-stop’ form for incident and investigation/root cause recording. IRIS was
first issued to all UK NHS hospitals, free of charge, in 1994, and was the first healthcare
incident reporting system in the world to include a dedicated root cause analysis methodology.
In 1997, IRIS won for its key inventor a major international public sector risk management
award for “putting patients before paperwork.” IRIS is a component module of Safecode,
which is the NHS’s suite of risk management software. The NHS Safecode software is now
commercially available through a University-based company, Safecode Ltd.
(www.safecode.co.uk).

1.9B National
Vaccine Adverse Event Reporting System (VAERS)
VAERS, a web-based reporting tool used for post-marketing surveillance of vaccines
administered in the United States is monitored by the Food and Drug Administration (FDA)
and the Centers for Disease Control (CDC). This system accepts reports of adverse events,
possibly associated with U.S. licensed vaccines, from health care providers, drug
manufacturers, and the public.45 Since VAERS is a passive surveillance system it is not
possible from VAERS data alone to determine whether a particular adverse event was the direct
consequence of a vaccination or of a concurrent condition.45 Deaths and serious reports are
reviewed weekly by the FDA, who also conducts follow-up. VAERS is designed to allow
anyone to report, as the goal is to collect “any significant adverse event occurring after the
administration of any vaccine licensed in the U.S. If the FDA, after receiving and researching
reports made to VAERS, finds that a vaccine is a risk to the public it can take action in the form
of recalling the product.45 The National Childhood Vaccine Injury Act (NCVIA) requires
health care providers to report: any event listed by the vaccine manufacturer as a
contraindication to subsequent doses of the vaccine; any event listed in the Reportable Events

Table that occurs within the specified time period after vaccination”.45 VAERS data are
available to the public via paid request.
Food and Drug Administration
MedWatch
MedWatch is a voluntary reporting system, monitored by the FDA, for health professionals and
consumers to report serious adverse events caused by drugs or product problems with medical
devices. For the purposes of this system an adverse event is defined as any undesirable
experience associated with the use of a medical product in a patient. MedWatch is not
designed to collect reports on all adverse reactions, especially those that are listed on product
labels (i.e. a minor rash following drug therapy). MedWatch, the FDA Safety Information and
Adverse Event Reporting Program, provides clinical information about safety issues involving
medical products, including prescription and over the counter drugs, biologics, medical and
radiation emitting devices, and special nutritional products (medical foods, dietary supplements
and infant formulas). Although MedWatch is a voluntary reporting system, hospitals and
nursing homes and user facilities, are required to report deaths suspected to be related to
medical devices to the device manufacturer and to the FDA in order to allow for recalls,
withdrawals, medical product safety alerts, and/or label changes if deemed necessary.
MedWatch reports can be submitted by various means: they can be submitted online, by phone,
by mail or by fax. This system came about as the result of the need for simplification of reports
submitted to the FDA. The FDA has had a post-marketing surveillance program since 1961
which over time evolved into 5 separate reporting forms so in 1993 the process was
consolidated to form MedWatch. One of the main reasons cited for the move toward
consolidating the effort was confusion with the multiple forms. According to FDA, MedWatch
has four goals:
• to clarify what should and should not be reported to the FDA,
• to increase awareness of serious reactions caused by drugs or medical devices,
• to make the reporting process easy, and
• to give the health community regular feedback about product safety issues.
Department of Veterans Affairs
Adverse Event Reporting System
The current reporting system was developed internally from the previous paper based system
and allows for inputting data into an access database with no identifiers. The data collected is
mostly in a narrative format which they believe to be most useful in drawing information
necessary to conduct a root cause analysis. The data are inputted by patient safety managers
who receive reports from healthcare staff. The safety managers are also responsible for
determining the action to be taken on the event. The process involves an electronic
acknowledgement of receipt of the report to the safety manager, then 2 weeks later, a safety
review team meets to evaluate problems and to determine the plan of action on a larger scale.
The Veterans Affairs has a two part reporting system. The first, described previously, is not
anonymous as all incident data are filtered through safety managers. The second option, PSRS,
is a voluntary anonymous mechanism which allows the reporter to fill out an incident form and
mail it to NASA. The data collection tools used do not collect patient data, only event
information because it is felt that the ‘who’ is not as important as the ‘what’.

Joint Commission on Accreditation of Healthcare Organization (JCAHO)
“The mission of JCAHO is to continuously improve the safety and quality of care provided to
the public through the provision of health care accreditation and related services.” The idea is
to set a standard for accreditation and for facilities to achieve and maintain accreditation in
order to operate in an accredited network. The types of events reported to and investigated by
JCAHO are sentinel events which are defined as “any unexpected occurrences involving death
or serious physical or psychological injury, or risk thereof.” In 1996, JCAHO established a
policy to identify, report, evaluate and prevent sentinel events at accredited organizations. This
Sentinel Event Policy requires investigation of the root cause of Adverse Events, the
implementation of prevention strategies, and the monitoring of the effectiveness the strategies
implemented. In the event that a sentinel event is known to JCAHO or has been reported by
the media an organizations is required to report their root cause analyses and corrective action
plan to JCAHO. Their approach puts the responsibility of creating a culture of safety on the
shoulders of the facility. A part of the effort to promote patient safety is the activities of the
affiliate Joint commission resources (JCR) who offers resource seminars, programs,
publications, electronic media, and consultation that provide information on the environment of
care, restraint and seclusion and medical errors. Reports can be made to JCAHO voluntarily
but there is a disincentive to report because by reporting an incident an organization subjects
itself to punitive action. According to JCAHO events reported most frequently are medication
error, patient suicide, wrong site surgery, operative/post-operative complications and delays in
treatment. The JCAHO newsletter the ‘Sentinel Event Alert’ provides information on the
experiences of health care organizations in an effort to prevent future medical errors. JCAHO
has established itself as a regulatory agency and has achieved the power to initiate legislative
efforts for the reduction of medical errors and the improvement of patient safety.

1.9C State Specific Reporting Systems
Connecticut
The development of Connecticut’s Adverse Event Reporting System was initiated by Public
Act 02-125, “An Act Creating A Program For Quality In Health Care”. The Connecticut
Department of Health (DPH) created the system and received assistance with implementation
from the Connecticut Hospital Association (CHA). The involvement of the CHA was essential
in securing buy in from health care workers and they were able to recommend “refinements
essential to achieving the goal of reducing preventable adverse events.”46 By incorporating the
input from CHA, DPH was able to promote ownership for all CHA members, which includes
hospitals and other health care organizations. The adverse even reporting system in
Connecticut is not a medical error reporting system but rather a tool to collect information on
all incidents and their goal is “to improve the quality and safety of patient care in
Connecticut.”46 Public Act 02-125, defines adverse events to be reported as “an injury that
was caused by or is associated with medical management and that results in death or
measurable disability”46 which are currently required to be reported within 24 hours of event
verbally and 72 hours for written. The data collection tool is an electronic form which is
printed and submitted.

Adverse events are broken down further into categories as follows:
An event that has resulted in or is associated with a patient’s death
Class A
or the immediate danger of death.
Class B

An event that has resulted in or is associated with a patient’s
serious injury or disability or the immediate danger of serious
injury or disability

Class C

An event that has resulted in or is associated with the physical or
sexual abuse of a patient.

Class D

An event that is not reported as a Class A, B or C event.
Adapted from Connecticut Hospital Association. (2002). Connecticut’s Adverse Event
Reporting System for Hospitals. Wallingford, CT.
Massachusetts
The Massachusetts reporting system started in 1986 as the result of medical malpractice
legislation. They currently have two mandatory reporting systems one administered by the
Department of Public Health who regulates licensing hospitals. The reports collected by DPH
are public record. The other reporting system is administered by the Massachusetts board of
Medicine (the board) is a non-punitive system. The board focuses on systems improvement
while DPH serves as a regulator and investigates the events. Reports are submitted to the board
quarterly, which include a record of the incident and the corrective action taken. The reports
are protected by statutory confidentiality.
New York
The New York Patient Occurrence Reporting and Tracking System (NYPORTS)
The New York Patient Occurrence Reporting and Tracking System (NYPORTS) was initiated
by the New York State Public Health Law Section 2805-I, Incident Reporting.47 This
mandatory adverse event reporting system collects reports on occurrences defined as “an
unintended adverse and undesirable development in an individual patient’s condition”.
NYPORTS supports the decision to institute a mandatory reporting system because they assert
that mandatory reporting systems are intended to hold providers accountable fro performance in
two ways.47 They may help assure that serious mistakes are reported an investigated and that
appropriate follow-up action is taken. They provide disincentives for organizations to continue
unsafe practices through citations, penalties, sanctions, possible public exposure and possible
loss of business. The data collected includes all incidents including reports on medical errors.48
Data collection is facilitated through a secured an internet based forum which can be described
as an upgrade from their previous paper based system. Each facility is responsible for
conducting its own root cause analysis and developing a plan to initiate change. Hospitals have
the ability to use the information collected run reports and to compare themselves with other
facilities.10,12 Reporting is mandatory and aggregated hospital specific data are available to the
public. The system is non-punitive for reporters and punitive for failure to report. Incidents
reported to NYPORTS are protected from public disclosure under the Freedom of Information
Law.47,49 This centralized system allows the New York department of health to “identif[y]
areas of significant concern noted by individual hospitals and provides alerts to all hospitals in
the State.”

Columbia University-Presbyterian Hospital - Medical Event Reporting System-Transfusion
Medicine (MERS-TM)
The MERS-TM system is a no-fault event reporting system implemented in February 1999.50
The major stakeholders involved in the development are the American Red Cross, America’s
Blood Centers, Blood Systems Inc., the Food and Drug Administration and AABB.50 The
system allows the entry of a narrative description of the even which allows for classification of
the event. The information entered is broken down into two categories technical errors and
organizational errors.50 The authors of MERS recognize that a punitive work environment and
the current reporting culture of hospital personnel (and the public) are major barriers to
reporting. Currently, errors by health care providers are regarded as evidence of personal
carelessness, by both the providers themselves and the public, which is understandably a
tangible disincentive to report. As a result most hospitals are not aware of the true extent of
errors and injuries present in their facility.3
Medication Errors Reporting System (MERS)
MERS is a voluntary medication error reporting system originated by the Institute for Safe
Medication Practice (ISMP) in 1975 and has been taken over by U.S. Pharmacopoeia (USP).21
The system is based on the IDEALS method from University of Wisconsin and was initially
used for teaching purposes. Reports are submitted confidentially via mail, telephone, internet
within 7 days of the occurrence. Data collected are used to produce error reports which are
distributed to hospitals to facilitate learning.21 The literature describes four important
behavioral concepts that assist in understanding the relationship between discipline and patient
safety used by MERS3:
Human Error
Someone did other than what they should have done

Negligent Conduct

Reckless Conduct
Knowing
Violations

More culpable than human error, failure to exercise skill,
care, and learning expected of a reasonably prudent health
care provider, the person should have been aware they
were taking a substantial unjustifiable risk toward causing
an undesirable outcome53
Also referred to as gross negligence, conscious disregard
of risk, conscious disregard of a visible significant risk
Intentional rule violation

Pennsylvania
The Pennsylvania Patient Safety Reporting System (PA-PSRS)
The Pennsylvania Patient Safety Authority (PA-PSA), an independent agency with a Board of
Directors was initiated as a result of Act 13, the Medical Care Availability and Reduction of
Error (MCARE) Act. A Request for Proposals (RFP) was created to identify an organization
that could provide an electronic adverse event and near miss data collection tool along with
many other services. ECRI successfully responded to the needs outlined in the RFP and
developed a system to collect anonymous reports from institutions for adverse events and near
misses. “The intent of the new reporting and notification requirements [was] to help reduce
and eliminate medical errors by identifying and describing serious events incidents,

understanding the root causes behind those serious events and incidents, and encouraging
facilities to implement changes to improve patient safety.”
The system was designed to allow each facility to run reports on their own data as well as to
compare their data with de-identified data from other institutions. The PA-PSA is required to
publish an annual report, as per Act 13, which will contain de-identified general trend
information as well as requiring notification to patient affected by the serious event. The PAPSA had a lag time of one year for implementation which sparked much criticism from
legislators, leaders and the general public. The plan for implementation of the newly designed
adverse event reporting system was to be implemented in phases where Phase One included 22
facilities that volunteered to participate. The system was designed with the option of
submitting an anonymous report. Strong confidentiality and whistleblower protections for the
reporter have been instituted by Act 13 which allows for all information submitted to be
confidential. Act 13 also has guards in place so that no information about individual facilities
or providers can be made public. 52
Texas
Baylor Health System
Baylor Health Care system (BHC) is a network of hospitals, rehabilitation clinics, primary care
physician centers, senior health centers. According to Donald Kennerly, Medical Director,
Center for Quality &Care Coordination, Baylor Univ. Medical Center, Texas does not currently
have a mandatory state reporting system. BHC developed an internet based Medical Error
Tracking System (METS), with DoctorQuality, a company that provides a suite of products and
services to improve patient care, safety, quality and outcomes. A web-based voluntary
reporting system that captures actual incidents and near miss data has been instituted in a nonpunitive environment. Reports on medical events/adverse events/incidents and near misses are
entered into the system by risk managers who receive information from the hospital staff.
The focus for the current Baylor system is on accountability for closing open incident reports,
by providing feedback and doing something about it to boost confidence and to therefore
increase/promote reporting.2 According to Dr. Kennerly, the METS system is moving along
well and in an effort to continue to improve the process they have plans of installing a
computerized physician order system called the Risk Prevention and Management (RPM)
System which will consists of 5 main components: anonymous reporting, incident reporting,
near miss reporting, interactive education, and a risk analyzer.2
Texas Health Care Information Council (THCIC)
In 1995, the 74th Texas Legislature created the Texas Health Care Information Council to
provide Texas consumers and health plan purchasers with data to make informed health care
decisions. The Council has been charged with collecting data and reporting on quality
performance of health maintenance organizations (HMOs) operating in Texas and Texas
hospitals. Data on hospitals is taken from UB-92, hospital discharge reports are used to publish
reports on hospital performance by area, diagnosis, hospital discharge data and many others.53
UB-92 reports are administrative data recorded for billing purposes and are used by THCIC as
a means of capturing hospital performance data.

1.9D Non-Medical Reporting Systems
NASA/ Federal Aviation Authority – Aviation Safety Reporting System (ASRS)
The Aviation Safety Reporting System was implemented in 1975 by the FAA and was
transferred to NASA one year later. The FAA is responsible for funding the effort although the
data are collected by NASA. The idea in shifting the responsibility was so that the reporter
would be allowed to report confidentially to an outside agency in an effort to increase
reporting. The protections in place for reporters include immunity and confidentiality within
certain parameters. Reports are paper based and are mailed to NASA once completed. The
reports collected are in the form of a narrative description and include identifying information
so that the reporter can be contacted in the event that additional detail about the incident is
needed. Reports include any mistakes as well as any incidents that deviate from standard
operating procedure.
United Airlines
United Airlines developed a home grown system to capture events before they are sent to the
FAA in order to have the opportunity to make their own improvements in a non-punitive
environment. When making the transition the activities to encourage reporting included
meetings, letters and a flight safety bulletin which highlighted the changes implemented as a
result of reports. The tangible feedback was found to be one of the most effective tool in
encouraging reporting and empowering the reporter. Data is entered into the system via web
based data entry. The data collection tool collects a narrative description of event (mistakes,
violations, deviations from standard operation procedures). The narrative description of the
event is reviewed by a safety committee who is responsible for classification and the plan of
action. Reporting incidents to United is voluntary but if the safety committee finds out about
an incident by a source other than those involved punitive action may be taken. United found
that the rate of reporting increased once it was proven that something was being done with the
data to improve the system/environment/training.

1.9E Florida Based Reporting Systems
Patient Safety Data and Patient Safety Indicators (PSI)
Patient Safety Indicators (See Appendix G), a tool provided by the Agency for Healthcare
Research and Quality for identifying potential adverse events in hospitals, look at hospital
inpatient administrative data (www.qualityindicators.ahrq.gov). The PSI are one set of a group
of AHRQ quality indicators used to measure health care quality. The data, which are available
at a minimal cost, are analyzable by PSI software along with data analysis programs such as
SAS and SPSS. In order to use the PSI software to analyze the data the user must have access
to either SPSS or SAS statistical software packages and must be proficient in their use.
AHCA Reporting Systems
Code 15 Reports
Code 15 Reports came as result of statute 395.0197 which capture “factual written statement
about a particular adverse incident detailing particulars as to time, place, all persons directly
involved (including professional titles and license numbers) and the nature of the event
including a description of the damage or injury”

Code 15 reports, a mandatory adverse event reporting system, share the same characteristics as
many other mandatory reporting systems in an effort to assure that most serious errors are
reported, investigated and followed up on. The problem with mandatory reporting systems is
that in the end the public is provided with minimal levels of protection.2 Mandatory reporting
systems result in healthcare organizations investing in patient safety to avoid potential penalties
and public exposure rather than to improve patient safety by analyzing human and
environmental factors above and beyond what it takes to ‘get by’. Although Code 15
requirements have been in place for a number of years, the impact on patient safety has not
been that great. One must ask themselves why the rate of adverse events has not been
significantly impacted by the introduction of regulatory action. Code 15 reporting guidelines
are very specific, collecting data only on sentinel events listed, and are therefore very
restrictive. Much of the types of adverse events or near misses one can learn from do not fit
into the parameters of Code 15 reporting guidelines. (See Appendix H) Another factor that
allows for the loss of rich data is that if the risk of a procedure is expressed in an informed
consent then it is not reportable. One problem cited by those working with code 15 data are a
coding issue. The events reported are ICD-9 coded and are at times incorrectly coded. One
must look at the underlying causes for the reporting of a sentinel event to be miscoded. If the
reporter believed in the system of reporting the incident and really took the time to think about
what they are reporting, would incorrect coding be a major issue? The punitive nature of
mandatory reporting promotes a “code of silence” and perpetuates a culture of reporting that is
self-defeating.
Nursing Home Reporting System
The Nursing Home Reporting System is a paper-based adverse event reporting system that was
developed as the result of Public Law 2001-45 (Senate Bill 1202). This bill required nursing
homes and assisted living facilities to put into effect risk management programs to identify,
monitor, track and develop corrective action plans for adverse incidents. Reports to this system
can be submitted electronically, mail or facsimile. The information collected is protected from
legal action except in disciplinary proceedings by AHCA or other regulatory board. The data
collected are used to provide information to the public via the Florida Nursing Home Guide
Watch List. The Florida Nursing Home Guide Watch List, a type of report card, is published
by AHCA. It lists the facilities that did not meet or correct upon follow-up, minimum
standards at the time of an annual complaint inspection between Jan 1, and March 31. The
deficiencies found are placed into categories called classes.
• Class I deficiencies are deficiencies that the agency determines presents a situation in
which immediate corrective action is necessary because the facility’s noncompliance has
caused, or is likely to cause, serious injury, harm, impairment, or death to a resident
receiving care in a facility.
• Class II deficiencies are deficiencies that the agency determines have compromised the
resident’s ability to maintain or reach his or her highest practicable physical, mental, and
psychosocial well-being, as defined by an accurate and comprehensive resident
assessment, plan of care, and provision of services.
• Class III deficiencies are deficiencies that the agency determines will result in no more
than minimal physical, mental, or psychosocial discomfort to the resident or has the
potential to compromise the resident’s ability to maintain or reach his or her highest

•

practical physical, mental, or psychosocial well-being, as defined by an accurate and
comprehensive resident assessment, plan of care, and provision of services.
Class IV deficiencies are deficiencies that the agency determines has the potential for
causing no more than minor negative impact on the resident. 54 Once deficiencies are
cited it is up to the facility to correct problem by first filing a Plan of Correction detailing
how the facility corrected the problems and how they will prevent any future similar
deficiencies.55 If the Plan of Correction is not acceptable or if not done on time AHCA
can petition HCFA to terminate the facility’s Medicare and Medicaid contracts who are
heavy payers into Nursing home care. 56

Hospital discharge UB-92 reports
UB-92 data, detailing patient information upon discharge, are administrative data which are
primarily used for billing purposes. Information contained in a UB-92 report consists of
procedures along with information about the patient’s age, gender, accompanying medical
conditions and discharge status. The type of data collected using UB-92 reports cannot be used
as conclusive source of information on health care quality although it can provide an idea of
medical care being delivered by hospitals.57 The comparison of hospital UB-92 data may not
be appropriate because the hospital case mix is not taken into account. Some hospitals treat
more high-risk patients than others and may therefore seem to be performing poorly compared
to others when that may not be the case. It is important in using this data to risk adjust it in a
standard manner which may provide a better platform for comparison.
The limitations identified in using UB-92 data from Florida hospitals include:
• Inaccurate reporting of operating physicians.
• Inconsistent coding by different hospitals making it difficult to compare facilities.
• Statistical information may be misleading because of variation in numbers.
• Resistance to change reflecting the current culture among staff and directors of medical
records.
It is important to note that those entering UB-92 data do not have any involvement in patient
safety and they don’t see the big picture and how the quality of the data can affect patient safety
initiatives.

1.10 REPORTING SYSTEMS PATIENT SAFETY CONFERENCE
The Reporting Systems Patient Safety Conference was held January 7-8, 2004 in Miami,
Florida. The conference brought together a wide variety of experts in reporting systems as they
relate to patient safety. (See Appendix I)
Conference attendees expressed a strong consensus in favor of healthcare incident reporting
systems that will elucidate opportunities for improvements in the quality and safety of care.
However, robust recording of healthcare system performance requires reconciliation of
numerous strongly conflicting needs and viewpoints, most pointedly that between providers’
tenacious demand for confidentiality and the public’s right at several levels to accountability.
Disagreement, among supporters of reporting, on classification and taxonomic schemes used
for reporting language and competition among multiple proprietary data management software
platforms present substantial secondary barriers.

Many different types of reporting systems exist at various levels of the healthcare system.
They have been developed for various reasons such as a response to operational needs,
regulatory stipulations and statutory requirements which are at times imposed, apparently in
isolation with very little coordination between them. According to Julie Wolcott of the IOM
comprehensive data systems are necessary to achieve patient safety. More often than not
current reporting systems are a substantial burden on the reporter producing large amounts of
data that are incompatible and of little value. Existing statutory and regulatory reporting
requirements should be reviewed and revised to enable the establishment of a single-entrysource reporting system which can be electronically segmented for security and distribution to
appropriate user organizations. A national standard nomenclature, taxonomy and platform
which could be “piloted” at the state level should be the principal immediate goal.
The keynote speaker for the reception dinner, Professor Bill Runciman, president of the
Australian Patient Safety Foundation, covered the topic “Accountability vs. Learning”, a major
issue which if not well planned and clearly articulated can serve as a significant barrier to
reporting. Prof. Runciman pointed out that both are essential, mutually exclusive and cannot
effectively work in the same system. The majority of attendees agreed with this idea and cited
that their systems either stressed accountability or learning.

1.10A Challenges and Barriers to Incident Reporting
This conference addressed challenges for Patient Safety Reporting such as under-reporting
which is often times the result of the reporter’s perceived usefulness of the process. If reporters
don’t feel as though their report will make a difference then it is not worthwhile. A major
challenge is that currently under-reporting cannot be measured and is therefore difficult to
address. Another challenge in the current reporting structure it is difficult to compare facility
rates due to differences between facilities such as patient mix, types of services offered
(specialties) and variations in reporting practices (some are more aggressive reporters than
others). An overall consensus was reached regarding provisions of unbalanced data to the
public which has the potential to do more damage than good to both the consumer and the
facility. A third barrier, which was cited in most presentations, was that weaknesses in
taxonomy make things unclear to the reporter and allow for true incidents to not be reported. A
standardized taxonomy for reporting is ideal as Jill Rosenthal from The National Association of
State Health Professionals (NASHP) stated that there are “various definitions of what to report
in each state” which make state-state comparisons virtually impossible.

1.10B Creation of Protections to Gain and Maintain Trust
The issue of confidentiality of reports was raised time and time again as a vital ingredient in
increasing rates of reporting and in building trust in the system. Even though most agree that
confidentiality will promote reporting, Jill Rosenthal of NASHP reported that regardless of
confidentiality provisions under-reporting still exists. The problem with under-reporting is that
it cannot be measured and the impact on confidentiality provisions cannot be measured. One
can assume though that a consistent increase in the number of reports submitted after the
institution of confidentiality protections is an indication that the rate of under-reporting will
have fallen.

In establishing an organization to collect sensitive data such as incident reports with a nonpunitive focus it is important to set up an independent agency to collect the data in order to
foster a level of trust. This is evident in the experience in Massachusetts, according to Dr.
Martin Crane, Chair of Massachusetts Board of Registration in Medicine, where the office that
received reports moved from the Office of Consumer Affairs to the Department of Public
Health. The move raised concern among the facilities/reporters which manifested as a
reduction in the number of reports received.
The concern is evident in most facilities as highlighted by Juan Reyes, risk manager, University
of Miami, Jackson Memorial Hospital who states that the current concept of reporting for
nurses is that “if you file an incident report, you’re going to get written up” and for physicians
“we shouldn’t report because our motto is first do no harm”. He goes on to mention that the
key to successful implementation of a reporting system is soliciting buy in as large focus in the
early phases of implementation, because one should not expect that “they are going to buy into
it because they are compelled to do it”.

1.11 PILOT PROJECT OF AN ADVERSE EVENT REPORTING SYSTEM
The goal of this pilot project is to catalog and analyze de-identified patient incident safety
reports (with and without adverse outcomes) from a department in a healthcare facility in order
to identify patterns of risk that can be utilized for organizational learning and the development
of interventions and best practices for the medical patients of Florida.

1.11A System Selection
Senate Bill 2-D, Section 36, Subsection 2, Paragraph (b), Lines 9-11 call for a Patient Safety
Authority to implement the piloting of a reporting system in a healthcare facility or by a health
care provider in order to evaluate the effectiveness and to develop recommendations for
change. A pilot project was planned and implemented for a three week period, December, 119, 2003. The plan for implementation included a two pronged process devised of data entry of
actual data to be analyzed and the entry of dummy data by healthcare practitioners in order to
gain ‘customer satisfaction’ feedback from potential end users. The state of Florida currently
has a disjointed system of collecting medical event data (Appendix J) and recognizes the
importance of adopting a centralized system which can be used to compliment and/or replace
current systems. In order to select a system to capture incident and near miss data various
reporting systems were evaluated to determine appropriateness of use and feasibility of use.
(Appendix K). After careful examination of existing reporting systems it was determined that
the Advanced Incident Monitoring System (AIMS), owned and operated by Patient Safety
International (PSI), Australian Patient Safety Foundation, would be best suited for use in the
pilot project.
AIMS is a web based system that can be used via internet or intranet based on the user needs
and can be used by multiple users simultaneously. It is a comprehensive system which has
been created to collect, classify and analyze incident data using five different types of interfaces
(Appendix L-N)

1.
2.
3.
4.
5.

Data Manager
Analyzer
Administrator
Database Administrator
Workflow Manager

Patient Safety International (PSI) was able to respond quickly to the request for AIMS,
allowing full access to the database, via internet, and allowing for the use of all aspects of the
system. PSI was also able to quickly provide support staff and training staff.

1.11B Methods
The approach was two pronged and included actual data entry by an experienced medical data
entry clerk and a customer satisfaction arm which included use of the system by healthcare
practitioners to allow for hands on use of the system and the completion of a customer
satisfaction survey. The piloting of this program did not replace the current reporting system of
the institution but was used in addition to the current reporting system as the data being entered
by health care professionals into AIMS was not being analyzed. In getting started, PSI
provided a trainer on site for three days to train the University of Miami Center for Patient
Safety (UMCPS) task manager/on site trainer and to discuss the system capabilities with the
healthcare providers. The UMCPS task manager was trained on how to use all five tools (data
manager, analyzer, administrator, database administrator and workflow manager). Tools were
then created in order to guide end users through accessing the system (See Appendix O). In
order to differentiate between data entered by different users the UMCPS task manager worked
with PSI staff to set up user names and passwords for different categories of users (physicians,
nurses and other healthcare staff, data entry person, UMCPS task manager). The information
entered was monitored by both PSI staff and UMCPS task manager in order to track user
activity.

Actual Data Entry
Actual de-identified incidents (with and without an adverse outcome), taken from the
department’s current risk management database, were entered into AIMS by an experienced
medical data entry person in order to provide the analyzable data. Incidents taken from January
1, 2003 through December 19, 2003 were entered during the three week pilot period. Incident
narratives were taken from the current system and entered into AIMS where the incidents were
classified to allow for analysis.

Customer Satisfaction
The department staff was provided the opportunity to use the system to enter sample scenarios
(See Appendix P) provided or to make up their own in order to allow for hands on experience
with AIMS. A one page user guide was created by the PSI/APSF trainer and the UMCPS task
manager in order to provide concise instructions for health care workers (end users) to use the
data manager tool for entering and classifying incidents. Sample scenarios were provided with
various levels of detail in order to allow the end user the opportunity to enter both simple and

complex incidents to get variable exposure to the depth of information AIMS has the ability to
capture. The staff also received surveys (See Appendix Q) to be filled out after using the
system in order to provide UMCPS with feedback regarding usability of AIMS, practicality of
AIMS and what they expect from an incident reporting system.

Implementation Process
In order to get the department staff on board the pilot project was introduced through top down
communication by direct contact with department heads and through meetings with the staff.
Special attention was paid to different layers of authority and to achieving support starting with
the heads of the department and risk management (for the department and the facility) on to the
health care staff with separate meetings for physicians and for other staff (nurses, pharmacy,
department risk management).

Project Timeline
The planed timeline for the incident reporting system pilot project was December 1-19. During
this time the department staff was provided access to AIMS in order to have hands on
experience with the system to ultimately provide feedback on its capabilities. In compliance
with HIPPA laws the data received was stripped of all identifying information and therefore no
identifiers were entered into AIMS. The data was entered via ISP and was stored on the
PSI/APSF network. The retrospective and prospective data entered included incidents for the
year 2003 from January 1, 2003 through December 19, 2003.

1.11C Analysis
Analysis of the data includes trending of the data entered into AIMS
• By principal incident – designation of the primary cause of the report
• By incident type – designation of all assigned incident types
• By incident classifications – details identified in characterizing the incident
• Over time
For each factor listed a graphical representations of the data are provided.
Customer Satisfaction Surveys
Customer satisfaction surveys were provided to the participating health care providers in order
to obtain an assessment of the system from potential end users. The survey allowed for
feedback to be provided regarding following questions:
1. Is AIMS an effective tool for capturing adverse events and near misses?
2. Does AIMS have the characteristics of an effective adverse event reporting system?
3. Is AIMS user friendly?
4. Is the classification tool available useful and is it something you would like to use?

1.11D Results
Prospective and retrospective data

Upon analysis of the types of data entered into AIMS it was discovered that many key areas in
‘Classification’ had not been populated (e.g. Contributing Factors). The data captured from the
present system are concentrated into small pockets of coding and have made results from
analysis very limited. See Appendix R for graphical representations of the data entered.
Overall, analysis of the data shows that the most common type of error reported was
medication errors which include: overdose, underdose, wrong medication, incorrect
administration, omitting. Charts 1-4 are different graphical representations of the same data. It
illustrates the systems capability to cater in different ways to the preferences of the analyzer of
the data. Report 5 illustrates the systems ability to show trends over time in order to allow for
comparisons over specified periods of time. Specific descriptions for each chart are listed
below:
Report 01 Chart - Summary of Incidents Classified, No of Incident’s
This report displays the number of Incidents by each Principal Incident Type for the period of
January 1, 2003 to December 31, 2003.
Report 02 Chart - Summary of Incidents Classified, Incident Types
This report displays those 254 Incidents but analysis is by the Incident types allocated. Note,
that any incident can have more than 1 incident type which is why the total for this report is
286.
Report 03 Inc Summary - Classification
This report presents a summary of all classification questions answered across all 286 Incident
types selected. A total of 1987 answers were coded. This report can also be used to identify
those areas of interest for further analysis.
Report 04 Chart - PIT, Organization
This report graphically illustrates a Pie chart detailing PITs by Organization. Note, more than 1
organization can be selected however all data were placed at the one location during the pilot.
Report 05 Chart – PIT, Mth – Bar
This report graphically illustrates a Bar chart detailing a count of the PITs by month. Each
month is represented by a colored bar along the x axis against a count of the incident ID’s along
the y axis. The most commonly selected PIT is Medications IV Fluids, the second most
common is Medical Devices, Equipment, Property. Some PITs have never been selected (i.e.
Nutrition).
Report 06 Chart – PIT, Mth – Line
This report displays exactly the same information as Report 05 (above) but in a Line chart.
Each month is represented by a colored line along the x axis against a count of the incident ID’s
along the y axis.
The following reports were used to analyze in further detail the previously identified two most
common incident types; Medications IV Fluids and Medical Devices, Equipment, Property (as
per reports 05 and 06).

Report 07 Chart – Equipment, Type of Equipment
This report graphically illustrates a Bar chart detailing a breakdown of all Medical Devices,
Equipment, Property incidents to display the type of equipment involved against a count of
incident ID’s. The item of equipment most commonly involved in incident reports is peripheral
vascular infusion catheters.
Report 08 Chart – Equipment, Type of Problem
This report graphically illustrates a Bar chart detailing a breakdown of all Medical Devices,
Equipment, Property incidents to display the types of problems involved against a count of
incident ID’s. The most common problem is Dislodgement/disconnection/removal.
Report 09 Chart – Equipment, Type of Dislodgement Problem
This report is to further analyze the most common Medical Devices, Equipment, Property
incident problem identified by Report 08 (above). It graphically illustrates a Bar chart detailing
a breakdown of all Dislodgement/disconnection/removal problems against a count of incident
ID’s. The most common problem is ‘Disconnected’. This further analysis can continue as
required to further investigate any or all of the problems identified.
Report 10 Chart – Medications, Type of Medication
This report graphically illustrates a Bar chart detailing a breakdown of all Medications IV
Fluids incidents to display the type of medication involved against a count of incident ID’s. The
medications most commonly involved in incident reports are gentamicin and acetominophen.
Report 11 Chart – Medications, Type of Problem
This report graphically illustrates a Bar chart detailing a breakdown of all Medication IV Fluids
incidents to display the types of problems involved against a count of incident ID’s. The most
common problems are Prescribing problems.
Report 12 Chart – Medications, Type of Prescribing Problem
This report is to further analyze the most common Medications IV Fluids incident problem
identified by Report 11 (above). It graphically illustrates a Bar chart detailing a breakdown of
all Prescribing problems against a count of incident ID’s. The most common problem is Wrong
dose or volume. This further analysis can continue as required to further investigate any or all
of the problems identified.
The following reports illustrate the Incident Summary and the Detail Incident Summary report
types. They were used to illicit more detailed information about the Medication IV Fluids
incident types as these were identified as the most commonly reported within your database.
Report 13 Inc Summary – Medication IV Fluids
This report lists every question that was answered in the Medications IV Fluids HIT and
displays a count of each time the question was answered across all the incidents in the database.
It provides a total of the number of answers selected (811). Note: this total does not correspond
with the number of Medications IV Fluids incidents as multiple answers were selected in each
incident.

Report 14 Inc Detail Summary – Medication Prescribing Problem
This report provides a detailed breakdown of all prescribing problems reported and displays the
incident ID number for each incident where the listed answer was selected. It provides a subtotal for each answer (unless it was answered only once) and a total of all questions answered
(66). Note; this total does not correspond with the number of incidents as each incident appears
as many times as its characteristics qualify.
The following reports illustrate more detailed information about the mechanism of the Falls
that were reported in your database.
Report 15 Chart – Fall, Height
This report graphically illustrates a Bar chart detailing a breakdown of all Falls incidents to
display the height of the fall against a count of the incident ID’s. The most common height was
from a chair. This further analysis can continue as required.
Report 16 Chart – Fall, Mechanism
This report graphically illustrates a Bar chart detailing a breakdown of all Falls incidents to
display the mechanism of the fall against a count of the incident ID’s. The most common type
of fall was a Slip. This further analysis can continue as required.
The following reports illustrate the Multi Column report type. This report type allows you to
display any required field or term from the tree of Data Entry/Classification terms within your
database. Due to the limited number of populated data entry fields in your database, we
developed two reports using similar fields but extracted different information by using different
queries in each report.
Report 17 MC Report – Incident Outcomes
This report displays all incidents with populated Incident ID, Incident Description, Principal
Incident Type and If The Incident Had An Outcome, What Was It ? fields. There are only ten
incidents that had all of these fields populated, as indicated by the report.
Report 18 Actual Risk Assessment Score
This report illustrates the total of each Actual Severity Adjustment Code (SAC) score by
displaying the total number of incidents where the relevant Consequence and Likelihood
selection was made in the corresponding box on the report. (The SAC scores shown in this
report were added into the database by the PSI to illustrate the Risk Matrix report type and does
not therefore represent real data or correspond with the number of incidents in your database –
the incidents did not otherwise contain any Risk Matrix data).
Note; This report displays data from the Actual Risk Matrix, not the Potential Risk Matrix.
Customer Satisfaction Surveys
Of 160 providers, 22 returned customer satisfaction surveys (See appendix). The majority of
the surveys completed were submitted by nurses. The nurses were more interested in
participating and in providing feedback on the system. Many cited the opportunity to voice
their opinion as refreshing while making comments like, “You mean you want me to tell you

what I think”. The feeling of being muted is common ground for the nurses but for physicians
that is not the case. The physicians, although presented with the same opportunity chose not to
complete the survey because they either ‘did not have the time’ or did not find it worthwhile.
The following are results from the customer satisfaction survey (Appendix P):
Overall, the majority of the respondents felt that AIMS effectively captures adverse event and
near miss data. They did point out though that near miss information was not likely to be
entered while another stated that near miss information will only be entered if it is nonreprimandable. This is a very important reflection of the current climate of reporting incidents.
Exposing one’s self to punitive action voluntarily is not human nature and cannot be expected.
It was also found that the majority of the respondents felt that AIMS is more comprehensive
than the current system but is too time consuming which is a deterrent. The main screen for the
initial data entry was familiar and therefore comfortable for the participants but they were not
comfortable with having to classify incidents. The classification of incidents requires time and
great attention to detail. Many participants felt that time is a commodity and that they did not
have the time to spend classifying incidents and having to do classification would be a
disincentive to report. For this reason the majority of the respondents felt that AIMS did not
possess the characteristics they felt were necessary in a reporting system. The following are
characteristics identified by end users:
• Simple, easy to use
• Quick
• User friendly
• Succinct
• Detailed
• Unit specific,
• Narrative data entry
Although the overall consensus was that classification of an incident was too time consuming
and contributed to the system being seen as not user-friendly the respondents did feel that the
classification of the incident allowed the system to capture sufficient detail at times described
as too much detail. An option listed to combat the problem of the system being too time
consuming was to have someone else fill in the classification section while the initial reporter
would fill in the narrative and the identifiers associated with the incident. The final conclusion
being that the system does a good job of capturing detail, more detail than the current system
captures, but the reporters are not inclined to use a system that captures detail while taking up
valuable time.

1.11E Barriers
The major barriers to implementation were
• Organizational – implementing a pilot project for a reporting system in a facility that
already has a system in place is difficult. Many people are inherently resistant to change
and are very wary of the unknown. In implementing this pilot we found that there are
many layers to an institution and that in order to get anything done one must tread
carefully and approach each layer with a different methodology.

•

•

•

•

•

Current healthcare culture – without a thorough education strategy it is difficult to
promote reporting taking into account the current reporting culture. Many were skeptical
about trying a new system, especially one associated with state government. We found
that nurses were more receptive to the idea of trialing a new system and providing
feedback while physicians were more skeptical and did not take the time to use it. We
had two physician use the system and these two were front runners in developing patient
safety processes and initiatives. We did not receive reports from any other physicians.
IT – System specifications resulted in delays in implementation. The implementation of
this pilot not only incurred system problems but also problems acquiring permissions
through the IT department. It is important to note that in order to implement any
electronic system the entire facility’s electronic infrastructure must be capable of
performing the activities related to the planned implantation.
Short time frame – the pilot was conducted over a three week period which did not allow
enough time for significant introduction of the pilot to providers which limited the
number of responses. The short time frame also limited the number of reports entered
into the system for analysis.
Date entered taken from existing system – analysis of the data was limited by the lack of
detail captured by the current system. The source of data entered into AIMS was
narrative entrees taken from the current system which did not have consistent levels of
detail for each report entered. Therefore it was difficult to completely classify an
incident since the data were not available. Factors such as contributing factors, actions
taken, prevention, minimizing factors, outcomes could not be addressed because the data
was not available.
Technical Support – In piloting the study, AIMS was made accessible via the internet
with the ISP provider being based in Australia. This presented unique challenges. Realtime support was not available as they are approximately 16 hours ahead of the United
States Eastern Time. Also, due to the time difference, at times the program ran slowly as
they were updating their server during our peak hours of use. Also, if there was a
problem or question one would have to either email and wait until the next day for a reply
or wait until late in the afternoon to call.

1.11F Conclusions
This piloting project did show that AIMS can be a useful tool in capturing adverse event and
near miss data. AIMS is capable of capturing a great deal of detail about an event which is
necessary in performing detailed analysis of the data. The analysis of the data entered into
AIMS is limited by the source of the data which did not allow for in depth analysis of the
reported events. Many fields could not be completed in AIMS because the data was not
captured from the current data capturing tool.
Output
The output provided did allow for various graphical representations of the data but at times the
formats do not allow for friendly interpretation. It is believed that graphical representations
should have the ability of standing alone which these do not. Also, a number of the charts
contain too much data making it difficult to discriminate between variables (Report 5).

Utility
Many of the providers who used the system felt that it was too detailed and indicated the need
to have assistance in classifying the incidents which provides the detail for analysis. It is
suggested to have persons/classifiers that will be responsible for providing that detail. What
was found by the classifier for the pilot was that the more familiar the user is with the program
the easier it is to classify the data and the less time consuming it becomes to classify each
incident. (See Appendix T).
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CHAPTER 2
INFORMATION TECHNOLOGY INFRASTRUCTURE
AND IMPLEMENTATION

2.0 EXECUTIVE SUMMARY
Reports published by the Institute of Medicine (IOM), such as “To Err is Human” and “Crossing
the Quality Chasm,” have attracted national attention at all levels of the system in recent years by
documenting the surprising number and severity of medical and medication errors in our health
care system.1,2 In response to these reports as well as many other sources documenting
information technology’s potential role in addressing and correcting medical and medication
errors, Florida’s 2003 Medical Liability Reform Bill Senate Bill 2-D Section 36 (2)(c) and (d)
proposed the development of a state-wide health information infrastructure to “improve patient
care and the delivery and quality of health care services by health care facilities and
practitioners” and to reduce medication errors through “implementation of computerized
physician order entry systems, barcode point of care systems, or other technological patient
safety systems.”3
The information provided in this section was gathered using three methods: a basic literature
review using 35 keywords related to patient safety systems and infrastructures (see Appendix A),
interviews with key stakeholders (see Appendix B), and a survey of Florida-based hospital
administrators (see Appendix C).
This section addresses the health information infrastructure and technology aspects of Senate Bill
2-D Section 36 outlined above through eleven substantive topics described below:

Overview of Patient Safety Systems and their Application in Electronic
Infrastructures.
Patient safety information technology systems and automated medical devices that are
components of an information infrastructure, and identified case studies and evidence of their
merits and limitations. The three main systems are described below.

Electronic Health Records System (EHR)
An electronic health record (EHR) ideally includes: patient biographical information, medical
history, test results (e.g., lab reports, X-rays), physician notes, treatment plans, medications
ordering capabilities, decision support, and alerts to avoid error. EHR functions can improve
workflow processes or information availability that contributes to improved quality of care and
the reduction of errors.

Computerized Provider Order Entry System (CPOE)
The CPOE has probably had more of an impact on medication errors than any other automated
intervention.4 It allows order entry for diagnostic and treatment services electronically,
eliminating legibility issues and confusion among drugs with similar names. Despite high startup costs, in the long run CPOE’s can save money and dramatically facilitate the prevention of
medication transcription errors.5

Bar Coding Systems
Several studies have demonstrated the bar code’s cost-effectiveness and success at decreasing
medication errors. The bar code will identify the drug, manufacture, strength of the medication,
and dosage. Prior to implementation (3-4 months), the hospital must first establish reliable
processes for a patient identification band, caregiver badge, and medication bar coding.6 Some
implementation barriers include the need for wireless networks for bedside scanning, the lack of
availability of bar-coded medications and the lack of interfaces to electronic medication
documentation systems.7

Alternative Strategies for Reducing Medical and Medication Errors
Some examples of alternative strategies include:
• Leaders provide for staff training in the basic approaches to, and methods of,
performance improvement and improvement of patient safety.
• Better storage of sound-alike/look-alike medications.
• Color-coding for easy identification of high risk drugs.
• Establish maximum doses for high alert drugs.
• Insure free-flow protection on general use and patient-controlled IV infusion pumps.
• Take “time-outs” to confirm the correct surgery patient, procedure and site.
• Collect data on adverse drug events (ADE).
• Involve patients more in their care.

Challenges Faced in the Implementation of State-wide Patient Safety IT
Systems
The literature identified common challenges States experienced in the various stages of
developing patient safety systems:
•
•
•
•
•
•
•
•
•
•

Operations / Workflow. Moving from a paper system to an Electronic Health Record
requires major changes in workflow, processes and user buy-in.
Technology-Induced Errors. Because technology has the capability to automate routine
functions, it also has the capability to introduce new kinds of errors (whether attributed to
system failure or improper use).
Technical Socialization. A “cultural” barrier that explains the reluctance of many
physicians to adopt IT solutions into their workflow.
Governance issues. Determining the most appropriate governance model and authority
to lead the initiative, whether it be an existing state agency or agencies, state legislatures,
public-private venture partnerships or a newly created entity.8
Design issues. Developing common standards for system interoperability and
monitoring.
Security and Confidentiality issues: Setting access restrictions and other secure means
of data exchange before implemenation.
Technical issues. Either developing a system in-house or selecting an appropriate system
and vendor as well as incorporating necessary flexibility in keeping up with advances in
technology.
Data issues. Struggling with a lack of standards for data collection and format as well as
where and how to securely store data.
Funding issues. Funding the high up-front cost of updating infrastructure and
purchasing/implementing new technologies as well as identifying a stable source of
funding for the maintenance and improvement of the system.9
Liability issues. Any hospital that engages in the conversion process without careful
planning and evaluation of risk may face legal consequences and increase the risk of
patient harm.

Past and Current Efforts to Establish a Healthcare Information
Infrastructure
Advances in technology, and the current public interest in patient safety issues, are creating an
environment for a new era in healthcare. Leading the initiative are organizations such as the
Institute of Medicine (IOM) and The Leapfrog Group, in addition to many others (IHI, ACGME,
etc.). The IOM works outside the framework of government to ensure independent guidance to
the government on matters of bio-medical science, medicine, and health. Recommendations
made by the IOM are leading movements on patient safety, quality and performance
measurement, and the increased use of information technology.
The Leapfrog Group, a consortium of over 140 public and private organizations that purchase
healthcare benefits, is the other major group advocating for a national health information system.

The vision of creating a healthcare information infrastructure is also held by many others. A few
physicians, physician groups, healthcare entities, regional, state and national communities have
already established components of that infrastructure, and they include the Veteran’s Health
Administration, Kaiser Permanente, California Senate Bill 187510, and the Florida Medicaid
Project.

Blueprint for the Development of a Health Information Infrastructure
This section begins by identifying the rationale for implementing improved systems for
capturing, storing, exchanging, and analyzing health data. On a national level, the perceived
benefits were found to be improvements in administrative efficiency, reductions in unexplained
variations in the cost and utilization of health care, reductions in medical errors, and improved
access to public health data, leading to better access to health care services for vulnerable
populations. This section also described key features of the proposed National Health
Information Infrastructure, in which state governments would play a critical role given that they
are better able to work with individual providers to support goals of efficiency and quality
improvement as well as broader issues of public health and patient safety than the federal
government. Findings, therefore, were geared towards the role of state government in advancing
information infrastructures and guiding principles in continuing to effect progress towards State
goals.
Given the background on national and state efforts in creating a health information infrastructure,
the section went on to illustrate guiding points for developing a blueprint for such an
infrastructure in the State of Florida based on the recent legislation. Generally, both the
literature and the stakeholder interviews indicated that there are a number of appropriate patient
safety related applications that could deliver value to the infrastructure and should be considered,
especially integrated electronic health records, computerized physician order entry systems, bar
coding technology, and computerized adverse event monitors. Findings also indicated the
importance of centralized control and coordination on the state level while monitoring and
adapting to federal initiatives. A lack of funding and a lack of coordinated leadership are
currently large barriers to developing an information infrastructure in Florida, however, findings
suggest that establishing the patient safety authority and conducting small targeted projects that
produce real results in a clinical setting could provide a needed call to action. Finally, findings
indicated the importance of involving private organizations such as the Florida Hospital
Association and Florida Medical Association in order to contribute resources and acquire critical
support for the project from end-users.

Security and Confidentiality in Information Infrastructures
HIPAA has largely shaped the universe of debate and conversation related to security and
privacy in the healthcare field. We use the building blocks of HIPAA as a foundation for our
discussion of key concepts and technical building blocks of implementing those concepts.

State Government and the Health Information Infrastructure
State governments have made progress at various levels to exploit the advances in emerging
information technologies with the aim of improving health and increasing system efficiency. The
following are highlights of general principles that can assist state governments as they implement
changes to their health information systems.
• Use of Existing Resources.
• Leverage of Non-state Resources: Collaborate with federal government, foundations,
hospital systems and communication companies.
• Public/Private Governance: Partnerships may help to overcome the limitations of pure
public and pure private governance.
• Security and Confidentiality: Data should be encrypted and applications should use
passwords and other access restrictions for security.
• Focused and Realistic Goals and Objectives: Initiatives should be pursued with a clear
purpose in mind and an eye towards feasibility.
• Technology Standards: Communications solutions should adopt widely accepted technical
standards.

Stakeholder Perspectives on National and State Health Information
Infrastructures
The nine stakeholders interviewed represented governmental organizations, state and national
provider membership organizations and patient safety advocacy groups. Findings were
organized into several common themes. Stakeholders noted the potential for information
technology to reduce inefficiencies in health care delivery including a lack of up-to-date
information but noted the need to first overcome certain barriers including the lack of system
integration, complicated design, and a longer time taken to enter data in a computer versus on
paper. Stakeholders were also concerned about the stability of the vendor market and the
difficulty of choosing the right vendor given that there are a plethora of companies to chose from
that tend to go in and out of business. Stakeholders also noted the potential for information
technology and a continuous patient record to improve continuity of care, citing the needs for
standards to be created to ensure interoperability between proprietary systems so that patients
can go from one institution to another and their physicians can have access to all of the care
provided up to that point. Stakeholders emphasized this need to develop interoperability
between systems at both the software level as well as the data level, for example, by using
standard vocabularies, in order to achieve the goal of improving continuity of care. Several
barriers to achieving these goals were cited by stakeholders, some of which were echoed in the
literature: cost barriers, legal and regulatory barriers, such as HIPAA and fraud and abuse laws,
and cultural barriers such as fears about sharing information between parties.
In terms of the steps involved in implementing a Florida-based infrastructure, stakeholders had
several ideas to offer. Most supported using demonstration projects as agents of change if they
are conducted well, are appropriately funded and are initiated by the local grassroots efforts.
Themes emerged such as that it is important to have personnel that are knowledgeable in both the
technological and political aspects of such an endeavor as well as to include a wide variety of
public and private stakeholders to reap the greatest buy-in and resources. Stakeholders preferred

an integrated, system approach that would produce data and outcomes that result in a real benefit
to hospitals both in terms of patient safety and cost-savings.

Computerization of Florida Hospitals: Hospital Surveys
The survey provided substantial information on the current status of IT systems in Florida
hospitals. Findings demonstrated that hospitals are currently utilizing several administrative and
financial systems and applications including high speed networks, intranet systems, scheduling
and resource management tools, claims submission and billing applications, accounts receivable
and payment applications, and eligibility tracking. The current status of patient safety IT system
use is more varied across hospitals. Only a small minority of hospitals is currently using EHR,
point-of-care clinical decision support systems, CPOE, or bar coding technologies. Hospitals
are aware of the low implementation levels, and many consider the implementation of patient
safety systems integral to maintaining their institution’s mission and attaining their patient safety
goals. Administrators who have already implemented patient safety systems realize their value
and effectiveness, and are more likely to desire the system’s adoption at a statewide level.

Florida Hospital Administrator Input
Besides the current status of the use of information technology, results from the survey also shed
light on barriers to patient safety system implementation at the institution and statewide levels.
Commonly cited institutional barriers include physician attitudes, cost, and the vendor selection
process. Hospitals seem to have adequate knowledge capacity among their IT staff, but funding
for new IT initiatives could be another barrier. Hospital administrators are keenly aware of the
investment necessary for the preparation and training necessary to implement patient safety
systems. Most do not foresee a significant cost savings from the implementation over a ten year
period. Barriers at the statewide level include funding, politics, and a lack of interoperability
with existing systems. Most hospitals have already implemented the basic technology foundation
necessary to implement a statewide system, which includes sophisticated cross-site
communications technology, and security applications.

Pilot Projects
In order to meet the Senate Bill 2-D goal for a Patient Safety Authority to “foster the
development of a statewide electronic infrastructure” 11, a series of pilot projects must lay the
groundwork. Using this method will allow for such projects with important implications in terms
of liability, cost and sociological impact to be tested on a small-scale so as to clearly define
concrete return on investment in the pilot phase to justify the bigger cost of a statewide system.

The Journey Ahead: Challenges for the healthcare industry in the next 5-10
years
The Florida Patient Safety Network has laid out an ambitious agenda that has the potential to
produce dramatic improvements in patient safety. This agenda is likely to yield considerable
benefits in many other areas as well, including public health, clinical and health services
research, and health professions education. At the heart of the agenda is the development of a

health information infrastructure, including EMR systems that adhere to national standards for
data supporting patient safety in all health care settings. This is a journey that will take a decade
to accomplish, and in which the state government, working in partnership with the private sector,
has a critical role to play. There is little doubt that sizable financial investments will be needed to
build the state health information infrastructure. It is beyond the scope of this study to develop
the estimates of the resources required to accomplish the agenda proposed.
As technology evolves and healthcare IT needs grow, standardization and flexibility will be key
elements for systems put in place today to allow for expansion in the future. On the other hand,
information flow and privacy will remain in conflict. Finally, the development of a national
electronic infrastructure for sharing data regarding patient safety issues will prove essential for
the analysis of patterns of error for improvement efforts.
Florida has the opportunity to lead the union in making it the first state to have full EMR for all
health care encounters. Overall, our research reveals that there are a number of opportunities for
Florida to increase patient safety through the effective use of technology. It will be a challenge
overcoming barriers of system design, a lack of interoperability, cultural fears of data sharing, as
well as other issues expressed in these findings. Many of the factors that lead to errors (e.g.,
illegible handwriting in clinical records, mistakes in calculating drug dosages, lack of access to
information on a patient’s known drug allergies) will have been eliminated. Although building
the information technology infrastructure is critical to both error prevention and error reporting,
the elegance of implementing EMR system is that it is a single solution to both objectives.
Robust internal and external near miss and adverse event reporting systems provide new
knowledge that makes it possible to design even safer delivery systems. However, this report
features several initiatives that have overcome these barriers and have reaped the important
benefits of a reduction in medical and medication errors as well achieving greater coordination
and efficiency in health care delivery, succeeding in the goals set out by Florida Senate Bill 2-D,
Sections 35 and 36.

2.1 RECOMMENDATIONS
Short Term
2.1

Patient Safety Authority – Legislators should mandate the establishment of a state
entity, the Florida Patient Safety Authority (PSA), to coordinate and oversee the
development of the health information infrastructure. The authority will serve as a
resource to guide providers as they make computerization decisions, and to ensure that
any systems purchased meet patient safety and national standards.

2.2

Advisory Council – An advisory council should be appointed to monitor federal
developments on national standards for an electronic infrastructure, recommendations
for the protection of patient privacy, costs analysis, and timelines for implementation.
The advisory council should provide guidance for the State of Florida on ways to
cautiously lead in adopting patient safety technology advances.

2.3

Pilot Projects – The State should fund a series of pilot projects, headed by Florida-based
universities over the next 2 years, to find practical ways to link existing data systems, to
test the effectiveness and impact of technologies in Florida communities for reducing
medical/medication errors and improving patient safety, and to identify ways of ensuring
a smooth conversion process.

2.4

Electronic Health Record – The transition from a paper-based system to a paper-less
system must be carried out responsibly while being mindful of national infrastructure
efforts. The state should implement such systems in pilot phases to evaluate the impact of
the conversion in small scale settings prior to a statewide implementation.

2.5

Computerized Physician Order Entry (CPOE) – There is ample evidence that CPOE’s
are instrumental in the prevention of medication errors. The legislature should consider
creating incentives for their implementation at the local level (matching grants, etc.).
Implementation should take place gradually, and should be based on national standards
that are forthcoming at the federal level so as to facilitate a smooth computerization
process for Florida.

Long Term
2.6

Standardization – A national standard is critical for the development of a health
information infrastructure. Because efforts are being made at the federal level, Florida
leaders should take part in this development process as it will be instrumental for a
smooth transition into a computerized healthcare system in Florida.

2.7

Interoperability – Establish “interoperability standards” to ensure that different hospital
and physician systems can “talk” to each other, exchange electronic health records, and
reduce paperwork.

2.8

Quality Monitoring – Create an electronic system linked to a set of nationally
recognized care guidelines that will generate periodic reports on care performance,
adverse event analysis and signal deficiencies. The information should be gathered for
the purpose of improving systems already in place, educating providers and the general
public and not for regulating.

2.9

Technology Adoption – The legislature should create incentives for providers to adopt
patient safety technology and provide funding for Florida-based universities to validate
the effectiveness of such technologies through research and testing.

2.10

Technology and Workflow - Any proposals to introduce more technology should be
accompanied by a skilled evaluation of how it will actually be used in the workplace.
Proposals should examine subjects like the human / machine interface and usability
testing.

2.11

Consequences of Technology Adoption – A resource should be developed to facilitate
the detection, investigation and understanding of unexpected reverberations of
technology, and a parallel effort should be made to facilitate rapid modification and
repair.

2.12

Healthcare Professional Education – Ensure that medical school and continuing
education programs include training on the use of the internet and electronic aids, such as
laptops and handheld computers in medical offices and other health care settings to
access evidence-based medicine research findings.

2.13

Financial Benefit – Create public-private partnerships to demonstrate the financial
benefits of technology for providers and, ultimately, consumers.

2.14

Consumer Information – Provide the public with a standardized reporting system that
allows consumers to reliably compare performance among different institutions and
different disciplines.

2.2 INTRODUCTION
Reports published by the Institute of Medicine (IOM), such as “To Err is Human” and “Crossing
the Quality Chasm,” have attracted policymakers’ attention in recent years by documenting the
surprising number and severity of medical and medication errors resulting from inefficient
practices in our health care system.12,13 Several other reports pointed to the capabilities inherent
in automated systems that would decrease the possibility of such destructive “human error” in
medical practice. In one article, David Bates and Atul Gawande propose that information
technology has the ability to reduce errors by preventing adverse events, facilitating a more rapid
response after an adverse event has occurred, and by tracking and providing feedback about
adverse events.14 In response to these reports as well as many other sources documenting
information technology’s potential role in addressing and correcting medical and medication
errors, Florida’s 2003 Medical Liability Reform Bill Senate Bill 2-D Section 36 (2)(c) and (d)
proposed the development of a state-wide health information infrastructure to “improve patient
care and the delivery and quality of health care services by health care facilities and
practitioners” and to reduce medication errors through “implementation of computerized
physician order entry systems, barcode point of care systems, or other technological patient
safety systems.”15
Section 36 (2)(c) is a reflection of the increasing national interest in establishing an electronic
health information infrastructure. The importance of an electronic infrastructure, and its
relationship to healthcare quality and patient safety, was stressed in the recent Institute of
Medicine report, Patient Safety: Achieving a New Health Care Standard16 :
“A comprehensive approach to patient safety requires the capability to anticipate and
protect against circumstances that might lead to adverse events and implement corrective
actions. Both adverse events and near misses require standard collection/reporting
processes, data sets, definitions, and analytic approaches that can only be achieved by
integrating patient safety reporting systems into the context of health information systems
in both large institutions and office practice. These systems employ multiple detection
methods, multiple reporting channels, and involve a broad array of data elements.
Establishing a national health information infrastructure is necessary as the backbone of
that system.”
The Institute of Medicine report, Crossing the Quality Chasm: A New Health System for the 21st
Century, listed six ways in which healthcare delivery should be characterized—it should be safe,
effective, patient-centered, timely, efficient, and equitable ii. An increased use of information
technology systems, including in physician offices, has the potential to improve the delivery of
healthcare in all six of these areas. The report also lists ten rules to guide the transition of the
healthcare system to better meet patients’ needs: ii
1. Care should be based on a continuous relationship. This should include care over the
Internet twenty-four hours a day.
2. Care should be able to be customized. The system should have the capacity to respond to
patient choices and preferences.

3. Patients should have control over their healthcare. Patients should be given the
necessary information and the opportunity to exercise a degree of control over health
decisions that affect them. The system should encourage shared decision making.
4. The systems should provide shared knowledge and free flow of information. Patients
should have unfettered access to their own healthcare information.
5. Care should be provided using evidence-based decision making. The best scientific
standards should be used. Care should not illogically vary from clinician to clinician.
6. Safety should be a property of all systems. Patients should be safe from injury caused by
the healthcare system. Efforts to incorporate safety and reduce risk should be inherent in
systems’ designs.
7. The systems should be transparent. Information about care, as well as a system’s
performance on safety, evidence-based practice, and patient satisfaction should be made
available.
8. The systems should anticipate future needs. It is not enough to just react to events.
9. The system should try to reduce waste. This includes the waste of healthcare resources
and patients’ time.
10. There should be cooperation among clinicians. This will require an appropriate
mechanism for the free exchange of clinical information.
Section 36 (2)(d) aims to prevent medication errors through information technology solutions. In
To Err is Human, the IOM states that while it is difficult to track their occurrence, adverse drug
events have risen over the years as more medications are being administered: “in 1998, an
estimated 3.75 billion drug administration were made to patients in hospitals.”i It also quoted a
study which revealed that 2 out of every 100 hospital admissions was victim of an adverse drug
event (ADE). This is costly in terms of lives and dollars: the same report attributes
approximately 7,000 deaths a year to medication errors with an estimated $2 billion price tag.
The IOM presents Computerized Physician Order Entry as a “powerful method for preventing
medication errors.” Its capabilities are invaluable to the safety of patients: eliminating confusion
due to illegible handwriting, verifying physician orders, and checking for drug interaction. The
IOM recommends that medication error prevention be a high priority and “safe medication
practices should be implemented in all hospitals and health care organizations in which they are
appropriate.” The same report presents the use of medication as a complex process. If the routing
process of a single medication presents multiple opportunities for error in at any stage:
1. Prescribing (correct drug based on an accurate diagnosis and suitable for the patient’s
needs)
2. Dispensing (filling the prescription)
3. Administering (giving the correct drug to the correct patient at the correct time)
4. Monitoring (adverse drug reaction, re-evaluation)
5. Systems and Management Control (communication)
Such errors can be reduce by technological systems that offer decision support to ensure that the
correct drug is administered every time. In a study to assess the preventability of ADEs, Bates et
al found that “Errors resulting in preventable ADEs occurred most often at the stages of ordering
(56%) and administration (34%); transcription (6%) and dispensing errors (4%) were less
common” (see Figure 1).17
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Methods
The information provided in this chapter was gathered using three methods: a basic literature
review, interviews with key stakeholders and a survey of Florida-based hospital administrators.
Basic Literature Review
The literature review was conducted using 35 keywords related to patient safety systems and
infrastructures (see Appendix A). These keywords were used to search for readily available
documents in established search engines including MEDLINE, Healthstar, Lexis/Nexis,
CINAHL, as well as mainstream Internet search engines such as Google. After cataloguing over
200 articles revealed through peer-review literature databases and targeted Internet searches, the
articles were prioritized based on their relevance to the present study. Other articles and projects
were included based on suggestions made by stakeholders. Over 60 articles were formally
reviewed. Preliminary findings from the literature search were used to inform the development
of the stakeholder protocol and hospital survey instrument.
Interviews with Key Stakeholders
Ten interviews were conducted with stakeholders who offered a wide variety of perspectives on
patient safety representing national standard-setting organizations, government agencies and
public and private entities in Florida. Stakeholders were interviewed via telephone using a semistructured interview protocol composed largely of open-ended questions in order to generate the
most information possible. The protocol covered general content areas of the current IT
infrastructure in Florida, applications that have shown evidence of improving patient safety,
processes by which states have implemented integrated information systems and issues of
confidentiality and security. After preparing a write-up of each interview, content analysis was
performed to identify common themes and responses.
Hospital Survey
The web-based survey was fielded to 200 hospital administrators in the state of Florida. The
survey, which was conducted from January 9 through 27, 2004, asked respondents to provide
information on the current state of information technology at their institution, their anticipated
information technology needs, and the components of a statewide health information
infrastructure that they most desire. The data was collected in a SAS database for analysis.
This chapter aims to address the two elements of Senate Bill 2-D Section 36 through eleven
substantive topics described below:
2.3

Overview of Patient Safety Systems and their Application in Electronic
Infrastructures – Available patient safety information technology systems and
automated medical devices that are components of an information infrastructure, and
identified case studies and evidence of their merits and limitations.

2.4

Alternative Methods for Medication Error Prevention – Low-technology alternatives
to medication error prevention that are being used alone or in conjunction with hightechnology solutions.

2.5

Challenges to Implementation – Potential challenges to implementing a health
information infrastructure, including illustrations, through case studies, of past national,
state, regional and local initiatives that have overcome one or more of these barriers.

2.6

Past And Current Efforts in Establishing an Electronic Infrastructure – an overview
of the national, community and individual level effort that have been made to push
towards an electronic infrastructure in the healthcare system.

2.7

Blueprint for the Development of a Health Information Infrastructure in Florida –
The vision and implementation of specific elements of health information infrastructure
development at the level of individual institutions, provider networks and communities.
The section summarizes and discusses conclusions recently published by the federal
government and other stakeholders relating a vision for an effective health data
infrastructure on a State or national level.

2.8

Security and Confidentiality in Information Infrastructures – key components of
network security as they relate to health care data and applications and describes
important features of security systems currently used by existing electronic
infrastructures that support sharing of health care data and applications.

2.9

Government – This section examines the role of government in the establishment of a
statewide electronic infrastructure.

2.10

Stakeholder Perspectives on National and State Health Information Infrastructures
– Information provided by key stakeholders in the patient safety and Florida health care
sectors related to the current status of patient safety in Florida, challenges and forces in
the implementation of a state-wide health information infrastructure, and
recommendations to implement such a system in Florida.

2.11

Computerization of Florida Hospitals – This section describes the current status of
patient safety systems, practice management systems, and information technology use in
general in Florida hospitals, providing input on what resources are currently available and
what resources are still needed in order to develop an information infrastructure. Further
drawing from the survey data, this section will add to an understanding of what hospital
administrators in Florida see as a need and a priority in terms of improving patient safety
and building an adequate electronic infrastructure.

2.12

Pilot Projects – This section provides a list of suggestions for pilot projects to be
conducted in Florida to test the various systems presented throughout the chapter on a
small-scale prior to a statewide rollout.

2.13

Challenges for the future – A glimpse at what to look for in the future as the State
moves forward in its endeavor to computerize the healthcare system in Florida.

2.3. OVERVIEW OF PATIENT SAFETY SYSTEMS AND THEIR
APPLICATION IN ELECTRONIC INFRASTRUCTURES
The literature offers a variety of ways to define a health information infrastructure, as well as the
assorted tools and applications that could be components of such an infrastructure. This section
will describe and evaluate, based on the reviewed literature, elements of electronic health
information infrastructures that have demonstrated potential to improve efficiencies in patient
care and reduce the occurrence of medical errors and adverse drug events. Where possible, and
as supported by the available sources, we present the trade-offs associated with implementing
each system in terms of return on investment, ease of implementation, and ultimate impact on
patient safety.

2.3A Electronic Health Records System
The IOM Committee on Data Standards for Patient Safety recently submitted a letter report to
the Agency for Healthcare Research and Quality (AHRQ) on the key capabilities of an electronic
health record system.18 They defined such a system as including (1) longitudinal collection of
electronic health information; (2) immediate electronic access to person- and population-level
information by authorized, and only authorized, users; (3) provision of knowledge and decisionsupport that enhance quality, safety and efficiency of patient care; and (4) support of efficient
processes for health care delivery. The IOM identified core functionalities falling into eight
categories:
• Health information and data
• Results Management
• Order Entry/Management
• Decision Support
• Electronic communication and connectivity
• Patient support
• Administrative processes
• Reporting & population health management
Most of the literature that promotes the effectiveness of EHR systems in reducing medical errors
refers to EHR systems that already include some element of computerized provider order entry
and/or provider decision support.19 These systems, in their basic form, allow providers to order
medications and services electronically and supply the provider with decision guidance and alerts
to avoid error. Therefore, further information on these individual elements will be detailed
below. Besides these components, an EHR would ideally include patient biographical
information, medical history, test results (e.g., lab reports, X-rays), physician notes, treatment
plans and any other applicable information.
Benefits and Costs. While perhaps not as directly related to patient safety improvement as other
health information technologies, several of these core EHR functionalities have been shown to
improve workflow processes or information availability that contributes to improved quality of
care and the reduction of errors. Electronic communication, for example, between providers and
ancillary departments, is critical to ensure continuity of care, timely interventions, and to avoid

the adverse events associated with cross-coverage.20 The ability of an EHR to systematically
collect longitudinal data on physician practices and patient outcomes also streamlines the process
for gathering data for quality improvement efforts. By producing these various efficiencies in
process and communications between appropriate stakeholders, these systems can reduce
administrative and clinical costs. Other studies have shown that even without a CPOE
component, when interfaced with pharmacy modules, EHR systems are able to prevent many
errors, including therapy duplication, dosing errors, allergies, drug-drug interactions, and
contraindicated routes of administration.

Recommendation 2.4
Electronic Health Record – The transition from a paper-based system to a paper-less system
must be carried out responsibly while being mindful of national infrastructure efforts. The
state should implement such systems in pilot phases to evaluate the impact of the conversion in
small scale settings prior to a statewide implementation.

2.3B Computerized Provider Order Entry System (CPOE)
Much of the literature on automated patient safety systems focused on CPOE, also known as a
Computerized Medication Order Entry System (CMOE), as it has probably had more of an
impact on medication errors than any other automated intervention.21 According to the Leapfrog
Group, a coalition of the country’s largest employers who provide incentives for improving
quality of care, CPOE is the most important information systems tool that organizations could
adopt for reducing medical and prescription errors.22 The most basic CPOE systems offer
physicians a way to enter orders for diagnostic and treatment services electronically, eliminating
legibility issues and confusion among drugs with similar names. In addition to the specific tasks
of writing orders, many of these applications are seen in hospitals today as electronic portals
supporting physician messaging, results management, patient rounding, and access to sources of
knowledge at the point of care, or patient’s bedside. According to a 2002 survey conducted by
Joan S. Ash, Ph.D., CPOE has been implemented in 9.6% of U.S. hospitals, growing from 2%
just five years prior.23,24 Following this increase in CPOE implementation, a growing body of
literature describes the ability of CPOE to reduce medication errors and drug events, reduce
medical costs, and increase efficiencies in practice.
According to Leapfrog standards for the use of inpatient CPOE,25 physicians must enter hospital
medication orders via a computer system that includes prescribing-error prevention software.
The system should alert physicians to at least 50% of common, serious prescribing errors.
Applications that are typically bundled with CPEO include a clinical data repository, order
communication, nursing medication administration, rules or an alert engine. A CPOE system
can also be interfaced with a pharmacy application for immediate and more accurate provider
and pharmacy communication. Utilizing these integrated CPOE tools, according to Kuperman et
al., affords a health care organization opportunities to “standardize practice; incorporate clinical
decision support into daily practice; improve interdepartmental communication; facilitate patient
transfers; and capture data for management, research and quality monitoring.”26

Implementation Issues. Implementing such a system within an organization’s existent
infrastructure requires advance planning and a robust technical capacity. The technical
performance of a CPOE system depends on the robustness of the network that connects end
users.27 According to Kuperman and colleagues, the computer network must extend to every
hospital location and be fast, secure, and reliable. The number of workstations must be
sufficient, including one or a combination of desktop personal computers and wireless mobile
laptop devices or wireless handheld computers, and must allow physicians to interact with the
system from remote locations. A help desk is also a necessary component to resolve technical
problems as well as electronic interfaces with other clinically relevant applications such as
patient registration, laboratory, pharmacy, radiology and nursing documentation. Clinicians
must be trained28 and must support the system’s implementation and use. In an individual
hospital or hospital system setting, implementation schedules can take anywhere from 9 to 24
months depending on scope of applications and size/complexity of hospital. There is an average
of 18 months for planning purposes. In terms of its effect on work process, many articles
revealed physicians’ dislike of the extra time it takes to enter orders through CPOE—however,
many also appreciate the ability to use the system from any location and value its role in
increasing the standard of care.29
Benefits and Costs. Hospitals face an initial start-up cost, including technical, implementation
and support costs, and then a stable funding source for maintenance once the system is
implemented. Costs to implement CPOE vary widely given differences in institutions’ size and
the need for infrastructure updates. Several components must be taken into consideration when
estimating costs. Depending on what components are included in the system (e.g., if part of the
system interfaces with a pharmacy application), there may be higher or lower training costs.
Also depending on what hardware the system requires to support CPOE, such as if the
organization needs extensive alterations to their network infrastructure and software integrations,
new server platforms, or if many staff are needed to effect cultural change to accept new
technology, costs may change accordingly. For Boston’s Brigham and Women’s Hospital, initial
CPOE implementation costs were $1.9 million with $500,000 maintenance costs per year.30
Other estimates indicate that for a 500-bed hospital without need of major network upgrades,
start-up costs would be almost $8,000,000 with annual maintenance costs of $1,350,000.31 Other
costs come in the form of increased time taken by physicians in the implementation phase to
enter data into CPOE products.32 The time and effort taken to customize CPOE systems can be
extensive, and sometimes unsafe orders can still be entered after implementation.33
The literature reviewed concludes that while CPOE is costly and poses challenges in its
implementation, a successful implementation reaps many benefits in terms of increased patient
safety, process efficiency and quality of care. Kuperman and Gibson identified several studies
that proved CPOE’s ability to correct the under-use of medical care.34 One study they cited by
Overhage and colleagues demonstrated that when automated ordering reminders were
implemented, compliance with the monitoring of drug levels doubled. Several studies also
demonstrated CPOE’s effectiveness in impacting the overuse of diagnostic procedures and
antibiotics as it is able to present cost data, previous results and information about the likelihood
of finding an abnormal result as part of the provider interaction. Other evaluations of CPOE
have demonstrated cost savings during inpatient stay and reductions in length of stay.

In terms of addressing medication errors, certain CPOE features have shown efficacy in reducing
ordering errors, such as incorrect dosage, or prescribing medication to which the patient was
allergic. According to Kuperman et al. and others, these features are patient-specific dosing
suggestions, reminders to monitor drug levels, reminders to choose an appropriate drug,
checking for drug-allergy and drug-drug interactions, standardized order sets, increased
legibility, automated communication to ancillary departments, and easy access to patient data
and reference information while ordering. The value of these features in protecting patient safety
also can increase when interfaced with a pharmacy application and an electronic medical
administration record to eliminate transcription errors. Boston’s Brigham and Women’s Hospital
CPOE reduced serious error rates by 55 percent and rates of all errors had fallen by 88 percent in
a subsequent study.35
Another case offers a successful picture of CPOE implementation and the quantification of costs
and benefits. Montefiore Medical Center, an academic health system with about 1,000 beds in
three facilities, implemented its first CPOE unit in 1999. A key point of their implementation
strategy was to gather baseline data on medication error rates and opportunities for process
improvements over a two-year period before the rollout.36 MMC was able to document a 50
percent reduction in errors following implementation. After CPOE implementation, clerks saved
120 minutes per day which translates to potential savings of $1,527,525 per year in 2000.
Nurses saved 20 minutes per day, translating to $715,400 per year, and pharmacists’ time saved
equaled $2,044,000 per year. Thus, using these measures, MMC was able to realize significant
value on its use of CPOE in terms of improving patient safety and in using its resources in the
most efficient way possible. Several other types of institutions have also had successful
implementations of CPOE, including the Veteran’s Health Administration and the Latter Day
Saints (LDS) Hospital which will be described in a later section.

Recommendation 2.5
Computerized Physician Order Entry (CPOE) – There is ample evidence that CPOE’s are
instrumental in the prevention of medication errors. The legislature should consider creating
incentives for their implementation at the local level (matching grants, etc.). Implementation
should take place gradually, and should be based on national standards that are forthcoming at
the federal level so as to facilitate a smooth computerization process for Florida.

2.3C Computer-based Clinical Decision Support System (CDSS)
A CDSS, often although not necessarily always embedded within a CPOE device, includes any
tool that provides guidance and/or incorporates knowledge to assist the physician in entering
complete, accurate and appropriate patient care orders. Inherent in these systems are computerbased alerts which warn the physician either directly or indirectly of a potential medical error or
adverse drug event (ADE) at the point of care or prescription drug ordering.

Benefits and Costs. Multiple studies have shown evidence that inpatient CDS can reduce the
incidence of drug related adverse events, improve cost-effectiveness of drug selection and
optimize drug-dose calculations meaning an improvement in physician performance as well as
patient outcomes.37,38 Even when implemented separately from an order entry system, studies
have shown the system’s effectiveness at reducing ADEs. LDS Hospital in Utah, for example,
showed large reductions in adverse events due to antibiotics through their use of a decision
support system.39
Often, it is the knowledge and rules embedded in a clinical decision support system that provide
the greatest benefit. However, due to the complexity of developing this knowledge, including
institution-specific rules and guidelines that determine the algorithm of a CDSS, it may take
several years to develop a sophisticated set of CDS features.40 In contrast, even simple CPOE
applications have shown that they are able to reduce medication errors by up to 83% as well as
confer several other benefits such as improving workflow processes.41

2.3D Bar Coding Systems
Bar coding can be used in a variety of technology systems to reduce medication errors. They can
be used both in the pharmacy for inventory, tracking and dispensing as well as at the point-ofcare. Several studies have demonstrated the device’s cost-effectiveness and success at
decreasing medication errors. As a result, incentives are increasing for its use in health care
settings. For example, the Food and Drug Administration proposed a rule in 2003 which will
require all pharmaceutical makers to bar code all prescription drug labels, including unit-dose
medications. The bar code will identify the drug, manufacture, strength of the medication, and
dosage. FDA has estimated that once the rule is implemented, the interception of medication
errors at the “dispensing and administration” stages will increase by 50 percent, resulting in
413,000 fewer adverse events over the next 20 years.42 In addition to medications, bar codes will
be used to identify blood and blood products, medical devices, and individual patients and
caregivers (See Figure 2). A literature review published by Bridge Medical, Inc. found several
recent articles that promoted the use of a barcode-enabled point-of-care (BPOC) system which
can increase the accuracy of medication dispensing and management by matching each pill’s bar
code to a hospitalized patient’s wristband and medical chart.43
Implementation Issues. Hardware elements of a bar coding system include a bar coding scanning
system, either wired or wireless, and a computerized database. For a BPOC system to deliver an
acceptable level of patient protection, the hospital must first establish reliable processes for a
patient identification band, caregiver badge, and medication bar coding.44 One article cited that a
BPOC system can be installed within four to six months.
Benefits and Costs. The implementation of bar coding systems in inpatient and outpatient
settings has demonstrated results in terms of increased patient safety and cost savings. Capital
Region Healthcare, an integrated delivery network in central New Hampshire consisting of three
acute care hospitals and 20 primary care practices, has a bar coding system for medication
distribution at the core of its point-of-care clinical documentation system.45 After eight years of
use, Capital’s Chief Information Officer reported that the bar coding process has eliminated
virtually all wrong-medication errors.46 Several controlled studies demonstrated declines in

medication error rates and ordering and dispensing time using the bar code technology versus
traditional keyboard entry.47 Even minimal reductions in ADEs produced by bar coding
technology can save money given lengthened patient stays, readmissions, malpractice costs and
the costs of patient injury incurred by preventable errors. Thus, much of the literature on this
system is able to demonstrate return on the investment in bar coding technologies such as BPOC
when this cost avoidance is considered in the cost model.48
Despite the return on investment, there are several barriers to implementing this particular
technology that result in lower than expected adoption rates. Some of these barriers include the
need for wireless networks for bedside scanning, the lack of availability of bar-coded
medications and the lack of interfaces to electronic medication documentation systems.49

2.3E Smart Cards
Smart cards are wallet-sized cards embedded with a programmable computer chip which can
securely store and transmit a cardholder's clinical, insurance coverage and biographical
information. When fully deployed, smart cards will coordinate many functions at the point of
care, from claims submission to medical records updates in real time. Ultimately, the smart card
will make the individual patient record and all clinical and economic transactions within that
patient log as portable, accessible and secure as an ATM account. While these cards have been
implemented in other countries such as Britain’s National Health Service, they are not yet in
wide use in the United States.50 Therefore, there have been few studies conducted on its
potential efficacy as a portable medical record for use in the United States.

2.3F Pharmacy Information Systems (PIS)
Pharmacy information systems can be defined as software that facilitates pharmacy activities.
Simple PISs include a database for medication orders and basic patient information. More
complex systems with clinical decision support capabilities can verify orders and check for
potential medication interactions, patient allergies and dosage errors. Most of the patient safety
literature on this system referred to its capability of being interfaced with EHR, BPOC systems
or automated drug dispensing systems to facilitate the medication management process.

2.3G Computerized Drug Dispensing Systems
The literature shows that pharmacy information systems can be especially effective when
integrated with computerized drug dispensing systems such as automated dispensing machines
(ADMs). Other devices such as “smart” intravenous (IV) pumps also have the potential to
ensure greater accuracy and avoid errors in drug administration. While these devices show
substantial potential to reduce medical errors, there is little evidence that demonstrates their
effectiveness, especially without links to bar coding or pharmacy information systems.51
“Smart” IV Pumps. Drug and fluid-smart intravenous pumps are a device that hospitals can use
at the patient’s bedside to ensure that each patient is receiving the correct drug and dosage.
While clinical trials have not yet quantified the value of smart pumps, there are several cases in
which these devices have played a key role in reducing the preventable over-dosage of strong

intravenous drugs.52 One example is that of a nurse who misinterpreted an order and
programmed an incorrect continuous dosage into the device. The preprogrammed safety
software alerted the nurse that the continuous dosage entered exceeded the drug’s pump limit and
the infusion device would not start until corrected.53
Automated Dispensing Machines. ADMs offer secure access to patient-specific medications and
supplies. Sophisticated ADMs can receive electronic prescription orders, count, package and
label the prescription, price it, adjust the inventory and document the transaction. Even more
complex automated drug distribution systems for hospitals can deliver the medication from floor
to floor to specific patient drawers by automated transport.54 Control studies have proved that
ADMs allow for quicker and more efficient drug access and delivery than the traditional unit
dose system.55 However, these devices have also been associated with an increase in medication
errors in some cases.56

2.3H Computerized Adverse Event Monitoring System
Adverse Event Monitoring Systems are information systems with the ability to detect signals that
an adverse event may have occurred and then direct that information to someone who can
investigate and take needed action. According to David W. Bates, M.D., an event monitor is a
program that monitors all of a system’s application and looks for evidence of particular events
based on a set of rules and inferences.57 Examples of signals used to detect adverse drug events
(ADEs) can be laboratory test results, a high concentration of a drug, or the use of antidotes.58,59
Benefits and Costs. Studies have shown that the use of an automated system has proven to be
more effective than voluntary reporting and less expensive than a chart review.60 One example is
provided by LDS Hospital in Utah. Before implementing its computerized ADE surveillance
program, the hospital saw only ten ADEs reported annually. After the first year of
implementation, this number grew to 373 verified ADEs and in the second year, after adding
extra flags for ADE surveillance, 560 ADEs were reported.61 Table 1 below compares and
contrasts the benefits and costs associated with adverse event monitors to those associated with
other selected patient safety systems mentioned above. Given that the literature is often
inconclusive and continuing to develop in its evaluation of these systems, this table should be
taken merely as a guide to viewing general trends in the current literature.
Table 1. A Comparison of Selected Patient Safety Systems Components
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+
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Recommendation 2.8
Quality Monitoring – Create an electronic system linked to a set of nationally recognized care
guidelines that will generate periodic reports on care performance, adverse event analysis and
signal deficiencies. The information should be gathered for the purpose of improving systems
already in place, educating providers and the general public and not for regulating.

2.3I Overview of Select Companies that Offer IT Solutions to Improve Safety
and Quality Care
We provide descriptions below of several companies offering IT solutions to improve safety and
quality care. The descriptions below, taken from company websites, offer a brief overview of the
company and a selection of their key products as related to patient safety and quality of care. The
descriptions below are not intended to provide a full range of coverage of the company’s
products or services; rather we provide this information in order to give a high-level overview of
offerings of a selection of companies.
Cerner: Cerner Corporation is headquartered in Kansas City, Missouri, has over 1,500 clients
worldwide, and is a leading vendor of healthcare information technology. According to Cerner,
their mission and vision is to “connect the appropriate persons, knowledge, and resources at the
appropriate time and location to achieve the optimal health outcome. Cerner’s vision of proactive
healthcare management drives innovation in the development of effective solutions for today’s
healthcare challenges, while creating a foundation for tomorrow’s healthy populations. Cerner
offers a broad range of solutions that are built on its underlying architecture which they market
as Cerner Millennium ™. The company offers acute and ambulatory care applications, as well as
specialized applications for clinical areas such as radiology, surgery and anesthesia, and
laboratory medicine. With respect to patient safety, the company offers rules-based alerts,
evidence-based medicine, and CPOE solutions.62
McKesson: McKesson Corporation is a leading provider of supply, information and care
management products and services designed to reduce costs and improve quality across
healthcare. McKesson solutions empower healthcare professionals with the tools they need to
deliver care more effectively and efficiently. McKesson was founded in 1833, has annual
revenues of more than $50 billion, and ranks as the 20th largest industrial company in the United
States. McKesson is divided into several different business areas to service a broad array of
healthcare needs, including pharmacy. McKesson Specialty Pharmaceutical provides a
comprehensive mix of services for pharmaceutical manufacturers, payors, and providers that
expand access, reduce costs, and improve the quality of patient care. Programs deliver solutions
for patients with chronic conditions requiring complex therapies for diseases such as cancer,
rheumatoid arthritis, multiple sclerosis and hepatitis C. These services integrate McKesson’s
leading capabilities in specialty pharmacy dispensing, reimbursement services, patient
management and compliance, and wholesale distribution. McKesson’s CareEnhance products
offers a suite of medical management services and technologies to help payors better manage the
cost and quality of care. These include disease management services, clinical triage services, and

“InterQual®” Criteria, a clinically validated approach to clinical decision support to promote
care facilitation, quality and patient satisfaction using a broad range of criteria to assist with care
planning, level of care determination and retrospective monitoring.63
MediTech: MEDITECH provides integrated software solutions to meet the information needs of
health care organizations around the world. The company’s offerings are marketed as supporting
the entire continuum of health care, including physician practices, clinics, hospitals, long-term
care facilities, home health agencies, and behavioral health facilities. The company has been in
business for 34 years, is international in scope, has more than 1,800 customers worldwide and
over 2,000 employees. The company focuses on patient safety in four key areas. MEDITECH's
electronic medical record is a central repository of all patient data entered in the Health Care
Information System, including results, reports, diagnostic images, monitor values, and waveform
data. The company offers a CPOE system which, once the provider places the order, it is
automatically transmitted to the pharmacy and to the patient's Medication Administration
Record, thus initiating medication therapies more quickly. The company’s decision support
offerings, which include CPOE, incorporate conflict checking, plus the additional support of
user-defined rules for upholding organizations' clinical policies and procedures. Finally,
MEDITECH's Patient Education software enables health care facilities to decrease errors by
increasing awareness.64
Eclipsys: Eclipsys Corporation® provides knowledge-driven, process-improving software and
related service solutions to major healthcare providers, including integrated delivery networks,
medical centers and hospitals. Eclipsys’s applications are built on an architecture named
“SunriseXA” Physician orders are central to patient care and SunriseXA brings efficiency to the
order entry process. When required, ordering clinicians receive alerts that help them anticipate
potential errors before the order is processed. Alert capabilities extend far beyond basic alert
types, such as drug-drug interactions or drug dosage to include advanced alerting capabilities.
While placing orders, clinicians can take advantage of the system for expert dose and algorithmic
calculations; administrative monitoring, such as JCAHO and ABN requirements; and alert
escalation. SunriseXA helps make pharmacy processes safer and more efficient. By the time an
order arrives in the pharmacy, the prescribing clinician has already been alerted to any potential
problems in dosage, allergies or drug-drug interactions. As nurses administer medications, bar
code technology helps ensure that the right patient receives the right drug in the right dose, via
the right route at the right time. Case management capabilities enable clinical leaders can create
organization-specific plans to reduce variability and drive improved clinical, financial and
patient-satisfaction outcomes. The Critical Care solution supports critical care clinicians with
intelligent guidance at the point of care. While placing an order, the intensivist is supported by a
clinical alerting capability that checks if anything conflicts with that order. Because orders
transmit directly to ancillary departments, turnaround time is reduced and transcription errors are
eliminated. The system constantly monitors patient information and alerts you to critical
changes. This facilitates treatment modifications and proactively protects patient safety.65
Siemens: Siemens Medical Solutions with headquarters in Malvern, Pennsylvania and Erlangen,
Germany, is one of the largest suppliers to the healthcare industry in the world. The company is
known for bringing together innovative medical technologies, healthcare information systems,
management consulting, and support services, to help customers achieve tangible, sustainable,

clinical and financial outcomes. From imaging systems for diagnosis, to therapy equipment for
treatment, to patient monitors to hearing instruments and beyond, Siemens innovations
contribute to the health and well being of people across the globe, while improving operational
efficiencies and optimizing workflow in hospitals, clinics, home health agencies, and doctors’
offices. The company offers solutions that are custom tailored to the medical and business
requirements of the customer resulting in improved quality for healthcare at reduced costs.
Proven outcomes include e.g. increased patient throughput, more efficient processes via
implementation of high-performance software and database architectures, reduced medication
errors through the use of digital patient records – and finally significantly improved satisfaction
from physicians, nursing staff, and patients. To achieve this objective, Med is consistently
offering integrated solutions, i.e. a combination of innovative medical engineering, modern IT,
service and maintenance packages as well as consulting services that focus on process
optimization and original quality care.66
IDX: Founded in 1969, IDX Systems Corporation uses information technology to maximize
value in the delivery of healthcare – by improving the quality of patient service, enhancing
medical outcomes and reducing the cost of care. Supporting those objectives is a broad range of
complementary, functionally rich, and highly integrated products that are proven across care
settings and organizational models. IDX customers span the full care continuum and include
leading academic medical centers, management service organizations and hospitals nationwide.
Customers include 138,000 physicians who utilize practice management systems to improve
patient care and other workflow processes. The company’s product Carecast is a leader in
providing integrated clinical and financial/administrative software solutions and services across
the healthcare enterprise. Built on 25 years of innovation, Carecast provides integrated delivery
networks, academic medical centers and hospitals with clinical software solutions to automate
workflow and enable rapid access to patient information. Carecast solutions help institutions
achieve clinical excellence by improving the accuracy of information, promoting patient safety
and achieving greater operational efficiencies. Most critically, Carecast enhances patient care via
a system that delivers unsurpassed reliability and response time. The Carecast enterprise clinical
system creates a comprehensive lifetime patient record by automating the workflow of users and
supporting clinical, financial and administrative processes. Carecast integrates core clinical
processes for orders, results, pharmacy and care documentation, in concert with
administrative/financial processes for scheduling, registration/admitting, charging and billing.
The system helps safeguard patient care through computerized physician order entry, clinical
decision support and expert rules, while documenting all aspects of patient care. Currently, the
Carecast system supports patient care at more than 900 hospitals and clinics.67

2.3J Limitations of IT Systems in Reducing Medical and Medication Errors
While most of these systems have shown some efficacy in reducing medical errors and positively
impacting patient safety, several articles note the danger in relying purely on these systems. The
literature cited two main dangers associated with over-reliance on technology: 1) if the
technology is not adequately incorporated into the hospital workflow, it will not be used or will
be used inappropriately and 2) because technology has the capability to automate routine
functions, it can introduce new errors that were previously not present. These two points are
discussed in further detail in the following paragraphs.

Several studies indicate that unless technology systems are incorporated into physician
workflow, their potential benefit to patients will not be realized. For example, in certain
demonstration studies, physicians have not used potentially beneficial computerized systems
because they were too busy.68 Some systems that incorporate decision-making logic, such as a
CDSS, are not designed to accommodate non-linear order entry processes and can therefore
disrupt the way they work.69 In one observational study, the inconvenience of the log-on and
timed log-off process made physicians take advantage of their colleagues’ sessions, entering
orders for each other that they potentially did not understand. Other time inconveniences
resulted in physicians using verbal communication rather than the system for coordinating their
work.70 Thus, while this technology could eventually have a positive effect on medical errors,
cases in the literature point out the importance of paying attention to the design of the system to
make sure it works with normal physician practices rather than against them. Designing a
system that is easy for clinicians to use, while desirable for many reasons, can be particularly
effective in reducing errors caused by the technology.
Over-reliance on technology solutions can also result in new errors due to inadequacies in the
systems themselves. While systems such as CPOE with decision support are able to check for
problems and identify links between information sources, they are not always able to do the
things that humans are best capable of such as making complex decisions and communicating
with each other.71 Thus, trying to replace these human tasks with technology will not always
bear positive results. Also, information programmed into decision-making tools can become
outdated or incorrect due the evolving nature of the scientific knowledge base. This knowledge
may not be able to be incorporated into the knowledge base of the technology as fast as it is
implemented in physician practice, resulting in new kinds of errors that were unseen in the
traditional process.72 Many problems appear in the beginning implementation stages of a
technology as many clinicians still rely on traditional communication methods they are
comfortable with, resulting in the possibility of duplicate orders and other similar errors.

Recommendation 2.11
Consequences of Technology Adoption – A resource should be developed to facilitate the
detection, investigation and understanding of unexpected reverberations of technology, and a
parallel effort should be made to facilitate rapid modification and repair.

2.4 ALTERNATIVE STRATEGIES FOR REDUCING
MEDICAL AND MEDICATION ERRORS
Even these technological systems are not always fool-proof. What happens when the nurse reads
a computer printed correctly and mistakenly picks up the wrong bottle off the shelf because
nothing clearly differentiates the bottles. There are many alternative strategies for reducing
medical and medication errors that can be used either separately or in conjunction with

technology interventions. They include diverse strategies drawn from the entire range of
medication and other care delivery processes: pharmacy practices, ordering systems, nursing
practices, information access, culture, education, infrastructure and patient activities. The
development and use of these strategies can be motivated by payment incentives. For example,
the Medicare “conditions of participation,” which closely follow accreditation guidelines, ensure
that hospitals follow certain patient safety and other standards in order to receive Medicare
reimbursement.
Therefore, several low-technology patient safety practices adopted by hospitals correlate to
guidelines created by patient safety standard-setting and accrediting organizations such as the
Joint Commission on Accreditation of Healthcare Organizations (JCAHO).73 JCAHO’s
standards address patient safety issues such as medication use, infection control, error reduction
in surgery, transfusion safety, restraint, fire safety, staffing, security, medical equipment,
emergency management, responding to adverse events, and creating a culture of safety. For
example, one of JCAHO’s patient safety goals for 2004 is for hospital staff to take steps to
ensure the correct identity of a patient before surgery by conducting a final verification process.74
Another accrediting organization, the National Committee on Quality Assurance (NCQA) also
provides strategies for patient safety practices based on accreditation standards and performance
measures supplied by their Health Employer Data Information Set (HEDIS). These standards
focus on improving the continuity and coordination of care as well as monitoring practitioner
performance in order to take corrective action when re-credentialing.
The Institute for Safe Medication Practices (ISMP) as well as the Institute for Healthcare
Improvement (IHI) also serve as resources for strategies to reduce adverse drug events and
improve the quality of care. The ISMP Medication Safety Self-Assessment Survey insures
hospital awareness of standards they should follow related to medication safety including aspects
of drug distribution, naming, packaging, labeling, and delivery system design.75 The National
Foundation for Patient Safety (NFPS) also supplies educational materials that hospital systems
use to educate their staff on their role in improving patient safety.
Based on these resources, alternative strategies to automated patient safety systems are
categorized below with several specific examples of strategies populating each category. Often,
these strategies overlap with the functionalities of automated patient safety systems. However,
certain behavioral strategies to improving patient care are unique to low-technology solutions.
While it is beyond the scope of this report to describe in detail every alternative strategy to
improve patient safety, these alternatives generally fall into several categories that are outlined
below.

2.4A Organizational/Process Improvements
•
•
•

Promote and facilitate information exchange among practitioners to improve continuity
and coordination of care
Standardize the abbreviations and acronyms used throughout the institution
Leaders provide for staff training in the basic approaches to and methods of performance
improvement and improvement of patient safety.

•
•

Create interdisciplinary teams at all levels of the organization to develop strategies to
mitigate the risks of preventable adverse events.
Change nurse staffing to decrease overall hospital morbidity and mortality.

2.4B Medication and Medical Device Safety Strategies
•
•
•
•
•
•

Better storage of sound-alike/look-alike medications.
Pharmacy protocols for high-risk medications.
Color-coding for easy identification of high risk drugs.
Establish maximum doses for high alert drugs such as chemotherapy and
post/disseminate for easy reference and/or include on preprinted order forms.
Insure free-flow protection on general use and patient-controlled IV infusion pumps.
A combination of alternative methods and technology has proved to reduce the rate of
medication error. A study in New Zealand demonstrated the effectiveness of medication
administration involving the use of re-labeled, bar-coded, color-coded, pre-filled syringes
passed through a bar-code reader to identify the medication “out loud” prior to
administration.76

2.4C Surgery and Recovery Safety Strategies
•
•
•

Take “time-outs” to confirm the correct patient, procedure and site
Use pressure relieving bedding materials to prevent pressure ulcers.
Localize specific surgeries and procedures to high volume centers

2.4 D Reporting and Analysis of Adverse Events
•
•
•

Collect data on rate of “should never happen” events, near misses, ADEs, etc.
Collect data on the number of complaints related to practitioner performance
Intensively analyze undesirable patterns or trends in performance

2.4 E Cultural/Educational Strategies
•
•
•
•

Create a non-punitive environment and enhance accountability for safety
Provide staff education on patient safety improvements, e.g., a newsletter
Conduct patient safety “walk-arounds” to communicate patient safety support message
from the leadership
Involve patients more in their care

Most of the literature supports the use of these and other low-technology patient safety practices
in conjunction with technology systems to achieve the lowest rate of medical errors. Many times
technology systems alone cannot correct for error caused by behavioral, cultural or
organizational practices.

2.5 CHALLENGES FACED IN THE IMPLEMENTATION
OF STATE-WIDE PATIENT SAFETY IT SYSTEMS
Despite the potential for patient safety systems leveraged on a state-wide scale to have
significant impact on patient safety issues and the uniform collection of patient care data, the
adoption rate of these systems has been extremely low. The literature identified common
challenges states were facing in the various stages of developing their integrated data systems.
These problems included:
•

Operations / Workflow. Adoption of technology in healthcare is all about saving time.
Moving from a paper chart system to an Electronic Health Record (EHR) requires major
changes in workflow, processes and user buy-in. User buy-in requires that healthcare
solutions be fast, easy to use and convenient. Furthermore, the plethora of disparate
legacy systems requires multiple user interfaces and, in many cases, unique hardware
devices to gain timely access to patient information to determine treatment. This can lead
to an operations nightmare even with products from the same company.

Recommendation 2.10
Technology and Workflow - Any proposals to introduce more technology should be
accompanied by a skilled evaluation of how it will actually be used in the workplace.
Proposals should examine subjects like the human / machine interface and usability testing.
•

Technical Socialization. A “cultural” barrier that explains the reluctance of many
physicians to adopt IT solutions into their workflow. There was some initial hesitancy
early in the introduction of IT, primarily driven by lack of “user-friendly” software and
the language barrier between the IT professional and the healthcare provider. As systems
matured and the next generation of physicians embraced technology, this resistance
lessened.

•

Governance issues. Determining the most appropriate governance model and authority
to lead the initiative, whether it be an existing state agency or agencies, state legislatures,
public-private venture partnerships or a newly created entity.77

•

Design issues.
monitoring.

•

Security and Confidentiality issues: Setting access restrictions and other secure means
of data exchange before implemenation.

•

Technical issues. Either developing a system in-house or selecting an appropriate
system and vendor as well as incorporating necessary flexibility in keeping up with
advances in technology.

Developing common standards for system interoperability and

•

Data issues. Struggling with a lack of standards for data collection and format as well as
where and how to securely store data.

•

Funding issues. Funding the high up-front cost of updating infrastructure and
purchasing/implementing new technologies as well as identifying a stable source of
funding for the maintenance and improvement of the system.78

•

Liability issues. Any hospital that engages in the conversion process without careful
planning and evaluation of risk may face legal consequences. Mismanagement of an IT
project can lead to legal claims from various parties (investors or the state attorney
general, and from patients and vendors) depending on the hospital’s ownership model.79
Furthermore, the risk of patient harm increases with mismanagement of electronic
records.

Forces turning the tide
• Regulatory Demands. The Health Insurance Portability and Accountability Act of 1996
(HIPAA) mandated that the Department of Health and Human Services develop highlevel health information security and privacy standards to support the increased use of
electronic patient information. By mandating the use of security and standards, HIPAA
encourages interoperability.
• The Quality Movement. The Institute of Medicine’s report “To Err Is Human”
estimated that approximately 98,000 deaths are attributable to medical errors annually.
Though there is some controversy over this figure, even the most conservative estimates
attribute 44,000 deaths a year to preventable errors. Because of greater awareness from
the general public, there is tremendous pressure from forces outside of healthcare to
improve patient safety. The Leapfrog Group, a consortium of the nation’s largest
companies, intends to force healthcare suppliers to use its purchasing principles “to
activate consumers and recognize or reward hospital and other health care provider
efforts to improve patient safety.
• Technological Standardization. Standards such as Health Level 7 make it easier to
import its technology from hospital to hospital. Also, standards induce technology from
different vendors to interact.
• The Paperless Movement. A 2002 HIMSS survey of healthcare organizations ranging
from hospitals to small physician practices found that 32% of all respondents planned to
purchase electronic medical records within the next year.80 The push toward paperless
systems has occurred mostly in the outpatient setting because inpatient operations are
much more complex and require integration of more diverse information systems. The
paperless movement will take five to ten years to fully reach maturity.
• Wireless Movement. In parallel to the general explosion in usage of wireless
technology, the usage of PDAs by physicians in particular has increased exponentially.
According to a Harris Interactive survey, 10% of all physicians in 1999 used PDAs as an
integral part of their practice, and by 2001, that percentage had increased to 18%.81 A
survey of members of American College of Physicians-American Society of Internal
Medicine in November of 2001 revealed that almost 50% of U.S. internists used PDAs.82
Since 90% of all medical students have PDAs, many experts predict that more than 50%
of all physicians will use PDAs in some manner as part of their daily workflow by 2004.

2.6 PAST AND CURRENT EFFORTS TO ESTABLISH A
HEALTHCARE INFORMATION INFRASTRUCTURE
Several major national groups share the belief that interconnecting all healthcare entities through
an electronic network will improve the quality of patient care, and patient safety. Advances in
technology, and the current public interest in patient safety issues, are creating an environment
for a new era in healthcare. Leading the initiative are The Institute of Medicine and The
Leapfrog Group.

2.6A The Institute of Medicine
Background. The Institute of Medicine (IOM) is a component of The National Academy of
Science. The IOM works outside the framework of government to ensure independent guidance
to the government on matters of bio-medical science, medicine, and health. For years the
Institute has advocated for a national health information system.
In 1991 the IOM first presented its idea of a fully computerized, interconnected health delivery
system in their report, The Computer-Based Patient Record. But the report’s recommendation of
eliminating paper-based records within 10 years never materialized1. Although some
computerization occurred, it was mostly limited to business and financial operations, or
laboratory and results reporting. Computerized patient records were found in only a few
physicians’ offices and progressive institutions. The networking of patient records rarely
occurred.
In part to bolster the computerization of healthcare, in 2000 the IOM released another report, To
Err is Human: Building a Safer Health System. That report used information from the 1984
Harvard Medical Practice Study to bring attention to the significant number of preventable
medical errors that occur in the United States every year. The report called for an intense
national effort to address patient safety issues, and an increased use of information technology to
reduce medical errors2.
The Institute released their next report, Crossing the Quality Chasm: A New Health System for
the 21st Century, in 2001, which further explained the benefits of medical information
technology, and pushed for increased implementation3. The report outlined the potential benefit
in areas such as consumer health, clinical care, administrative and financial transactions, public
health, professional education, and research. It pointed to the increasing body of evidence that
various types of information technology applications lead to improvements in safety,
effectiveness, patient-centeredness, timeliness, efficiency, and equity in the delivery of
healthcare. The report called for a national commitment to develop a comprehensive health
information infrastructure, and outlined the steps required to make that happen.
In 2003 the IOM released their latest report, Patient Safety: Achieving a New Standard for Care,
in which the close relationship between information technology, quality of care, and patient
safety is described. The report again calls for a new health care delivery system that “both
prevents errors and learns from them when they occur. This requires, first, a commitment by all

stakeholders to a culture of safety, and, second, improved information systems.”4 The report
went on to state that “a national health information infrastructure is needed (1) to provide
immediate access to complete patient information and decision-support tools for clinicians and
their patients, and (2) to capture patient safety information as a byproduct of care and use this
information to design even safer delivery systems.”
In Patient Safety it was stressed that “it will not be enough for individual providers to make
independent decisions to invest in information technology, because patients often receive
services from any different providers, and in a variety of settings within and across communities.
Components of a national health information infrastructure include electronic health record
systems (EHR) with decision support, a secure platform for the exchange of patient information
across health care settings, and data standards to make that information understandable to all
users.”4
Results. Recommendations made by the IOM are leading movements on patient safety, quality
and performance measurement, and the increased use of information technology.

2.6 B The Leapfrog Group
Background. The Leapfrog Group is the other major group advocating for a national health
information system. Leapfrog is a consortium of over 140 public and private organizations that
purchase healthcare benefits, and currently represents almost 20% of the purchasing power for
private health insurance in the United States. Leapfrog was formed by several large employers
out of their concern over the increasing cost of providing healthcare benefits, and that providers
were not being held accountable for unacceptable cost increases, or poor medical care.
In 2000, Leapfrog initiated a national effort to financially reward providers willing to address
healthcare quality and patient safety concerns. The Group outlined three areas of potential
improvement: utilizing computerized physician order entry (CPOE) in hospitals; referring
patients with complex conditions to designated hospitals (volume-based hospital referrals); and
staffing intensive care units with intensivists. Leapfrog has now determined a fourth area of
needed improvement—making electronic health records (EHRs) standard for private physician
offices.
Their objective is to improve healthcare delivery, and address the “need for transparency” in the
healthcare system: the ability to easily and accurately evaluate provider and healthcare outcomes
for quality and cost efficiency. To accomplish this, an integrated, computerized healthcare
system is essential.
Results. Recommendations made by the Leapfrog Group have accelerated the movements on
patient safety, quality and performance measurement, and the increased use of information
technology.

2.6C Case Studies
The vision of creating a healthcare information infrastructure is also held by many others. A few
physicians, physician groups, healthcare entities, and international communities have already
established components of that infrastructure. Their pioneering steps have shown the advantages
and difficulties of putting a viable healthcare infrastructure together. While the challenges may
appear extensive, several initiatives have been successful in overcoming one of more of these
barriers and creating a secure platform for the exchange of patient data and the use of
information technology to improve patient safety practices. This section provides a review of
some of these initiatives, on a national, state, regional and individual hospital scale. The case
studies will document the functionalities each system offers as well as any evidence of their
impact on medical errors and cost savings.

National Initiatives
National initiatives span the spectrum between actual nation-wide integrated health
infrastructures, such as in the Veteran’s Health Administration, and initiatives to incentivize the
use of information technology to improve patient safety on a national scale. This spectrum is
represented in the cases below.
Veteran’s Health Administration
Background. Following a series of fatal errors that were reported at VA hospitals in 1997, the
VA established their National Center for Patient Safety (NCPS). The purpose of the NCPS was
to improve care systems through “processes that identify, prevent, and fix problems that result in
medical errors” within the facilities. Prior to this VA facilities used several different software
applications that were customized for local use. The creation of the NCPS resulted in the
decision to use an electronic health record system to synchronize the facilities and improve
coordination of care.83 Their Computerized Patient Record System (CPRS) has now been
implemented in all VA medical centers nationwide and at VA outpatient clinics, nursing homes,
and other sites of care. The safety and quality assurance measures the VA adopted have set new
standards for safety reporting, and includes both internal and multi-facility monitoring systems.
The system encompasses 163 medical centers, more than 850 ambulatory care and communitybased outpatient clinics, and 137 nursing homes, serving four million patients each year.84
Hardware and Applications. The VA’s extensive safety system is enabled through a networked
computer system—the Veterans Health Information Systems and Technology Architecture
(VistA). Client-server based VistA allows individual patient information to be easily accessible
in all VA hospitals throughout the country. Their Computerized Patient Record System (CPRS)
acts as an umbrella that integrates all clinical VistA data, provides clinicians a complete
electronic health record at the point of care, and supports patient care in both inpatient and
outpatient settings. Other applications integrated with VistA are pharmacy, radiology,
laboratory, dietetics, progress notes, discharge summary consults, problem lists, VistA imaging,
billing, and patient administration. Thus, through a single interface, providers can update
patients’ medical history, place medication or medical test orders, and review the results of tests

and prescriptions.85 By 1999, all 163 VA medical centers had begun implementing bar code
medication administration (BCMA) to validate and document medication administration,
specifically ensuring that the right patient is receiving the correct order, dose, through the correct
route and at the right time.86 Other patient safety systems implemented include CPOE and
pharmacy software incorporating automated adverse drug event monitoring, automated
medications packaging/dispersing systems, duplicate drug alerts, and automated medication
ordering, dispensing and administration using completely interfaced software.
Organization. Physicians, nurses and other providers are actively involved in defining
requirements and business rules, prioritizing enhancements and conducting end-user testing.
“Camp CPRS” brings together clinicians, clinical application coordinators, HIM professionals,
and software developers to communicate various needs and possible improvements to the
system.
Costs. The costs of preparing for the implementation of CPRS differed between the various
regions and institutions. Costs of implementation were $2.6 million at the Nashville VA. This
figure includes physical plant upgrades, hardware, FTEE and training costs, although some of
these costs are not completely assigned to CPRS.87
Data. Data is collected for clinical research, quality assurance, program planning and financial
management.
Evidence of success. Although the VA’s CPRS is a closed, proprietary system used within a
unique integrated system of care, their implementation of computerized, network systems show
that these systems are possible to develop and produce desired results in terms of patient care and
patient safety. For example, at the Martinsburg VA Medical center, medication errors dropped
24% after BCMA implementation.88
Kaiser Permanente (KP)
Background. Kaiser Permanente (KP) is a vertically integrated delivery system providing a vast
number of health care services under one umbrella. In 1999 KP decided to begin development of
a clinical information system to be implemented across its 80,000 caregivers and eight million
members nationwide.89 Previously, several regions had developed and implemented successful
computer-based patient records that were developed in-house or through an outside vendor. The
Northwest Region was particularly successful in implementing its integrated CPR system using
Epic Systems, Inc., the vendor selected for the enterprise-wide information infrastructure to be
implemented in 2006.
Northwest Region. The Northwest’s integrated CPR was embedded with several patient safety
functionalities, including real time pharmacy alerts and suggested medications, including drugallergy and drug-drug interaction monitoring.90
Enterprise-wide Applications. Kaiser will implement a full electronic medical records system
including physician order entry and clinical decision support functionality as well as scheduling
and billing software for all inpatient and outpatient settings. It also will implement a Web portal

enabling patients to create and maintain their own personal health pages containing official
medical records, appointment calendars and secure messaging capability with Kaiser personnel.

Recent Federal Legislative Initiatives
•In his radio address on January 25th, 2004 President Bush announced that, in his 2005 budget,
he would request up to $100 million for Information Technology in the healthcare system
comprising mainly of electronic health records. The aim is to reduce medical errors and save
healthcare dollars.91
• On January 13, 2004, Senator Hillary Rodham Clinton proposed legislation that would create a
national electronic medical records system and use other technologies to improve the quality of
care. The information technology infrastructure would allow health providers to share electronic
health records, research, prescriptions and other information in cooperation with privacy
standards.92
• On October 7, 2002, Senator Edward Kennedy introduced a bill that provides grants for health
care organizations to implement information technology applications, such as computer
physician order entry systems (CPOE), as part of an effort to create a voluntary medical error
reporting database. The bill, called the Patient Safety Improvement and Medical Injury
Reduction Act, differs from other medical error legislation currently before Congress because it
makes reports submitted to the database subject to legal discovery in some instances.93

State-wide Initiatives
There is a paucity of literature describing state-wide initiatives similar to the kind that the Florida
State Legislature intends to develop. Most state-wide data integration projects focus on the
integration of public health data between various state agencies. However, one frequently cited
patient safety initiative in the state of California is detailed below.
California Senate Bill 187594
Background. California Senate Bill 1875 was enacted in 2000 in response to increasing evidence
of mortality caused by medical errors. The law required all hospitals in the state to develop a
plan to eliminate or substantially reduce medication-related errors using technology shown to be
effective at reducing medication errors. The plans were submitted on January 1, 2002 for
implementation by 2005 (with the exemption of rural hospitals who could forgo the technology
requirement and hospitals who were in the process of implementing seismic upgrades). The
legislation required hospitals to organize a multi-disciplinary and accountable committee to lead
efforts on medication error reduction. Hospitals were also required to include effective
medication error reporting mechanisms and to establish baseline assessments and annual reviews
of the plan’s effectiveness.

Results. As of October 2003, 410 of 411 eligible hospitals had submitted plans to the Department
of Health Services. CPOE was the most common technology that hospitals proposed for
implementation, with almost half of California hospitals planning to deploy CPOE by 2005. The
second most common technology hospitals proposed to reduce medication errors was pharmacy
information systems. Most hospitals, however, proposed a multi-pronged use of technology tools
to reduce errors, with 45% planning to implement at least three tools. Other tools included in the
plans were Auto Dispense Units, Electronic Medication Administration Records, Lab
Information Access, Computer Tracking, Smart Pumps, BPOC, Online Drug Information, PDA,
Robotics, Order Imaging, Electronic Patient Education, and Digital Order Transmission.
Proactive methodologies to reduce errors included alerts from automated sources such as
pharmacy information systems. In addition to these technology strategies, many hospitals also
proposed non-technology strategies to reduce errors such as work-rest schedules, information
access, and cultural changes.
Lessons. Although still in the pre-implementation phase, the California legislation has effected
positive changes in patient safety throughout the state. The state’s mandate of hospitals’ use of
patient safety systems and information technology as a condition of licensure, combined with
other incentives coming from external sources such as JCAHO and the Leapfrog Group, resulted
in the successful development of sophisticated plans for the implementation of inpatient patient
safety systems across the state.
Public Health Data Integration Examples
MOHSAIC. The Missouri Department of Health and Senior Services (DHSS) Office of
Information Systems (OIS) has developed the Missouri Health Strategic Architectures and
Information Cooperative (MOHSAIC). MOHSAIC is the Department of Health’s effort to
create one integrated public health information system to document and address information of
interest to public health in Missouri. MOHSAIC was designed with the goal of integrating 67
different information systems that ran on different platforms and could not communicate with
one another. The surveillance component of MOHSAIC is the Missouri Health Surveillance
Information System (MOHSIS). MOHSIS provides a centralized and integrated database for the
entry, update, and retrieval of surveillance information about reportable conditions required
under law or of interest to public health. MOHSIS records immunizations, tracks medicine and
supply inventories, and handles appointment scheduling. Other applications survey patients with
specific conditions such as HIV or AIDS. This centralization and integration provides a flexible
system capable of modification for changes to case definitions, reportable diseases, local public
health agency needs, and other significant issues of public health concern. It provides one point,
therefore, where health care facilities and private physicians can access vital information and
statistics about patients to determine the best care practices.
Florida Medicaid Project
In a pilot project launched in June 2003, Florida Medicaid uses Personal Digital Assistant
(PDA) technology to allow physicians to securely view a 60-day prescription history of their
Medicaid patients. The program deployed 1000 PDAs to physicians using an e-security
company to ensure the secure connection and encryption of patient information. Physicians were
provided with the device, the drug information application and internet connectivity at no cost to
them. The PDAs are packaged with an electronic drug reference, enabling doctors not only to

see what medications a patient is taking, but also to get detailed information on potential
interactions, dosages, when the drugs should be taken and potential side effects.95

Recent Florida Legislative Initiatives
On January 28, 2004, Governor Bush and Lt. Governor Jennings proposed using technology to
promote the flow of information between doctors, hospitals and all other health care providers
while protecting patients’ confidentiality and privacy. As part of this proposal, the Governor calls
for the implementation of an electronic medical records system.96

Regional or Community-based e-Initiatives
Several integrated electronic patient safety systems have been developed on a regional or
community-based level. The projects described by the literature in this area tended to use closed
and proprietary systems. However, the types of systems, the hardware infrastructure, standards
used, and the data produced by these systems can contribute important knowledge to the
development of any integrated system. In the case that consistent information about cost savings
or impacts on patient safety is available, it is supplied below.
Indianapolis Network for Patient Care (INPC)
Background. The INPC, centered at the Regenstrief Institute, was built in order to prove the
potential of community-wide electronic patient records (CEPR) to enhance quality of care and
cost-containment. The INCPR is a city-wide system linking 31 sites controlled by five
institutions: three hospital emergency departments, fifty community pharmacies, ten clinics, four
HMO offices, and twelve homeless care sites in Indianapolis, Indiana.
Hardware infrastructure. The INPC is a wide-area network (WAN) to which most of the sites
will be linked via a private cable television system. The remaining sites will use T-1 links,
dedicated telephone lines, high-speed modems, and pcANYWHERE. The INPC has also been a
pioneer in developing messaging standards. Some of the message structure standards include
HL-7/ASTM-E-1238 for clinical observations, laboratory results, and ADT
(admission/discharge/transfer) information.
Software/Applications Components. The main component of the INPC is the Regenstrief
Medical Record System (RMRS), a physician-designed computerized medical record that acts as
a computerized data registry. Physicians and other health care providers enter information
gathered from physical examinations, diagnostic images, clinical laboratory tests and other
patient treatment data at terminals located at the point of care. RMRS then stores and monitors
trends in patient data; compares patient findings to medical treatment guidelines; and provides
warnings, reminders, and suggestions for alternative treatments.97
INPC also includes a clinician’s workstation comprised of a CPOE system that helps physicians
improve drug, test, and nursing orders. Physicians use the system to order all diagnostic tests,
write outpatient prescriptions, and access information resources and retrieve data. Among
several services provided by the workstation, clinicians can access e-mail, allergy list

maintenance and medical reference texts. They system alerts the clinician to a patient’s drug
allergies, drug interactions, and patient diagnoses that contraindicate certain drugs.
Data. Patient data is obtained from the clinical data repository mentioned above as well as from
two pharmacy chains that provide prescription records.
Santa Barbara County Care Data Exchange (SBCCDE)
Background. Founded in 1998, the SBCCDE brings together public and private stakeholders to
improve the quality and safety of health care by making inter- and intra-organizational patientspecific information more readily available at the point of care.98 The exchange is comprised of
ten health care organizations grouped into four alliances and governed by a central policymaking
body.
Technology and Functionality. While not yet implemented, the technical model of SBCCDE was
in the final phase of pilot testing in July 2003.99 The various participants are connected through
peer-to-peer file sharing and only need a Web browser and Internet connection to access clinical
information. The four primary components that comprise the technology base are the identity
correlation service (ICS), which correlates patient data against a master patient index; the clinical
information architecture (CIA), acting as an interface to extract data; the information locator
service (ILS); and the access control service (ACS). Through a Web-based interface, clinicians
and patients will be able to access a variety of information: patient demographics, medical
records, medical transcription, eligibility and referral information, and laboratory, radiology and
pharmacy data.
Evidence. SBCCDE, in its planning stages, demonstrates the feasibility of secure health data
exchange between public and private entities in a regional setting. The exchange offers various
community benefits, including the local control and management of data while allowing for
cross-county data sharing through low-cost infrastructure. SBCCDE has also shown that there
can be moderate to strong return on investment in information exchange.
New England Health EDI Network (NEHEN)100
Background. NEHEN is a Massachusetts-based network comprised of three health payers, eight
providers and one vendor. The goal of the network is to simplify and standardize electronic
transactions between payers and providers. Due to the absence of a centralized repository, the
network has also avoided patient privacy issues. Peer-to-peer secure networking rather than
direct connections to existing legacy systems alleviates participant concerns about HIPAA
compliance.
Functionality. NEHEN processes four online transactions including (1) online verification of
eligibility so providers can verify patient eligibility instantly and review information on covered
benefits and co-pays; (2) referral authorization including a “smart form” specific to the health
plan; (3) Claims Status Inquiry so that providers can directly retrieve claim details; and (4)
Claims Submission.

Evidence. Streamlining communication between providers and payers is expected to save
participants $66 million annually combined with benefits from quicker processing and improved
collection of claims information.

PeaceHealth
Background. PeaceHealth is a mid-sized, multi-state, non-profit integrated delivery system that
has implemented a technology strategy and infrastructure to support care delivery using highquality, real-time information for effective clinical, operational and financial decision-making.101
PeaceHealth owns and operates five acute care hospitals, one critical access hospital, and twentyfive outpatient clinics across three regions in Alaska, Oregon and Washington.
Applications. In 1994, PeaceHealth implemented a Community Health Record (CHR). The CHR
is a community-wide medical record available with appropriate security to all providers
associated with PeaceHealth, including those providers that provide care to PeaceHealth patients
but are outside the organization. The main components of the CHR are clinical transaction
systems, clinical analytical systems, practice management systems and the communications
infrastructure. The PeaceHealth intranet includes a range of clinical and operational applications:
quality improvement database, clinical quality indicators, adverse drug event reporting and
analysis system, disease management systems, and HR applications.
Hardware. Each site has an Ethernet LAN which connect to form metropolitan area networks
(MANs). The MANs connect desktop PCs and printers with a variety of host systems. The
communications infrastructure (WAN, LAN, intranet, and Internet) provides access to the
systems inside and outside the walls of the organization. There is an inpatient and outpatient
portion of the CPRS that feeds data to and retrieves data from a single repository. In order to
include physicians not directly in the Peace Health network, Peace Health offered, at their
expense, the technical infrastructure (up to the network port in the physician’s office) for
accessing the PeaceHealth network.

Individual Hospital Systems Initiatives
Latter Day Saints (LDS) Hospital
Background. LDS Hospital in Salt Lake City, Utah was the original site for the development of
the HELP Clinical Information Management System in 1967. The system is a large integrated
hospital database which collects patient data needed for clinical decision-making and
incorporates a medical knowledge base and inference logic to help the provider make
decisions.102
Applications. Using the HELP system, computer programs were written to allow for voluntary as
well as automated detection of adverse drug events. Signals of both voluntary and automated
potential ADEs included sudden medication stop orders, antidote ordering, and certain abnormal
laboratory values.103
Evidence. Through the use of the HELP System, the number of ADEs increased from nine
events reported by traditional manual methods to over 731 verified ADEs over the same period
of time.104 Other studies found a 70% reduction in errors associated with the overuse and misuse
of antibiotics.105

Florida Hospital
Background. Florida Hospital, a multi-site acute care hospital system, handles over one million
patient visits each year and successfully implemented Florida Hospital’s Clinician Access in
2001.106 Since then, paper forms have been completely eliminated, nurses’ overtime has been
reduced, patient care and patient safety has improved, and efficient compliance with regulatory
requirements has improved.
Organization. The IT planning structure at Florida Hospital is corporate-wide. The design
process included representatives from all of the end-user groups including clinicians. Some had
more experience than others so that they could adapt to the needs of both types of users.
Implementation. The timeline goal was to automate the patient documentation process across the
seven hospitals within 18 months. The project was divided into manageable components
according to priorities aimed at reducing medical errors and improving patient outcomes.
Florida Hospital-Winter Park was chosen as the beta site.
Software and applications. A wireless network connects the users to the system in Orlando and a
browser-based common user interface provides the system’s front-end. The system is accessed
through portable levitators throughout the hospitals in the nurse units, physician lounges, and
ancillary departments. The design of the system needed to seamlessly integrate the clinician’s
workflow and had to be intuitive to use.
Other Florida-based initiatives include the Mayo Clinic in Jacksonville which rolled out a
computerized patient record in 1995 that integrates data collection and decision making by
combining clinical, financial data, operational data, and scientific content. The Orlando Health
Care Systems, a group of eight not-for-profit hospitals, are also converting to an electronic
medical record including a handheld device that supports daily tasks.

2.6D Cross-Cutting Lessons in Best Practices
As evidenced by the case studies, many individual entities have been able to develop and
successfully implement patient safety systems including electronic medical records with CPOE
or clinical decision-making capabilities. The literature shows that, in many cases, through
implementing these systems these entities have been able to demonstrate improvements in
patient safety, workflow, cost-containment, and provider/provider and provider/patient
communication. However, successful private adoption of technology has generally not been
achieved in the public sector on a large scale due to barriers such as privacy concerns and lack of
data comparability standards.107 After such standards are adopted and privacy controls designed,
the State of Florida may then be able to implement the successful attributes of these smallerscale private systems. The section below describes cross-cutting themes in literature drawn from
best practices in IT implementation that will be useful to inform State activities.
Creating and Communicating a Vision. Many successful implementation sites credited their
formation of a patient-focused and technologically sound vision as a key to clinician and other
staff acceptance of implementing a new and potentially complicated system. Successful visions

incorporated the implementation of new technologies in the broader goal of improving quality of
care and becoming more technologically advanced.
Leadership and Executive Support. Obtaining constant executive support for the implementation
of patient safety systems was critical to the success of many institutions’ IT implementations.
Executives are especially able to communicate a vision to the entire organization and provide a
solid business rationale for its implementation.
Physician Involvement. The involvement of physicians at every step of the planning,
development, implementation and post-implementation stages was a key factor in determining
the success of implemented systems. During the planning process, physician participants were
able to make their needs clear so that the system could respond not only to the needs of the
information technology staff and programmers but also to the needs of the clinicians or other
end-users of the technology. Clinicians were also able to provide important input about
workflow and work station placement to ensure the highest use possible. Other personnel
involvement, such as nursing staff, pharmacy staff and information management staff is also
critical to ensure that workflow and technology needs of all the users and stakeholders are met.
Training. Virtual and other forms of training for both technical staff and clinical staff end-users
are extremely important to a smooth implementation. Several modes of help were available to
staff in the most successful cases including: help desks, knowledgeable nurses and IT staff,
educational screen savers, etc. Training is also critical to ensure proper use of the technology so
that it can reach its full error-reducing potential and so that the technology itself does not
produce errors.

Recommendation 2.12
Healthcare Professional Education – Ensure that medical school and continuing education
programs include training on the use of the internet and electronic aids, such as laptops and
handheld computers in medical offices and other health care settings to access evidence-based
medicine research findings.
Beta-testing or Demonstration sites. Before implementation, many of the sites tested out the
technology in either a single institution or certain department within an institution in order to
correct any issues before implementing the technology system-wide. Through this process, sites
were able to ensure usability, functional integration with all applications, and satisfactory
performance.
Integration and Leveraging Available Resources. Most of the successful cases used multiple
integrated IT applications that were interfaced with the various departments, laboratories or
pharmacies to which patient information needed to link. For example, an electronic medical
record was able to demonstrate particular evidence of its effectiveness in reducing errors when it
also included a provider order entry component and was interfaced with pharmacy applications
to streamline transcription.

Adoption of Standards. The adoption of standards for coding, naming and other aspects of data
collection facilitated the collection and comparing of data across organizations. Standards must
be developed for all forms of communication, including health data transaction formats (HL7).
Measurement and Demonstration of Impact. Determining baseline measures of medical errors
and other indicators prior to system implementation will allow for the collection of evidence
gauging the impact of the technology on patient safety and other efficiencies of care. The ability
to show positive results to end-users early on was critical to encourage acceptance and high rates
of use among providers.
The worst-case scenario in the implementation information technology systems can be viewed as
the retraction of those systems after implementation due to several factors. While there is limited
literature on this subject, a few review articles have documented the factors attributed to the
failure of these systems implementations. Some of these factors relate to the technology used,
the intended redesign of work practices, and redesign of the record format.108 In most cases, the
chosen system did not fit the documentation practices or workflow of clinicians. Other failures
resulted from insufficient communicaton and the lack of dedicated user involvement so that the
system developed was more cumbersome for users than expected.
While many patient safety systems have demonstrated potential in reducing medical and
medication errors, a main theme in the literature is that the implementation process, more than
the quality of the technology, ultimately determines the system’s success. Subtle inaccuracies of
the application design and the use of technology to target problems that are better solved by
behavioral change can result in inadequate performance.109 The organization and leadership of
the implementation process is of great importance in order for systems to achieve goals of a high
rate of physician usage in hospitals. For example, in January 2003, Cedars-Sinai Health System
in Los Angeles removed their recently installed CPOE system from use after nearly unanimous
protest from their medical staff.110 The rank-and-file staff complained that they were not
adequately involved in the decision-making and implementation process so that the system did
not represent their interests, making it less efficient and harder to use than a paper system.111

Recommendation 2.9
Technology Adoption – The legislature should create incentives for providers to adopt patient
safety technology and provide funding for Florida-based universities to validate the
effectiveness of such technologies through research and testing.

2.6E Conclusions: Strategies to Implement a Statewide Infrastructure
There are many gaps in the literature in terms of providing clear evidence of the potential of IT
systems to increase patient safety. While many studies indicate that IT systems have the

potential to produce efficiencies and eliminate human error inherent in paper-pased or traditional
manual methods, the costs of implementing such systems vary widely and some of these systems
still are prone to error. Most of the evaluations of IT system use in the literature concerned
systems that were already in use rather than evaluating the development or implementation of
those systems before or during the process. However, several steps are made clear by the
successes of past infrastructures:
!
!
!
!
!
!
!

Clear leadership and organization must be established.
An initial and continuing funding source must be accrued.
Several incentives, both financial and other, must be provided for the adoption of
technology.
A common patient safety vision and agenda must be shared by all parties involved.
Hospital executives and physicians must be involved in the planning and implementation
process from the beginning.
Interoperability and data standards must be determined and adopted by all.
Attention should be focused on studies that identify patient safety systems with the
clearest evidence of reducing medical errors and improving the process of care.

The next sections will discuss in greater detail how these strategies are being implemented on a
national and state-wide scale with an emphasis on how to maintain patient privacy and securely
exchange data among the various stakeholders involved in a statewide health information
infrastructure.

2.7 BLUEPRINT FOR THE DEVELOPMENT OF
A HEALTH INFORMATION INFRASTRUCTURE
Our review of the literature demonstrates substantial support from health and health care
stakeholders for improved systems to capture, store, exchange and analyze all manner of data on
stakeholder experiences with the health care delivery system.
Stakeholders from across the field have developed various visions of such an infrastructure with
differing emphases depending on their orientation and specific data needs. For example, public
health and planning officials are likely to emphasize the need for such systems to support
expeditious and comprehensive reporting of evidence regarding prevalence and incidence of
specific diagnoses and unusual symptoms as well as measures of health care access for
vulnerable populations. On the other hand, health care providers and payers are more likely to
emphasize the importance of using information technology to reduce the burden of increasingly
complex health care administration and payment systems and to help them navigate the
substantial and growing research and guideline information relevant to patient care decisions.
Finally, patients and publicly elected officials are likely to prioritize functionality that uses health
care data to foster improvements in patient safety and reduce medical errors.
In other sections of this report, we review the vision and implementation of specific elements of
health information infrastructure development at the level of individual institutions, provider
networks or communities. While each of the efforts described takes on a slightly different focus,
stakeholders tend to agree on the importance of an at least partially integrated system for

supporting health care decision making on a State or national level. In this section we summarize
and discuss conclusions recently published by the federal government and other stakeholders
relating a vision for an effective health data infrastructure on a State or national level.
We begin by outlining the rationale for a national health information infrastructure as described
in 2001 by the National Committee for Vital and Health Statistics (NCVHS), a committee of
health data experts convened by the United States Department of Health and Human Services
(US DHHS), and various reports on the performance and challenges facing the health care
delivery system published by the Institute of Medicine (IOM). We also describe the specific
elements of a national health information infrastructure as envisioned by those organizations.

2.7A Rationale for a National Health Information Infrastructure
In their report entitled Information for Health: A Strategy for Building the National Health
Information Infrastructure, the NCVHS argues strongly for the potential of an expanded health
information infrastructure to dramatically improve the ability of stakeholders to address nearly
every challenge facing the policy and practice of health care delivery and public health, from
reducing medical errors, to increasing the efficiency of health care administration, to improving
patient involvement in their own health care, to identifying/responding to emerging threats to a
population. The potential for expanded access to information as a means of broadly addressing
these challenges is likely to play an important role in achieving necessary buy-in from a diverse
set of stakeholders with somewhat divergent interests. We describe these challenges and their
relationship to an improved access to health data systems in greater detail below.
Improvements to administrative efficiency. As in other industries, health care stakeholders have
long identified information technology as a means to streamline administration. Health care
providers are particularly vulnerable to increases in administrative costs as many lack the
resources and expertise necessary to keep up with increasingly complex administrative processes
developed by health care payers and purchasers. Providers often cite frustration with tasks such
as consulting a relevant formulary prior to prescribing medications or internally monitoring the
cost of care for patients. The rapidly expanding development and marketing of practice
management software seeks to address these needs. The United States Congress has also
acknowledged the need for administrative simplification in health care delivery through the
Health Insurance Portability and Accountability Act of 1996 (HIPAA). There is still substantial
variation in the ability of individual providers to purchase and implement effective practice
management systems and achieve HIPAA’s vision for administrative simplification.
Reducing variation and cost in health care delivery. Investigators have demonstrated substantial,
unexplained variation in the management of similar health care conditions across institutions,
localities and regions. These differences in practice patterns almost always signal important
differences in the cost of care, suggesting opportunities for reducing the cost through
standardization of care. Ongoing activities in the areas of health care quality, outcomes and
effectiveness research, and guidelines development are addressing the issue of practice variation
gradually. However, these activities are necessarily slow and deliberative and would be
substantially benefited by expedited access to information on the relationship between practice
patterns, health outcomes and costs.

Reducing medical errors. While stakeholders have long acknowledged the presence of costly and
sometimes fatal errors in the delivery of health care, recent reports published by the IOM have
driven home the scope of this problem and focused public attention around efforts to improve
patient safety. In To Err is Human: Building a Safer Health System, the IOM reports that
anywhere from 44,000 to 98,000 people die each year as a result of medical errors in hospitals.
In addition to the loss of human lives, medical errors result in huge unnecessary costs to the
system, draining resources from areas that truly need it.
In Crossing the Quality Chasm: A New Health System for the 21st Century, the IOM states: “The
American health care delivery system is in need of fundamental change. Many patients, doctors,
nurses, and health care leaders are concerned that the care delivered is not, essentially, the care
we should receive … the higher frustration levels of both patients and clinicians have probably
never been higher. Yet the problems remain. Health care today harms too frequently and
routinely fails to deliver its potential benefits.” Stakeholders acknowledge that expanded
monitoring of practice and research facilitated by improved access to health care information is
an important, necessary part of addressing this national priority.
Improving access to public health data. Recent naturally occurring outbreaks of infectious
disease combined with the growing threat of bio-terrorism have emphasized the importance of
close monitoring of diagnoses and conditions that point to potential threats to population health.
Although the existing public health infrastructure in the United States addresses these needs by
requiring health care providers to report on specific findings that occur during patient evaluation
and care, compliance with reporting requirements is sporadic and mechanisms for reporting
generally inefficient.
As the scope of potential infectious agents and threats expand, efficient communication between
public health officials and health care providers will be essential in assuring timely detection of
and response to public health threats. Finally, comprehensive monitoring of incidence,
prevalence and impact of chronic illnesses such as diabetes, asthma and heart disease will help
public health officials and providers reduce the staggering social cost of these diseases.
Expanding access to health care. Extensive research on health care access has documented
important gaps in access for vulnerable populations in the United States. These populations
include the more than 40 million Americans who lack health insurance coverage as well rural
Americans who are often left to contend with severe provider shortages. Public officials
currently lack the resources to track health care utilization and health status among these
populations or even credibly estimate the numbers of uninsured individuals in a particular county
or local area. Increased access to data on vulnerable populations, who typically only access the
health care system through use of emergency rooms or safety net health centers, will inform
outreach and planning efforts to extend health care benefits and services to these individuals and
families.

2.7B Key Features of a National Heath Information Infrastructure
The NCVHS recommendations for establishment of a national health information infrastructure
(NHII) serve as an appropriate starting point for State or community-efforts in this area.
NCVHS focuses the concept of the NHII around three dimensions of functionality: personal
health, healthcare providers and population health.
Personal health. Unlike other industries where individual consumers are able to demand greater
quality and efficiency through purchasing decisions, in health care patients face a substantial
disadvantage relative to providers and other systems experts in their ability to detect differences
in quality or efficiency in the health care they receive. Furthermore, given that the dimensions of
provider choice and cost are informed largely through rules developed by intermediaries
(insurers or purchasers), individuals have less opportunity and incentive to demonstrate
preferences through traditional market mechanisms.
The NCVHS recognizes the importance of an infrastructure that addresses the needs of patients
as well as institutional stakeholders. For example, they advocate development of patient
accessible personal health records as an important aspect of any electronic health record effort.
In addition, they advocate improvements in monitoring and assessing the quality of data sources
that provider information on specific providers or processes of care including systems to evaluate
the quality of consumer information on health and health care available through the Internet.
Health care providers. In addition to patients, health care providers represent a critical
constituency whose needs must be addressed in any scheme to develop a health information
infrastructure. In addition to facilitating the administrative aspects of health care delivery as
outlined above, health care providers stand to benefit substantially from information-based
decision aids such as expedited development and distribution of clinical practice guidelines,
automated technologies for reducing errors related to allergies or drug to drug interactions and,
more broadly, establishment of computerized provider order entry systems.
Population health. Key actors in the population health dimension are administrative and elected
officials responsible for monitoring and protecting public health. As discussed above the
emerging needs and costs associated with infectious disease, chronic disease and expanding
access to health care for vulnerable populations.
These three dimensions are supported by the following cross-cutting elements, as defined by
NCVHS:
Values. The authors of the NCVHS report that an infrastructure will not have met its goals unless
“its benefits can be shared equally by all.” In addition to placing high value on “optimal health
and quality of life,” a high value is to be placed on items such as the power of the providerpatient relationship, privacy and control on the part of the patient over his or her information, and
ensuring that services are used in terms of fitness of purpose in order to avoid situations of
under- or over-utilization.

Practices and Relationships. Information sharing among healthcare stakeholders is crucial in
order to bring about the highest quality of care, and that information-sharing is a cornerstone of
building crucial relationships which benefit all stakeholders.
Laws and Regulations. Laws and Regulations “create a framework for the NHII” in that they “set
the ground rules” for conducting the business processes of healthcare. It is important to note,
given the current focus on HIPAA implementation, that laws and regulations govern much more
than security and privacy standards. This element provides the framework for other key activities
such as payments and public health reporting.
Privacy. Privacy is closely linked to the laws and regulations element, as privacy has become
highly controlled with the advent of the HIPAA regulations and greater concerns overall with
regards to privacy and electronic data (NCVS NHII Report).
Standards. According to the NCVHS report, “standards are the building blocks of effective
health information systems and are essential for efficient and effective public health and
healthcare delivery systems.” Standards also create a “foundation” for innovation. We interpret
this to mean that instead of viewing standards as a hindrance and a necessary constraint, policy
makers and implementers should view standards as enablers; the use of standards should make
energy available for innovation that would otherwise be spent at the nuts-and-bolts level of
exchanging data and ensuring hardware/software compatibility. HIPAA is strong motivator due
to the fact that the use of standards is mandated rather than an optional activity.
Technology and Systems Applications. NCVHS recognizes that the viability of NHII as a vision
rests with recent advances in technologies to capture, store, disseminate and analyze information.
Continued and expanded application of powerful technology and supporting shared access to
technical applications is a necessary condition for achieving the NHII.

2.7C Implications for the State of Florida
The success of the NHII rests on all the components of the NHII working together. Cooperation
will be dependent on each state creating a single entity that is empowered to unite all the diverse
forces of healthcare to work within the NHII. Without that entity, implementing the NHII at the
state level will be difficult. A Patient Safety Authority is one possibility as that entity.
In its 2003 report, Florida’s Governor’s Task Force suggests the establishment of a
comprehensive Patient Safety Authority as one of their 60 recommendations to solve the state’s
medical liability crisis. Recommendation 3 included that an electronic information infrastructure
be created under a Patient Safety Authority. 112
In Information for Health: A Strategy for Building the National Health Information
Infrastructure,113 the NCVHS lists the creation of an entity to coordinate the oversight of
healthcare quality, patient safety, outcome monitoring, and information technology, as the top
priority for state governments. Specific responsibilities suggested include:

•
•
•
•
•
•
•

Securing funds to develop health information capacities;
Reviewing state healthcare programs for consistency with the NHII;
Reviewing state laws to ensure consistency with the NHII;
Developing policies to ensure the security of health information;
Coordinating NHII-related activities of healthcare providers;
Fostering pilot projects; and
Providing information about NHII requirements.

Recommendation 2.1
Patient Safety Authority – Legislators should mandate the establishment of a state entity, the
Florida Patient Safety Authority (PSA), to coordinate and oversee the development of the health
information infrastructure. The authority will serve as a resource to guide providers as they make
computerization decisions, and to ensure that any systems purchased meet patient safety and
national standards.

2.7D Observations for the State of Florida
With the national and state perspectives in mind, we can begin to use data such as those gathered
from our literature and stakeholder interviews to inform the path that Florida might take to
advance the state information infrastructure. These are some preliminary observations based on
data collected to date:
Health Information Applications. Florida’s current vision of an infrastructure is very CPOEfocused. CPOE is a good vision but there are gains to be had in making progress on some better
understood and potentially easier to implement solutions. Some of the challenges inherent in
CPOE are:
!
!
!

CPOE require significant investment in infrastructure (# of workstations, mobile or
wireless devices, help desk, extensive networking and interfacing).
Roll-outs for CPOE can be 9-24 months, with 18 months of planning, which makes these
project high risk.
CPOE project costs can be with limited ability to realize early benefits.

Other automated patient safety systems, highlighted in our literature review, show demonstrable
good results in the area of patient safety, for example:
!

!
!

EHR studies show that EHRs integrated with modules such as pharmacy systems, prevent
many errors. EHRs are relatively well-understood and have an implementation history to
draw on relative to CPOE systems.
Clinical Decision support could also go a long way without a CPOE implementation
Bar-coding has demonstrated significant improvements. These project have short
implementation times (4-6 months) when compared to CPOE.

!

!

Pharmacy Information Systems (PIS) can be an important part of the overall solution.
They are more “back office” in that they seem to receive less attention relative to systems
such as CPOE and EHR, but they are essential.
Computerized adverse event monitoring systems should be considered an integral part.
Our literature review indicates that they are more effective and less expensive than other
efforts such as voluntary reporting and chart reviews. Implementation of this technology
in at least one institution (LDS) saw more than a 50-fold increase in the number of
trackable adverse events. Florida should be prepared for such an increase and should be
prepared to manage perceptions and opinions about this, both for the good of the public
and the healthcare provider community.

There are a number of other appropriate patient safety related applications that could deliver
value and may be considered as a lower priority, including smart cards and computerized drug
dispensing systems. These technologies seem to show, according to our literature review
findings, lower reward potential relative to EHR and other more “mainstream” technologies and
applications.
Our literature review suggests that alternate strategies to IT can be effective agents in terms of
increasing patient safety. Florida should not overlook these in their planning and subsequent
implementation of any technologies such as CPOE or EHR. These proven methods should be
used in conjunction with IT whenever possible so that the widest range of technology is in use
and is able to be complementary.
Management of Large Scale Implementations. Case studies suggest that large-scale
implementations are successful when there is a high degree of centralized control. We interpret
the case studies of the Veterans Administration, Kaiser Permanente and the Regenstrief to
suggest that this is the case. All of these organizations also have systems which are highly
finely-tuned to their organizations, especially in the case of Regenstrief and the VA. This is in
conflict with the trend, as evidenced by our stakeholder interviews, of decentralization and a
reliance on standards in order to provide the binding elements of the infrastructure. Kaiser used a
system created by a private sector vendor (Epic) while both the VA and Regenstrief built their
own systems.
Case studies and the overall literature review suggest that an infrastructure is not something that
happens without a lot of coordinated planning. Just because all of the stakeholder institutions
(hospitals, technology vendors, standards organizations) are pulling their weight does not mean
that all of the pieces will sum to something that is greater than their individual parts with out
significant implementation and policy effort.
The patient safety authority could own and communicate the overall “vision” for the
infrastructure, as well as provide leadership and executive support. There could be regional
subdivisions responsible for management at a regional level. They would be responsible for
managing demonstration or beta test efforts at the local level where, our research indicates, the
best chances for success lie.

Support at the Federal Level. Stakeholders cited problems dealing with staying in concert with
the federal government; this is especially problematic since the federal government has laid out
the basic building blocs for the NHII in the NCVHS report, but there is little actual
implementation. President Bush’s mention of computerized health records in his 2004 State of
the Union Address as well as two recent legislative initiatives sponsored by Senator Clinton of
New York and Senator Kennedy of Massachusetts signal movement in this area. Florida may be
able to anticipate more federal support and direction should these initiatives catch on, but they
will also be required to monitor these activities closely and reconcile any state goals or plans.

Recommendation 2.2
Advisory Council – An advisory council should be appointed to monitor federal developments
on national standards for an electronic infrastructure, recommendations for the protection of
patient privacy, costs analysis, and timelines for implementation. The advisory council should
provide guidance for the State of Florida on ways to cautiously lead in adopting patient safety
technology advances.

Funding and Leadership. Even though national efforts are not extensive in terms of broad
coverage, and there is little literature on state efforts, the literature that we do have suggests that
the types of programs that need to be put in place and the technology, applications, and overall
context needed to support them is possible with the correct mix of funding and leadership.
What seems to be lacking, in addition to the obvious barrier of funding, is a system of leadership
and management and decision-making that would enable an infrastructure to come to fruition in
Florida. The patient safety authority could be the beginnings of this. What is needed is a strong
management apparatus with authority to take current policy and past experience along with the
ability to motivate the right parties in the state to action. The current debate is more policyfocused, but there should be an equal effort applied to implementation of this policy. This is
likely a matter of timing, as any change in magnitude in public thinking is likely always
necessitated by a research and policy stage. What is needed is a call to action, which could be
spurred by targeted small-scale projects which go beyond demonstration projects in that they
meet a real need and produce real results in a real clinical setting.
Private/Public Involvement. Florida Hospital Association and Florida Medical Association
could be used generating physician (and other provider) involvement. These associations could
be the official voice of the physicians. If the state were to offer standardized applications or
application services, then the state could also create a state-based helpdesk or SWAT teams for
implementations, project management assistance, etc. Our research indicates that a big factor in
terms of project success is the success of the implementation.
Distrust of the IT marketplace could be mitigated by creating collaborative groups to get
economies of scale for purchasing and leverage for ongoing support. A consortium such as this
could also form its own training and implementation teams that could go from site to site if
required. Florida should consider supporting standards development organizations who are

developing supporting standards for health information infrastructures, such as the Continuity of
Care standard.

2.8 SECURITY AND CONFIDENTIALITY
IN INFORMATION INFRASTRUCTURES
2.8A Security and Confidentiality in Information Infrastructures
This section addresses the importance of security and confidentiality for the healthcare arena in
general, and specifically addresses implications for health information infrastructures. We begin
this section with a discussion on the importance of security and confidentiality Following this
discussion, we discuss the importance of security and confidentiality in a networked computing
environment. As HIPAA has largely shaped the universe of debate and conversation related to
security and privacy in the healthcare field, we use the building blocks of HIPAA as a foundation
for our discussion of key concepts and technical building blocks of implementing those concepts.
We end this section with a discussion of putting security and confidentiality into practice.
In compiling this section we reviewed discussion from a number of guidelines and white papers
related both to compliance with HIPAA security rules and broader issues related to health data
security. In particular discussion in this section was informed by a white paper entitled “The
future of HIPAA as policy, strategy and technology: a white paper” published by the IBM
Corporation; other HIPAA guidance published by PriceWaterhouseCoopers; summaries of
Robert Wood Johnson Foundation’s Health Key initiatives found on <http://www.healthkey.org>
and general guidance on data security and confidentiality available on <http://www.cert.org>.

2.8B The Importance of Security and Confidentiality
Safeguarding security and confidentiality is an important focus for any effort to develop an
electronic health data infrastructure that involves the collection, dissemination, and sharing of
personally identifiable healthcare data. Lapses in security compromise the confidentiality of the
most privately held information about individuals and can even prove fatal if the integrity (and
hence accuracy) of the data is affected by the lapse. Given these important consequences to
individuals if their confidential information is misused, and the legal safeguards in place to
prevent such misuse, lapses in confidentiality also have potentially negative ramifications in
terms of legal action or loss of reputation for actors in the healthcare provider dimension,
including individual providers in addition to organizations such as hospitals and health plans.
Taken to the level of an infrastructure (either at the national or state level), these ramifications
are magnified as the number of stakeholders is increased and more dependence is placed on the
infrastructure for the delivery of information to support healthcare activities. Despite the
importance of these risks, health information experts suggest that health care providers and other
sponsors of health data networks are not adequately equipped to appropriately secure networked
applications and data both because they lack appropriate standards (as defined by law or
practice) and access to expertise and resources.
Like actors in other industries, large health care providers and systems have long dealt with
issues of assuring data security. Before the advent of electronic systems for recording and

sharing information, safeguards such as secure storage and protocols for sharing records were in
place to protect the confidentiality of patient data. With the advent of electronic health records
systems and other information systems to support healthcare functions (including business
functions), increased focus on security and confidentiality came into play because it became
easier to disseminate larger volumes of information more quickly (for legitimate and illegitimate
purposes alike), and such dissemination could affect a far greater number of people (both
positively, in terms of greater and more timely access to information; and negatively, in the event
that the information is misused.)
Security and Confidentiality in a Networked Computing Environment
Advancing technologies in networking, especially those that made public networks such as the
Internet possible, create an environment where it is easier than ever before, given the requisite
amount of technical knowledge, to link computer systems for increased information sharing.
Networked computing environments are now a ubiquitous resource for improving productivity in
government, private sector and academia. As reliance on computer networks increases so to does
the scale of risk associated with breaches to the network that result in security and confidentiality
lapses – or even create the potential for such lapses to occur. Network breaches involve
unauthorized access to network resources such as data or software. They may be motivated by a
desire to inappropriately access confidential data, to destroy network resources or compromise
the ability of authorized users to use the network at all, such as is the case with denial of service
attacks.

2.8C Balancing Risks vs. Benefits
Interest and investments in health care data systems are justified largely by the potential for
improving access to community, regional or national data on health care costs and utilization for
public policy and planning purposes; for expediting notification of public health officials of
exceptional trends in diagnoses or symptoms; and for tracking the health and health care of
vulnerable populations. Indeed, this is the core of the interest in health information
infrastructures. Institutions and community based initiatives are moving aggressively to leverage
technology to address each of these needs. The potential benefits of pursuing these opportunities
are offset by the risk that the breach of systems to capture, maintain, track and distribute
electronic storage and dissemination of health data may leave individuals or groups vulnerable to
misuse of their most private data.

2.8D General Recommendations for Maintaining Information Systems
Security
Typically, organizations such as the CERT Coordinating Center (http://www.cert.org), SANS
(SysAdmin, Audit, Network, Security) Institute (http://www.sans.org), and the Internet Security
Alliance (http://www.isalliance.org/), provide good general guidance on security for data
network managers and overall organizational security. CERT is the organization which grew
from the Defense Advanced Research Projects Agency’s (DARPA) computer emergency
response team formed in November 1998. The CERT website references a set of set of practices
published by the Internet Security Alliance which are similar to other published general security

guidelines. We synthesize these practices below in order to offer set of high-level general
guidelines for the purpose of educating policy makers:114
•

General Management and Policy: It is important as a general management practice for
everyone in the organization to consider information security part of his or her job
responsibilities, and everyone in the organization needs to be made accountable. Other
important management functions, such as sponsorship and clear assignment of additional
responsibilities related to security must be made a priority. Policies must be developed
and deployed that meet security needs at the same time as business objectives are met.
Policies must be backed up by standards and training; training must explain
accountabilities. Risks and threats must be periodically evaluated and assessed. A
mitigation plan must follow from the evaluation.

•

Security Architecture and Design: A security architecture addressing all layers of security
(e.g., network, application, data) must be designed which takes into account the
organizations business objectives and policies. System and network management must
include access controls, software integrity checks (e.g., eradication of viruses, current
application of security patches), and backups. Authentication and authorization
mechanisms for on-site and remote users must be designed.

•

Monitoring and Auditing: Appropriate monitoring and auditing procedures must be put
into place which include the ability to respond to network events and conditions. These
procedures should include the regular use of system and network monitoring tools along
with analysis tools to interpret the results.

•

Physical Security: Physical access controls such as badges, biometric devices, or keys
must also be deployed where required. Access to critical hardware assets such as servers
must be controlled.

•

Continuity Planning and Disaster Recovery: An organization should develop plans that
allow the functions of the business to continue in the event of a disaster; these plans
should be periodically tested to ensure that they work effectively.

Given the ubiquity of networked computing environments and their attendant risks with respects
to personal health information, a climate was created in which these issues had to be addressed
on a large scale in order to meet the needs of the healthcare industry and its consumers. These
issues are addressed by HIPAA, and the framework of the HIPAA regulations offers the best
foundation for discussing the related issues and solutions as it has revolutionized the shape of the
healthcare security and confidentiality conversation.

2.8E The Role of HIPAA in Defining Health Data Security and Confidentiality
In 1996, Title I of the Health Insurance Portability and Accountability Act of 1996 (HIPAA)
became law. HIPAA was primarily designed to protect health insurance coverage for workers
and their families when they change or lose their jobs. In addition to legislating in support of this
goal, HIPAA sought to increase efficiency of health care delivery by directing the U.S.
Department of Health and Human Services to develop a set of rules around “Administrative
Simplifications” these rules would apply to health care providers and their administrative
partners who collect, receive or share health data for the purposes of health care delivery,

administration of benefits or health care payments. The rules would mandate standards for health
care transactions and assuring the privacy and security of health data with the goal of
streamlining and reducing the cost of health care administration.
Although aspects of data security for networked applications has been well developed by
systems experts for many years, rules established under HIPAA remain the focus of most health
care provider and network attempts to secure the health data for which they are responsible and
protect the confidentiality of their patients. HIPAA requirements with respect to the management
of protected health information (PHI), defined by the rules as “individually identifiable health
information transmitted or maintained in any form, oral, written or electronic”, define a specific
set of concepts related to security and privacy and provide guidance on how to address each
concept. For assuring privacy, these concepts include confidentiality, data integrity and
availability. Each of these concepts is elaborated below.
Key Concepts of HIPAA
• Confidentiality. At the heart of HIPAA security and privacy rules is a mandate that every
precaution be taken to assure no inappropriate (as defined by HIPAA) disclosure of PHI
occurs.. Two approaches are outlined for assuring confidentiality of PHI. The first, basic
approach involves extremely tight monitoring of health data and close tracking and
management of processes used to share or exchange these data. This approach ranges from
physical safeguards to prevent unauthorized individuals from entering spaces where they have
access to PHI to the use of password protected workstations. To protect confidentiality of data
exchanged over public or semipublic networks, rules suggest the use of encryption or similar
technology as a means of monitoring and controlling the exchange. A second approach to
protecting confidentiality during the exchange of PHI involves de-identification of data by
removing sufficient information to reduce the risk that a breach to a secure data transfer will
reveal the identity of specific patients. Once de-identified, data can be transferred with a
looser approach to tracking and controlling the exchange.
• Integrity. HIPAA also seeks to protect patients from inappropriate or unauthorized
modification of their PHI by requiring covered entities to institute processes independent of
the primary system used to store and maintain PHI. For example, covered entities must be
able to corroborate data stored and reported in their electronic health data systems by
maintaining external proof of validity through mechanisms such as checksums, cyclic
redundancy checks or double keying. The key element of each of these processes is
automated, independent coding of key data elements at two separate points in time to ensure
data is not modified in an unauthorized manner.
• Availability. Given the value of patient level data relevant to health care delivery, HIPAA
requires covered entities to place high priority on assuring access to data by authorized,
authenticated individuals including physicians and other health care providers. An important
component of prioritizing availability is development of contingencies that assure the
availability of data even during rare, but predictable events such as power failures.

HIPAA Technical Measures For Meeting The Key HIPPA Concepts
In addition to identifying and specifying general approaches to protect the privacy of PHI,
HIPAA rules also require the implementation of technical measures related to maintaining
security of electronic health data maintained by providers or health care networks. These
measures are designed to address each of the security concepts outlined below.
• Authentication. Authentication refers to design elements that prevent unauthorized users to
access PHI. Under HIPAA authentication requirements, access to all electronic health data
systems must be granted based prospective users providing data on their identity and the
verification of that data against data stored in the system on authorized users. Depending
on the technology available verification can occur through use of biometric data, a
computer readable verification card or key or through use of controlled passwords. Misuse
of verification information can be blocked by removing access from terminals that have
been left idle for a period of time following authentication.
• Authorization. HIPAA rules require system design that provides limited access to data
even by authenticated users depending on rules regarding authorization. For example, staff
who works on administrative matters would not be authorized to clinical data. Quality
assurance staff would likely have access only to aggregate data describing health care
utilization and outcomes or de-identified data on encounters rather than patient level PHI.
Access to patient level clinical data may be restricted under this model to only direct care
providers.
• Secure Transfer and Encryption. Under HIPAA transfer of electronic PHI requires close
tracking of data on the part of both senders (perhaps health care providers) and recipients
(e.g., payers, public health officials or other providers). While normal system
authentication and authorization procedures may be used under HIPAA for transfer of data
across a secure connection (e.g., a LAN or WAN). For open transfer of data (e.g., via the
Internet) sender and user systems must be equipped with technology that allows transfer of
data in an encrypted fashion using the Public Key Infrastructure.

2.8F Recommendations for Maintaining Security and Patient Confidentiality
in Practice in Healthcare Environments
HIPAA provides the standards and technology guidance framework, as well as the regulatory
power, for ensuring the confidentiality and security of personal health information. HIPAA does
not eliminate risks as much as it lays the ground rules for the mitigation of those risks. Health
data system experts point out substantial ambiguity regarding the specificity of HIPAA
requirements and the extent to which the government will enforce these rules. Managers of
health data systems are left with options regarding which components to focus efforts and how to
maximize patient protections and minimize liability. While many existing systems provide
documentation of procedures and tools used to ensure confidentiality, there has been little
coordination of information or research documenting strategies or tools that are more or less
effective. The Department of Human Services Agency for Healthcare Planning and Evaluation
(ASPE) provides recommendations in an excellent inventory of requirements, which are mapped
to specific implementations to meet requirements and the standards to be used in the
implementation. We reproduce their inventory in the list below, adding explanation to each list

item, and we refer readers to the document itself for the complete list of implementations and
mappings to published industry standards. ASPE categorizes the requirements into
Administrative Procedures, Physical Safeguards, Technical Security Services, and Electronic
Signatures. Some requirements in the list, such as training, are referenced multiple times because
they appropriately span categories.
•

Administrative Procedures to Guard Data Integrity, Confidentiality, and Availability115
o Certification: This is a broad recommendation that organizations be able to certify
that they are following broad guidelines for computer security as published by the
National Institute of Standards and Technology.
o Chain of Trust Partner Agreement: Refers to the need to ensure that partners (e.g.,
parties with whom data is shared) are following the appropriate guidelines.
o Contingency Plan: Ensures that business operations would be able to continue in
the event of a failure that would render data unavailable or sacrifice its integrity.
This includes items such as data backup plans and disaster recovery plans.
o Formal Mechanism For Processing Records: Ensures that records are processed in
accordance with the organization’s policies.
o Information Access Control: Ensures that only the correct users have access to
information; includes establishing authorizing access, establishing access, and
modifying access (should this be required).
o Internal Audit: Internal audits ensure that all procedures are in place and are being
followed.
o Personnel Security: Ensures that all personnel are following security policies;
includes the supervision of maintenance personnel by authorized and
knowledgeable persons.
o Security Configuration Management: Configuration management refers to the
appropriate configuration of hardware and software to ensure that it meets
security needs. This includes virus checking and the installation of security
patches.
o Security Incident Procedures: Ensures that should a security incident occur that
proper procedures are in place to mitigate the risk of the incident and contain the
incident.
o Security Management Processes: Refers to the ability to manage all aspects of
security, including responding to security incidents and conducting risks analyses
and risk response procedures.
o Termination Procedures: Ensures that terminated employees no longer have
access to information systems and protected physical areas such as server rooms.
o Training: Ensures that all organization users are trained according to security
policies, responsibilities, and procedures.

•

Physical Safeguards to Guard Data Integrity, Confidentiality, and Availability
o Assigned Security Responsibility: Ensures that responsibility is assigned for
maintaining physical safeguards, such as the safeguards listed below.
o Media Controls: Ensures that media (e.g., tapes, disk drives) is properly
controlled, including tracking mechanisms (to ensure accountability for media)
and disposal procedures.
o Physical Access Controls: Ensures that access to physical spaces (and the
equipment in them) is controlled. Includes a facility security plan.
o Policy / Guideline on Workstation Use: Ensures that secure workstations are not
compromised due to lack of policy or guidelines.
o Secure Workstation Location: Ensures that secure workstations are physically
located in such a way to minimize security risks.
o Security Awareness Training: Along with other training recommendations,
ensures that all employees are aware of the importance of security.

•

Technical Security Services to Guard Data Integrity, Confidentiality, and Availability
o Access Control: Ensures that only the correct users have access to information.
Can be implemented with context-based access, role-based access, or user-based
access. Must also include a procedure for emergency access.
o Audit Controls: Audit controls allow an organization to keep a history of what
information was accessed, who accessed it, and when.
o Authorization Controls: Authorization is the approval, permission, or
empowerment for someone or something to do something. Controls must be in
place so that incorrect authorization for access is not made.
o Data Authentication: Ensures that data can be authenticated.
o Entity Authentication: Ensures that users are authenticated to be authorized users;
this can be accomplished with mechanisms such as passwords or PINs, or by
more elaborate mechanisms such as telephone callbacks and biometric devices.
o Communications / Network Controls: Additional controls of the same variety as
referenced elsewhere in these recommendations, only specifically applying to
networks. Includes access controls to networked resources, encryption, and

•

Electronic Signature
o Digital Signature: Uses Public / Private key technology to encrypt data. Enables
the receiver to be assured of the identify of the sender ensures that data cannot be
changed without changes being detected.

In the paragraphs below we outline several ongoing efforts to manage security issues for ongoing
health data systems as well as some efforts to evaluate different health models to elucidate best
practices.

2.8G Security Lessons from the National Health Key Collaborative.
Citing the lack of sophisticated systems for sharing electronic health data and the growing
demand for establishing these systems, the Robert Wood Johnson Foundation (RWJF) launched
the HealthKey program in 1999. This $2.5 million dollar program is designed to initiate and
support state-based initiatives to establish regular, secure transmission of health data for public
health or health care administrative purposes. Project sites located in Massachusetts, North
Carolina, Minnesota, Utah and Washington State each received a one-year planning grant to
develop of community-based models for establishment of a national health information
infrastructure. Sites were encouraged to take work on one aspect of health data exchange rather
than attempting to design and implement a comprehensive solution.
For example, the Massachusetts Health Data Consortium used grant funding to address issues of
secure email exchange containing patient specific data. While costs of implementing PKI for
secure email exchange (where each individual receiver, must be identified and authenticated)
were considered prohibitive for individual provider and payer organizations, the consortium was
able to identify vendors who offered options to leverage efficiencies for instituting encryption on
an organizational, rather than individual level. The consortium was then able to convene vendors
to ensure interoperability of this encryption approach across each product. Similar issues of
interoperability of proprietary products for secure emailing were addressed by key collaborative
sites Minnesota and North Carolina. Other sites have addressed targeted public health needs such
as maintaining community level immunization registries and developing secure systems for
communicable disease reports.
RWJF sites several lessons learned form the experience of Health Key consortia. Importantly,
the emphasize that while attempts to solve all health data exchange issues using a single
approach across all stakeholders and functions is not feasible, on a there are viable options for
setting up secure exchange of health data for specific purposes. Also, the experience of sites
suggests that the success of any system for secure exchange of health data relies, first on
individual health care organizations developing their own assessment of needs and viable
solutions and then working together via consortia to maximize interoperability of their preferred
solutions. This approach ensures secure health data exchange initiatives can be sustained over a
period of time because of their focus on the business needs of individual health care
stakeholders. Experience from the sites demonstrates that interoperability issues are solvable on
a community/consortium level.

2.8H Issues with secure exchange of electronic health record data
Although the literature does describe several currently operational electronic health records that
are used by individual health care providers or provider networks, we were not able to find
examples where stakeholders use electronic health data to monitor and improve patient safety on
a community or State level. Electronic health record programs such as those used by Regenstrief
Institute for Health Care at Indiana University Medical Center and the United States Veterans
Administration may contribute to assessments of patient safety on an institutional or community
level. We found no publicly available documentation on how or whether these programs share
data relevant to patient safety to outside stakeholders. While HIPAA provides an outline for
design requirements of such a system, with out the experience of implementation it is advisable,

from a security perspective, that initiatives to share patient safety relevant data across
communities or States (e.g., using the Internet) proceed only after having considered the issues
above. Items for consideration for implementers and policy-makers include the following:
• Help each stakeholder identify business case for electronic health records and attendant
security strategy, don’t target a “one size fits all” solution
• Assure compliance with theory behind HIPAA
• Maintain open communication regarding security issues with patients, help each
stakeholder customize a strategy on this for their own patient population
• Conduct meaningful risk analysis to estimate the cost associated with breach scenarios on a
stakeholder and State-wide level
• Do not be discouraged by the difficulty of maintaining data security. Each stakeholder has
a strong business incentive for addressing security on their own, build on each stakeholders
strategy
• Do not try to do too much too fast. Identify opportunities for relatively low risk data
sharing to allow for extended process testing.

2.9 STATE GOVERNMENT AND
THE HEALTH INFORMATION INFRASTRUCTURE
While the NCVHS lays out a high level vision for a national health information infrastructure
and a general process for achieving this goal, Federal government officials point out that they are
not in a position to comprehensively direct or mandate the full NHII vision. Instead, NCVHS
discusses the federal role as providing active support in larger scale health data-related efforts
such as conducting national surveys of health care utilization and costs or helping coordinate and
enforce the development of appropriate standards, and, perhaps more importantly, in creating
opportunities for a broad set of public and private stakeholders to contribute to this vision in a
manner consistent with their own existing interests and missions.
State governments represent an important example of a non-federal stakeholder who must play a
critical role in working towards the NHII vision. In particular, State governments are in a better
position to work with individual providers in their State towards successful development and
implementation of health information technologies to support both the efficiency and quality
improvement goals at the organizational level as well as broader issues of public health and
patient safety. Also, because State governments are responsible for important aspects of payment
and administration of public health insurance programs such as Medicaid and SCHIP as well as
for addressing the specific health needs of low income or other vulnerable populations in their
State, they have a substantial, fiscal and policy interest in promoting quality of care and
efficiency in safety net health care settings. Finally, because some States are involved with active
health care resource planning, through use of Certificate of Need (CON) for example, they may
have more leverage than the federal government in setting expectations regarding use of
information systems at the provider level.

This section explores the role of the state governments and the innovative ways that states are
making progress in advancing the information infrastructure. These advances have been made
by leveraging newer technologies such as internet, data standards, and computerization of health
records to promote communications and reduce redundancies and in fostering better
communication and coordination across the health care delivery system to address continuity of
care, improving access to health care and tracking health care utilization for vulnerable
populations.
The observations are primarily based on the Health Information Systems and the Role of State
Government by Daniel N. Mendelson and Eileen M. Salinsky. We note that many of the
initiatives that are the basis of this discussion had been developed and implemented well prior to
NCVHS’ release of its vision with regards to an NHII and before the issuance of IOM’s
important findings on the scope of problems related to medical errors and patient safety and the
potential for health information technology to help. Still, wherever possible, we highlight
similarities between what is known from the literature on State initiatives and the specific focus
of the current project on provider-based information systems integrated on a community and
State level to address issues related to patient safety. In particular, conclude with conclusions
based on the literature search and key stakeholder interviews specific to the State of Florida.

2.9A The role of state governments.
It has become increasingly evident that information plays an important role in patient safety and
quality health care. As illustrated throughout this report, the lack of useful, relevant information
at the patient, provider and public level is seriously cramping states’ ability to support medical
and health care decisions that have plagued all stakeholders.
State governments have made progress at various levels to exploit the advances in emerging
information technologies with the aim of improving health and increasing system efficiency.
Their focus has been primarily to:
•
•
•
•

Improve traditional public health programs
Oversee providers
Simplify administrative procedures
Validate state purchasing decisions

In one of the few existing articles on this subject, Daniel N. Mendelson and Eileen Miller
Salinsky, have developed a taxonomy to describe the range of state efforts in information
technology. We summarize this taxonomy below.
!

Executive Information Systems (EIS). Executive Information Systems focus on
integrating the myriad sources of data that exist across state health care systems to
address data reporting and analysis needs associated with tracking public health and
identifying opportunities to improve health care quality. Updated information systems,
electronic communication tools, and specially designed software have streamlined the
dissemination of health information and enhanced analytic flexibility in many states.

Depending on data sources captured these systems may address information needs on the
provider and population health dimensions as referenced by the NCVHS. For example,
Georgia’s Division of Public health created an Executive Health Information System
(EHIS) to display current health information on the desktops of public health officials
and, eventually, private health practitioners.
Through an easy-access internet based interface, users can review trends in notifiable
diseases, chronic diseases, vital statistics, immunization audits, and other health-related
data maintained at the country, district and state level. California’s Medicaid program has
developed a management information system that contains all fee-for-service and
managed care claims and encounters. The database is expected to assist in setting
appropriate rates, profiling providers and beneficiaries, assessing patterns of treatment
and tracking health care outcomes and costs. Other states like. Maryland have built
analytic capacity by replicating Medicaid data in a relational format for easy access.
!

Disseminating Public Information. The NHII places substantial importance on the issue
of increasing the customization and quality of information available to health care
consumers. Some states address this issue by supporting programs that actively distribute
public health data such as hospital discharge databases, vital statistics, and communicable
disease records. For example, the Pennsylvania Health case Cost Containment Council
maintains a database that includes basic claims information from two million hospital
discharges, payment data from payers, admission severity and outcomes data collected
from hospitals, and small-area analysis data. The data is provided to the public in
aggregate form in the form of report cards and outcomes studies.

!

Safety Net Coordination. States have identified the need for more efficient management
tools, and many have sought to improve telecommunications infrastructures with funding
from the Network for Public Health Office. For example, the Illinois Depart of Public
Health began development of the Cornerstone system to help local health departments
and community providers increase the efficiency with which they provided maternal and
child health services by coordinating local client service delivery. This system integrates
client records across programs, allowing providers desktop access to a comprehensive
client record.

!

Facilitating Health Transactions. Several State’s have also addressed the need to
facilitate health transactions (including implementation of HIPPA) to improve
administrative efficiency. For example, the Minnesota Health Data Institute, formed as a
public/private partnership, operates MedNet, a shared, secured nonproprietary
information frame relay network, through which providers, payers, employers,
policymakers, consumers and others can communicate with each other electronically.
Other states have sought to encourage efficiencies by requiring insurers and health plans
to rely on electronic communications. Maryland requires each provider and payer in the
state to link with at least one certified electronic claims remittance, eligibility referrals,
reimbursement advice and cross compatibility.

!

Supporting Telemedicine Services. Telemedicine networks communicate medical images
and other information for health care consultation, diagnosis, and education. Some basic

telemedicine services visualized by states – including remote consultations, continuing
medical education, video conferences, and remote monitoring of vital signs – can be
provided at reasonable cost, using existing telephone lines. These services are best used
for the provision of health care services to rural and underserved areas, and a few states
have initiated experimentation or funded the development of facilities.
Some successful implementations programs that are introducing basic telemedicine to rural areas
have been multi-state efforts involving multiple funding partners. Colorado, Kansas, and
Nebraska have implemented a three-state telemedicine network to connect ten rural/frontier
facilities and provide them with interactive videoconferencing, internet capabilities and e-mail
access.
Some rural hospitals may view state efforts as interfering with their proprietary interests, since
they see these as efforts to attract rural patients. An alternative to developing these systems is for
states to focus on developing standards or mandating payment for use of telemedicine efforts.

2.9B Challenges associated with State-based health data infrastructures
In the following paragraphs we outline issues identified by Mendelson and Salinksy as important
challenges to the establishment of health based data networks.
!

Governance. Multiple governance structures are available for states while considering
new projects. Efforts may be governed by single agencies, cross-agency collaborations,
state legislatures, or partnerships between the public and private sectors. Single agencies
typically lead efforts to develop electronic systems to assist specific public health
functions. The challenge faced by single agencies is that data initiatives never reside in a
single agency. Single agencies often have problems leading the private sector without
government consensus and direct support from the governor. Additionally, state
government is often constrained in assessing user fees and other charges which preclude
certain types of payments to government agencies. Therefore, while a single agency can
often successfully service its own prescribed needs, this is typically not an appropriate
platform for creation of community wide services.
Cross-agency collaboration usually implies creation of an organizational structure that
includes a number of states and is centered around a chief information officer, who is
charged with information technology integration. This model brings together
constituencies within state government, yet few systems are created this way. This
governance structure seems to serve best in developing technical infrastructures rather
than implementing systems focused on delivering health care.
State legislature model assigns responsibility to a commission with the authority of the
state legislature and a mandate to reduce state health care costs and improve quality.
Some of these commissions have proved successful in bringing systems on-line
particularly when they have strong support from influential elected politicians.
Public/private partnerships have been created in a number of states, particularly for
transactional systems supported by private sector interests. A primary advantage is that

these partnerships can typically operate more independently than a government agency.
!

Management Structure. A strong management structure is necessary to run the system.
This requires senior leadership, technical expertise, and the ability to interface with a
variety of constituencies. Some of the issues states face include restrictions on salary,
organizational complexity of state government, and the need for both political and
technical leadership. Management can also be facilitated by transitioning toward the
private sector.

!

Funding. Funding can come from a number of sources. These include state funds,
department of health funds, federal grants and private foundation grants. Many states
prefer to leverage multiple sources of funding.

!

Confidentiality and Security. Confidentiality of personal records and security of data is
critical. Different levels of access need to be set and systems secured using standard
procedures/technologies. A more detailed discussion of confidentiality and security
practices is provided elsewhere in this report.

2.9C Guiding Principles
This section highlights general principles that can assist state governments as they implement
changes to their health information systems.
• Broad Public/Private Participation: There is need for strong champions to motivate public
and private interests.
• Flexibility and Evolution: Technical infrastructures should be designed to accommodate
evolution of technologies.
• Need for State Organization: state governments need to be organized to participate with a
unified voice.
• Demand for Administrative Services: Savings may provide partial funding for new
communications systems, but reductions in total health spending cannot be guaranteed.
• Use of Existing Resources: Focus should be on maximizing use of existing databases,
computer networks, skills and other resources.
• Leverage of Non-state Resources: Collaborate with federal government, foundations,
hospital systems and communication companies.
• Public/Private Governance: Partnerships may help to overcome the limitations of pure
public and pure private governance.
• Competition with the Private Sector: Leverage private sector networks wherever possible.
• Accessibility of Communication Platforms: Provide communications to the greatest
possible number of users.
• Staff/User Training: Training is particularly important and should be emphasized.
• Security and Confidentiality: Data should be encrypted and applications should use
passwords and other access restrictions for security.
• Focused and Realistic Goals and Objectives: Initiatives should be pursued with a clear
purpose in mind and an eye towards feasibility.
• Technology Standards: Communications solutions should adopt widely accepted technical
standards.

2.10 STAKEHOLDER PERSPECTIVES ON NATIONAL AND STATE
HEALTH INFORMATION INFRASTRUCTURES
This section contains a synthesis of the information learned from interviewing key stakeholders
at the national and state level on issues related to the development of national and state health
information infrastructures. Our rational for conducting stakeholder interviews was two-fold: the
stakeholders provided expertise that informed our research and conclusions, and they also
provided input into the survey questions. Table 2 identifies and categorizes the stakeholders we
spoke with in terms of the type of organization they represent. We interviewed stakeholders via
telephone using a semi-structured interview protocol composed largely of open-ended questions
in order to generate the most information possible. After preparing a write-up of each interview,
we performed content analysis on the entire interview to identify common themes and responses.
These are summarized below. Neither individual stakeholders nor their organizations are
identified in order to protect confidentiality, and all quotations have been paraphrased. Our
interview protocol is presented in Appendix B.
Table 2. Stakeholder Categories
Governmental
Organization
Executive Office
of the Governor
of Florida
State of Florida
Agency for
Health Care
Administration
Florida
Department of
Health
Agency for
Healthcare
Research and
Quality (AHRQ)
Florida Hospital
Association
Florida Medical
Association
American
Medical
Association
American
Academy of
Family
Physicians
The Leapfrog
Group

State Healthcare
Provider
Membership
Organizations

National Provider
Membership
Organizations

Patient Safety
Advocacy Groups

_

_

_

_
_
_
_

_
_

2.10A Efficiency and its Relationship to Patient Safety and Quality of Care
Provider inefficiency is seen as a hindrance to patient safety and quality. Respondents indicated
that a lack of up-to-date information resources to use in providers’ practices was a key source of
inefficiencies. To the extent that information systems can be leveraged to deliver up-to-date
information in a timely fashion, IT has the potential to bring about greater efficiency. However,
before this efficiency can be realized, certain barriers must be overcome. One key barrier
discussed (addressed later in this section) was lack of integration: potential time savings have
often not been realized at the organizational level because patient records and disease
management are not integrated with practice management and billing. The user-friendliness of
the system was also cited as a hindrance to acceptability at the provider level: as one respondent
noted, “If it’s faster to write it down on paper, it won’t work.” A key point to efficiency is that,
according to one stakeholder, the healthcare delivery system has become more focused on
providing care for chronic conditions. The nature of caring for chronically ill patients often
involves the use of more prescription drugs; the lack of efficient systems around prescribed
medications (combined with a lack of continuity of care) is frequently the cause of medical
errors which cause adverse drug events. An information infrastructure that promoted quality,
safety, and efficiency in practices would result in far fewer adverse drug events. Overall, there is
a need for greater understanding as to how quality, safety, and efficiency factors interact with
each other.

2.10B Information Technology Marketplace Drivers
Market forces in the IT vendor landscape also play a significant role in the health infrastructure
arena. Three key themes emerged during discussions with various stakeholders. First, the
healthcare community’s trust in vendors and the overall IT market has decayed due to the
perception that the promised rewards of implementing technology have not materialized. This is
largely a result of two factors: large numbers of vendors either going out of business,
withdrawing products and support services from the market, or merging with other companies
and disappearing from the arena; and vendors who have not performed according to contract or
who have not otherwise lived up to their promises. One respondent described this experience:
“There is a lack of trust … [providers] bought systems and made huge investments but did not
reap the rewards.” There is now hesitancy on the part of providers to enter this market for fear of
investment losses. Second, one stakeholder made a connection between the lack of compatibility
among systems and the number of vendors in the market. This stakeholder cited the results of a
survey of 1300 respondents of a professional physician membership organization to collect data
about which vendors’ systems were installed in physician practices. Of the 1300 responses,
where a physician office is the unit of analysis, there were a total of 267 vendor systems installed
with the largest vendor only controlling 148 of the of the 1300 practices. Finally, stakeholders
also indicated that the high cost of these systems hindered their widespread adoption. We discuss
this in greater details in the “barriers” section below.

2.10C Continuity of Care as a Foundation of Patient Safety and Quality of
Care
Continuity of care, and continuity of the patient’s healthcare information, plays a major role in
patient safety and quality. Improved continuity of care is seen as a potential benefit of a
healthcare information infrastructure. As mentioned earlier, there exists a growing population of
patients whose primary care is centered on treatment for chronic conditions. An improvement in
their continuity of care could improve patient safety by reducing the number of adverse drug
events. In addition, one stakeholder noted that multiple physicians (from disparate institutions)
“could look at the same electronic health record and…make changes to it.” One standards-based
effort to improve continuity of care is the Continuity of Care Record (CCR). This tool, which
allows partnering physicians to communicate about the joint care of a patient, offers significant
value to medical practices. The CCR enables a patient to carry encounter documentation from
each encounter on a single smart card that is updated over time. The encounter data is encoded as
an XML document that is itself based on a standard being developed by ASTM and other
sponsors. This format can be interpreted in many different ways in order to ensure
interoperability. One requirement for the successful of the CCR, multiple stakeholders noted, is
data interoperability: “The goal is to have data elements and sets of data elements being able to
be used by, interpreted and manipulated by different software programs.” Stakeholders also
noted that the large number of seasonal residents in Florida may pose a particular challenge to
the state. Even if the state was able to maintain continuity of care between Florida-employed
physicians through its envisioned health information infrastructure, “this continuity might be
disrupted if there is no EHR system [or other systems to ensure continuity] in the patients’ other
state of residence.”

2.10D Interoperability Is Key
The electronic health record (EHR) is useful for automating recordkeeping and facilitating the
access of clinical data generated within an institution, but the ideal EHR system should also be
able to communicate with information sources outside of the provider practice. Providers often
view EHR systems as a way of replacing paper-based recordkeeping, but there must also be
connectivity in their use of electronic health records. Systems need to be able to communicate
with one another in order to be functional as an information network. One stakeholder
summarized this point by stating that “an EHR is not only a device for entering, collecting,
storing, managing, reporting, and making accessible the information that is generated within the
four walls of a group practice; it should also acquire information that is coming from outside the
organization such as pharmacy data. Providers also need orders and queries to be able to be sent
from to and from the EHR to other systems. In short, the electronic health record should function
as the central nervous system of a practice.”
In order to do this, the EHR must be built on a platform of compatibility and interoperability.
One stakeholder stated that “Currently there are largely disaggregated components of IT in place
that do not add up to a comprehensive and intelligent medical practice.” Integration must take
place at the software (e.g., plug-and-play) level as well as the data level (e.g., standard
vocabularies). For example, EHR systems ideally would be able to “plug and play to billing
systems, the retail pharmacy, and the laboratory systems without great cost to the user – if those

systems are proprietary, nothing can communicate and it becomes expensive.” Another
stakeholder noted that “compatibility is necessary in order to achieve lower cost e-prescribing, to
use the EHR as a tool to fulfill prescriptions for refills, to get lab reports in a standardized format
and to order labs, for MDs to get data from their patients in hospital, etc. The goal is to have data
elements and sets of data elements being able to be used by, interpreted and manipulated by
different software programs (there is currently almost no interoperability in health care).”

Recommendation 2.7
Interoperability – Establish “interoperability standards” to ensure that different hospital and
physician systems can “talk” to each other, exchange electronic health records, and reduce
paperwork.

2.10E Barriers to the Effective Use of IT to Improve Patient Safety and
Quality of Care
Every respondent interviewed believed that the appropriate use of IT has the potential to improve
patient safety and quality. However, stakeholders cited several barriers to implementing or
effectively using IT. These include lack of funding, lack of incentives to collaborate and share
costs, confusion in the IT marketplace, a sense of mistrust due to previous unsuccessful IT
projects, lack of ability contextualize IT in the broader framework of policy, social context and
politics related to health technology. For clarity of presentation, we present a synthesis of
stakeholder perspectives on barriers into three main areas: cost barriers , legal and regulatory
barriers, and cultural barriers.
Cost barriers. Issue of cost can pose significant barriers to the realization of a health
information infrastructure. Fundamentally, one stakeholder said, “IT currently is not affordable
for most small- to medium-size physician practices.” Stakeholders did not address whether the
affordability issue is a function of IT being overpriced or a function of a chronic shortage of
funding resources on the part of providers. “At the government [policy] level, there is discussion
of the savings that can be reaped by reducing medical errors and improving quality of care. . .
providers are not able to act on this because they do not have the resources up-front to invest in
IT.” A more complex issue is that the people responsible for funding technology
implementations often do not take into account the cost savings generated by the
implementations, and dismiss the suggestion of improvements on the basis that it will be too
expensive.

Recommendation 2.13
Financial Benefit – Create public-private partnerships to demonstrate the financial benefits of
technology for providers and, ultimately, consumers.

Stakeholders highlighted that any cost savings resulting from technology changes are not always
seen by the implementer (e.g., a hospital) of the technology; rather, they are passed on to a third
party such as CMS. In order to mitigate this, this stakeholder suggested that incentives may be
necessary to encourage the adoption and implementation of information technology: “In order to
make the system work, the financial burden cannot be placed on physicians or it will run doctors
out of business. There needs to be a way to positively [induce] physicians to join a network and
then they will be open to the standardization of an integrated network. Currently, only those
physician groups that are able to make the investment are buying fragmented systems from
various vendors [that are not compatible].” In addition, one stakeholder from Florida mentioned
recent difficulties faced by the Florida legislature in which a bill proposing a one dollar fee per
patient to be added to provider licensure fees and also to the number of patients seen in a
hospital. The bill, which would have provided sixteen million dollars per year to be used as startup funding for a state-wide infrastructure, failed due to concerns regarding sensitivity of medical
errors data and sharing that data. There is a belief that the Florida legislature will not provide
funding for information technology at the hospital level directly; instead the funding might arise
from a strategy that “would…tack it on to Medicaid payments and have it come from payers.” A
second Florida stakeholder stated that hospitals have cited cost barriers to reporting processes,
since the costs involved with collecting the data required to comply with reporting requirements
does not justify the benefits gained as a result of the reporting activity.
Legal and regulatory barriers. One stakeholder reflected that current fraud and abuse laws make
it difficult for hospitals to invest money in IT equipment because there is concern that antikickback laws will be violated. HIPAA was cited as a barrier because state and federal laws on
privacy must be incorporated in the development and use of IT systems; this stakeholder
suggested that these barriers could be overcome but needed attention. A second stakeholder cited
HIPAA as being a diversion and a distraction, but also thought that the regulations were a current
example of a test in building a state-wide infrastructure. In the words of this stakeholder, this
may present a problem because a “large majority of providers were unprepared to implement
electronic reporting changes mandated by HIPAA.” One stakeholder suggested that the state
does not have enough regulatory power to proactively regulate hospitals in order to maintain
patient safety and quality of care. Privately accredited hospitals in Florida are surveyed by
JHACO, while the state is primarily tasked with compliance investigations and other narrower
survey activities such as reviewing construction plans for safety and risk
management—therefore, the state may not possess enough data to proactively regulate and
protect that aspect of patient safety: “Due to private accreditation, the amount of regulatory data
the state has on hospitals relative to other more heavily state-regulated institutions (such as
nursing homes) is ‘relatively slim’ on a routine basis.” This is in contrast to situations in which

there is a known incident, for which the state can “dig in and get the amount of information that
it needs” in order to investigate the event.
Cultural barriers. Cultural factors can also present barriers to building and maintaining a health
information infrastructure. A stakeholder at the national level indicated that mandatory reporting
efforts are in place to assess the current state of under-reporting. Still in need of development is a
culture of safety for reporting near misses and actual adverse events. One effort underway to
mitigate this problem is a program to develop web-based morbidity and mortality conferences
which offer an anonymous environment and thereby ensure safety for the participants,
facilitating the open sharing of information. The comments of one stakeholder underscore the
need for creating a culture of safety surrounding the sharing of data for purpose of avoiding
adverse events: “Paranoia and suspicion are throughout the system; people are concerned about
the impact of sharing their information due to fears that it will be used inappropriately, used
against them.” This stakeholder also expressed that physicians have vague fears that “sharing
data in the current culture [of paranoia and suspicion] will get out of control and will create more
problems than it will solve.” A separate stakeholder addressed the issue of current thinking on
the ubiquity of information systems and sophisticated users by stating that “it is presumptuous of
people who are fully integrated with electronic information systems to assume that everyone else
is; it would be incorrect to presume computer literacy, much less computer sophistication. This is
especially true of smaller providers of all types.”

2.10F Data Stewardship, Control, and Privacy
Stakeholders indicated that questions about ownership and proper use and stewardship of data
are a key issue once data is released into an integrated environment. Additionally, there was
concern that there would be reluctance on the part of providers to openly share data related to
medical errors and adverse events. One stakeholder indicated that physicians must pay attention
to issues regarding who receives data, when it is shared, how the data is used, and overall
questions of ownership once data has been shared out by the provider: “We want to make sure
that doctors have control over the data and some voice in the use of that data, such as having a
say in who will have access to the data once it has been shared—who else should be able to
access the data? A pharmaceutical company, CMS, an employer, Walmart?” This issue is seen as
extending beyond HIPAA’s current privacy regulations: at issue is governance and establishing
an agreement on what data will be collected and how it will be presented. Interestingly enough,
especially when taken in context of earlier stakeholder comments regarding HIPAA,
stakeholders have pointed out that HIPAA can be seen as either a barrier to collaboration—in
that HIPAA has been used as an excuse to not share information, or making the sharing of
information more difficult—or an enabler to collaboration in that the process of implementing
HIPAA requirements caused various voices (e.g., technical, business, policy, clinical) to come
together and understand each other for the first time. One stakeholder envisioned individual
patients becoming more empowered over time as they gain more control over the use of their
personal health information.

2.10G Demonstration Projects as Change Agents: Pros and Cons
Stakeholders had mixed reactions to demonstration projects as effective agents for bringing
about change. On the one hand, they pointed to successful projects that had demonstrated an
effective implementation of a healthcare information infrastructure, many of which were at the
community level. However, there were also concerns that demonstrations projects can waste
time. One stakeholder recommended that Florida do a pilot demonstration project in a single city,
such as had been done in Santa Barbara. This stakeholder recommended learning as much as
possible about that demonstration in order to replicate it in Florida and enhance it by adding
laboratories and diagnostic imaging centers as well as hospitals to the system. A second
stakeholder knew of no local demonstration projects in Florida and stated that “hospital
administrators are probably not in the know about the current patient safety conversation in
Florida.” This same stakeholder believed that demonstration projects could be effective change
agents, but to be successful there needed to be drivers at the local level. He also suggested that
funding from AHRQ should be drawn down for local initiatives. One stakeholder criticized
demonstration projects as they are currently conceived, describing them as “dead end projects
which often focus on a loose concept of infrastructure instead of focusing on quantified needs.”
Even though stakeholders disagree on the current state of demonstration projects and their
effectiveness, we believe that their comments do suggest that demonstration projects are
effective change agents if they are done well (i.e., address real needs and are locally based) and
appropriately funded.

Recommendation 2.3
Pilot Projects – The State should fund a series of pilot projects, headed by Florida-based
universities over the next 2 years, to find practical ways to link existing data systems, to test the
effectiveness and impact of technologies in Florida communities for reducing
medical/medication errors and improving patient safety, and to identify ways of ensuring a
smooth conversion process.

2.10H Current State and Future Possibilities for Florida’s Health
Information Infrastructure
Stakeholders were asked to comment specifically about the current state and future possibilities
of a health information infrastructure in Florida. One stakeholder specifically questioned the use
of the word “infrastructure”: “It is important to define what is meant by IT infrastructure, as the
term is often used to cover up ignorance about what it might mean to connect sources of
information from providers and patients in a meaningful way. What one should focus on in
developing such an infrastructure are the IT needs of the users and providers. The information
infrastructure should promote quality, safety, and efficiency in practices.” When probed about
the drivers of the current debate over Florida’s health infrastructure, respondents indicated that
patient safety has become a focal point, but the actual debate was provoked by assessment of a
malpractice insurance crisis. A common thread in our conversations was that medical

malpractice is the fundamental driver in the current environment: “The patient safety issue is
being completely driven by the malpractice issue. The legislation needed an issue other than
capping as a mechanism to fight the malpractice insurance problem; otherwise patient safety
would not be on the table right now.” One stakeholder believes that patient safety is the key, and
that this situation (i.e., the malpractice crisis debate) provides a small window of opportunity in
which to make strides in improving this area. In terms of the benefits to be gained by having a
state health information infrastructure, cost savings as well as increasing quality of care and
enhancing patient safety were touted. In addition to reducing adverse events involved with
medication errors, stakeholders felt strongly that a state infrastructure would reduce errors
related to transitions in care known as reconciliation errors.
In response to questions regarding the nature of any state-wide and/or county-wide IT initiatives
related to healthcare, no stakeholders referenced any infrastructure development at the state level
such as community health information networks or other such networks as there are in other
states. One stakeholder pointed to the Florida Hospital Association as a natural driver of such an
infrastructure, but mentioned factors that would potentially hinder the system from moving
forward—namely that not all hospitals in the state are part of the FHA and that disagreements
among association members have caused factions whose interests diverge from one another.
Another stakeholder cited Florida’s entrepreneurial environment as a limiting factor: “Florida is
a very entrepreneurial state; anything that ‘smells of opportunity’ attracts innovation, but also
leads to chaos and lack of uniformity – this is a problem if you’re trying to create a new system
that would alter the current system and move it in a new direction for the future.”
Three barriers were cited to building a statewide infrastructure for Florida. The first is that the
infrastructure would require significant investment up-front with results only accruing later. It
was stated that this scenario is difficult to sell in the current environment where people want “the
perception of being able to fix things quickly and take credit.” In contrast, this stakeholder
believes that what is needed is “a much more…evolutionary and fundamental approach that will
take a lot of planning. In Florida, this isn’t the tune of the times. People want to over-simplify
complex problems and generate responses that are over-simplified, creating much delay.” A
second barrier specific to Florida and mentioned earlier is guaranteeing continuity of care for
Florida’s seasonal residents. A stakeholder at the national level characterized the problem of how
to establish infrastructure at the community level as the “toughest nut to crack. The overarching
question is with regards to local penetration of information technology: how to give local
providers access to outside information, such as data regarding a primary physician’s patient’s
visit to an emergency room.”
Nearly all stakeholders had ideas for implementing a health information technology
infrastructure in Florida. One stakeholder recommended that the state look for smaller “wins”
that are incrementally successful, as well as hiring people that are knowledgeable in all areas of
technology including the social context and the politics related to health technology. In terms of
ownership, respondents thought that the model should be a public/private partnership: HMOs,
consumers, doctors, hospitals, and other actors would oversee the electronic infrastructure, which
ideally would pay for itself. Current efforts should be focused on creating standards that promote
interoperability because selecting a common system that everyone would be forced to use would
not be successful: “The focus should not be on trying to design totally new infrastructure or start

over in the name of uniformity or correctness. What is needed is to focus on what we have and
making it compatible with each other. A lack of compatibility and uniformity are thrown up as
barriers in order to delay or affect peoples’ attitudes about what can be accomplished.”
In terms of promoting a statewide infrastructure, “we must…sell the idea of a statewide
infrastructure to use existing systems. One reason we need to do this is as a cost containment
mechanism; presenting cost-savings as the driver will have the best chances of success in terms
of overcoming all of the objections that will arise. This is because in terms of long-term goals,
this type of system would in fact be able to influence the number of adverse events and influence
malpractice insurance.” In terms of who would most use the information infrastructure, one
stakeholder clearly departed from the current conventional wisdom which says that more people
need access to healthcare information: “What must happen in the future is a more integrated,
system approach and use the healthcare data for real purposes such as for group purchasing
decisions. Providers, a professional class of users (i.e., not garden-variety consumers) would
make the most effective use of the information in the information infrastructure. The notion of
consumer information in healthcare seems to be misinformed and is a red herring, and the
attention focused on this issue is the result of a few squeaky wheels driving policy
decisions—we may be missing the point.” Stakeholders noted that the federal government is
currently focused on setting standards to deal with the problem of having so many vendors
developing disparate systems. It is likely that any state law will have to defer to these federal
standards. There must be adaptability and flexibility built into the state legislation and the
procedures to change the information infrastructure based on federal rulings. A key challenge at
the state level is the ability to coordinate with national health information infrastructure efforts.

2.11 COMPUTERIZATION OF FLORIDA HOSPITALS:
HOSPITAL SURVEYS
Determining the future direction of a statewide health information infrastructure in Florida
requires a clear understanding of the baseline level of information technology currently available
in hospitals. To develop a reasonable preliminary sense of this baseline, we collected data from
a sample of 200 hospitals in Florida, using a web-based survey completed by hospital
administrators. The survey, which was conducted from January 9 – 27, 2004, asked respondents
to provide information on the current state of information technology at their institution, their
anticipated information technology needs, and the components of a statewide health information
infrastructure that they most desire. In total, 93 hospitals out of 200 contacted have completed
the survey as of 1/27/04. The results, summarized below, include descriptive and summary
statistics, and cross-tabulations whenever the sample size was large enough.
Respondents to the survey belong to a diverse set of institutions. The size of the hospital varies,
with an average of 264 beds (range 16 – 1,000), 1,790 inpatient surgery discharges in 2003
(range 0 – 9,190), and 3,261 outpatient discharges (range 0 – 60,000). Respondents are more
likely to come from urban institutions (69%), and from non-profit institutions (57%), and less
likely to be from a VA or teaching hospital. Table 3 summarizes the demographic information
for the survey’s respondents.

Table 3: Respondent Demographics
Setting:
Urban
Rural
Ownership:
For-Profit
Non-Profit
Private
Public
Type:
Teaching
Stand-alone
Multi-hospital network
VA

%

N

69
31

48
22

%

N

26
57
0
17

6
13
0
4

%

N

6
30
47
17

4
21
33
12

2.11A IT Needs and Priorities
Hospital administrators in Florida have a clear understanding of how IT systems can promote
their institution’s mission and help achieve goals for increasing patient safety and reducing
medical errors. Respondents regarded the following IT improvements as “Important” or “Very
Important” in attaining the institution’s mission:
• 73% Integrate existing electronic systems
• 71% Implement adverse event reporting systems
• 64% Implement/update practice management (billing, scheduling, email)
• 62% Implement computerized physician order entry (CPOE) system
• 62% Implement electronic health record (EHR) system
Other improvements mentioned by respondents include bar coding, electronic medication
administration records (MAR), physician results accessibility, and financial decision support. Of
these options, respondents most commonly ranked the implementation or updating of practice
management systems, and the implementation of an EHR system as priority IT improvements for
maintaining the institution’s mission.
Rather than implementing new patient safety systems, 83% of respondents feel that integrating
existing electronic systems is the most important way to increase patient safety and decrease
medical errors at their institution. There were also clear majorities reporting that the
implementation of EHR, adverse event reporting, and CPOE systems are “Important” or “Very
Important” IT improvements for affecting patient safety. Again, respondents from five
institutions mentioned the important improvement that the addition of an electronic MAR system
would have on increased patient safety goals.

Fortunately, most institutions are already able to measure the effectiveness of this healthcare IT
in terms of other key desirable outcomes at their institution. 90% of respondents are at least
somewhat able to measure the effectiveness of IT improvements in terms of lower rates of
medical errors, and 81% in terms of reduced costs and in terms of increased patient satisfaction.

2.11B Current Use of IT in Florida Hospitals
Florida hospitals have a solid foundation of major administrative and financial IT tools or
applications. Nearly all respondents, 98%, indicated their current use of E-mail, and 85% are
currently using high speed networks. An additional 13% are planning to implement high speed
networks within the next year. 96% of respondents have already implemented an intranet at their
institution, and the remaining 4% have plans to do so in the next year.
Currently, 84% of the hospitals are using scheduling and resource management tools, with an
additional 16% planning to implement the technology in the next year. 93% of respondents are
using claims submission and billing applications, and 98% have already implemented accounts
receivable and payment applications, and 95% have eligibility tracking tools currently in place.
Table 4 below summarizes other common information tools in place at the respondent
institutions.
Table 4: Common Administrative Tools

% with
application
currently in
use

Human
Resources
Management

Payroll

Accounts
Receivable

Accounts
Payable

General
Ledger

Supply Chain
Management

Procur
ement

Supplier
Management

64

61

63

62

64

68

69

68

86% have implemented systems for reporting to state and federal agencies. An additional 7% are
planning to implement reporting systems in the next year, but another 7% have no current plans
for implementation. The majority of respondents, 63%, have yet to implement a population
health tracking system, and many, 42% have no plans to do so in the next year.
There is significantly more variation between hospitals when it comes to their current inventory
of patient safety systems. Table 5 shows the various stages of implementation for several patient
safety systems. EHR is a clear focus of most institution with 70% reporting that they have or are
planning to implement the system. Physician PDAs are on the other end of the spectrum with
48% of respondents reporting that they have no plans for implementing the system. The data
suggest that a more widespread use of CPOE and bar coding systems is forthcoming, with a
minority of respondents reporting current implementation, and between 40 and 50% who plan to
implement the system within the next year.

Table 5: Current Implementation Status of Patient Safety Systems
%
Currently
Active

Planned for
implementation
within the next 3
months

Planned for
implementation
within the next
year

Don't have
current plans
for
implementation

43

23

7

40

30

42

29

2

29

41

42

10

5

50

36

Bar coding

41

24

15

29

32

Adverse event reporting
system

41

61

10

12

17

Pharmacy Information
System

41

71

10

17

2

Physician PDAs or other
wireless devices

42

17

2

33

48

43

70

2

7

21

37

70

0

8

22

41

85

0

2

12

N

Electronic Health
Record
Point-of-care clinical
decision support
systems
CPOE

Anti Free-Flow Infusion
Devices
Key-lock design of
preloaded syringes
Sequestration of
poisonous medication

Other patient safety systems currently planned for implementation include random audits of
narcotics, verbal read-back of physician orders, surgical site identification programs, evaluation
of infection sources, the elimination of dangerous abbreviations and acronyms, and monitoring
out clinical and out-of-bed alarms.
The use of interoperability standards, such as HL7, between systems at the institution is high,
averaging 71%. Significantly fewer respondents, 45%, reported the use of interoperability
standards between their institution and outside care providers. This is true despite the
availability of technologies that support within and cross-site communications. The majority of
respondents have high-speed connectivity to the internet (83%), wireless connectivity (54%),
LAN connectivity within the institution (87%), and high-speed connectivity between sites (71%).
This data provides further context for Section 6.4, “Interoperability Is Key,” which uses
stakeholder data to cite specific reasons that interoperability standards are necessary for
successful implementation of patient safety systems.
Additionally, as Table 6 shows, respondents reported high implementation levels of security
tools at their institution. For the reasons discussed in Section 5, “Security and Confidentiality in
Information Infrastructures,” it is necessary for hospitals to have a sturdy security infrastructure
in order to implement an electronic patient safety system. The high rates of security application
use that already exist provide evidence that both the required technical infrastructure and culture
discussed earlier are already widespread in Florida. Each reporting institution has several

security tools that they currently employ, and several institutions report plans to implement some
of the newest security technologies including public key infrastructures, single sign-on, and
biometric technologies.
Table 6: Implementation Status of Security Tools
%
N

Currently
Active

Firewalls

28

96

Planned for
implementation
within the next 3
months
0

User Access Controls
(Based on
Role/Location)

28

100

Multi-Level Passcodes

28

Off-Site Storage
Disaster Recovery
Audit Logs of Each
Access to Patient Health
Records
Data Encryption
Electronic Signature

Planned for
implementation within
the next year

Don't have plans for
implementation

Don’t
Know

0

0

4

0

0

0

0

89

0

0

0

11

28

86

0

7

4

4

27

100

0

0

0

0

26

73

8

0

4

15

27
27

67
78

7
0

4
7

4
7

19
7

Public Key Infrastructure

24

25

4

0

17

54

Single Sign-On

25

52

8

12

20

8

Biometric Technologies

23

13

9

4

22

52

2.11C IT Elements for a Statewide Health Information Infrastructure
In the survey, hospital administrators were able to define the elements that they believe should be
required in a statewide health information infrastructure. 74% of respondents indicated that an
EHR system should be required. Between 70 and 90% of all respondents mentioned CPOE,
pharmacy information systems, adverse event reporting, bar coding, point-of-care clinical
decision making, data warehouse, and a master patient index as necessary elements.
The current implementation of IT systems seems to contribute to the likelihood that respondents
prefer the system at a statewide level. Table 7 displays data which suggest that institutions
appreciate the value of implementing patient safety systems enough that they are more likely to
advocate their adoption at a statewide level than non-users. Current users of a system seem to
prefer the adoption of the system about 4 to 1, a rate which appears to be much higher than that
for non-users.

Table 7: Current and Future Use
Adopt in a statewide system…?
Yes

No

Current Users

20

5

Non-Users

4

3

Current Users

10

2

Non-Users

12

5

Current Users

23

6

Non-Users

1

0

System
Adverse Event
Reporting
System
Point-of-Care
Clinical
Decision
Support
System
Pharmacy
Information
System

2.12 FLORIDA HOSPITAL ADMINISTRATOR INPUT:
ADDITIONAL SURVEY RESULTS
Section 2.11 described the current state of information technology systems at Florida hospitals.
The findings show that the majority of institutions are well equipped in terms of administrative,
financial, and security IT tools. Far fewer hospitals have implemented the more complex patient
safety IT systems, although many are planning to introduce the technology at their institution in
the near future. Furthermore, respondents believe that the adoption of patient safety technologies
is important for promoting their institution’s mission and increasing patient safety. The findings
in Section 7 also demonstrate the value of patient safety IT systems at the institutional level, as
those respondents already using systems were more likely to favor the system’s adoption at the
statewide level.
The survey also offered hospital administrators the opportunity to identify the barriers to IT
system implementation at their institution and at a statewide level. The remainder of this section
discuses the results of this line of inquiry, as well as the expectations respondents have for a
statewide infrastructure.

2.12A Barriers and Challenges to IT System Implementation at the
Institution
Respondents were asked to rate how extensive they felt some potential barriers would be to
implementing CPOE and EHR systems at their institution. Table 8 displays the most commonly
cited barriers for both systems. Consistent with the results discussed in Section 7 that most
institutions are able to measure the effectiveness of systems against desirable outcomes, over
70% of respondents noted that measuring a return on the investment would not pose a significant
barrier to implementation. Approximately 75% of respondents felt that the lack of common data
standards did not pose an extensive barrier at their institution.

Table 8: Significant Barrier to Implementation

CPOE
HER

Difficulty of
effectively
integrating
community
physicians
%
N
65
20
35
11

Physician
resistance to
new
technologies
%
64
40

N
20
12

Cost

%
47
43

N
14
13

Difficulty of
vendor
selection
process

HIPPA
compliance

%
37
33

%
32
35

N
11
10

N
10
10

There was little difference between the barriers cited by small or large institutions. Rural
institutions appeared less concerned about HIPPA compliance and more concerned about the
vendor selection process and the difficulty of effectively integrating community physicians than
their urban counterparts. Public institutions cited cost as a barrier more frequently than for-profit
and non-profit institutions.
The survey data on IT funding and staffing levels provides evidence that the capacity for
maintaining IT systems is available, but that the funding for technology implementation may be
a significant barrier. Due to the diversity of the respondent institutions in size, ownership, and
type, the absolute budgets for IT varied tremendously. The median annual IT budget is $3.5
million, with a range from $10,000 to $13 million. Similar variation exists between the
proportion of the operations budget that goes toward IT, from 1 to 50%, with an average of 9%.
From the IT budgets, the average institution used 33% for new technologies each year, though
some respondents report using up to 90%, or as little as 1%, of the IT budget for investing in new
technology.
IT staffing was slightly less variable, with the majority of respondents reporting that IT staff
comprises about 1-2% of the institution’s full-time employees. The majority of respondents, 6085%, noted that the IT staff at their institution have a high or very high level of expertise in the
entire range of factors listed on the survey which include;
•
•
•
•
•
•
•
•
•
•
•
•
•

Issues and concerns unique to data use and management with regards to healthcare data
(82%)
Healthcare policy as it related to information technology issues (68%)
Ability tot integrate disparate systems so that they can share data (55%)
Knowledge level re: connectivity (68%)
Knowledge level re: telecommunications (81%)
Knowledge level re: helpdesk (68%)
Knowledge level re: desktop support (81%)
Knowledge level re: application development and operations (63%)
Knowledge level re: database administration (68%)
Knowledge level re: architecture and planning (62%)
Ability to work with clinical staff in order to build effective technology solutions (77%)
Ability to work with outside technical experts in order to build effective technology solutions
(73%)
Ability to execute solutions with time, budget, and scope restrictions (60%).

This high level of expertise substantiates the idea that institutions have the knowledge capacity to
expand and improve their patient safety IT systems, although they may not have the resources to
fund these endeavors.
As the data on barriers to CPOE and EHR system implementation showed, physician attitudes
are perceived by hospital administrators to be a significant barrier to the implementation of
systems. Another survey question asked respondents to gauge if physicians would want to
implement a variety of patient safety systems. As discussed in the “Cross-Cutting Lessons in
Best Practices” section, attaining physician buy-in is an integral component for successful
implementation of patient safety systems. Exhibit 1 shows the proportion of respondents who
agree that physicians would want to implement a variety of patient safety systems.
Exhibit 1: Physician Attitudes
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The survey offered respondents an option to comment on their answers to the physician attitude
questions. These comments fell into two, overlapping categories. The hospital administrators
felt that attaining physician buy-in for any technology system that would require more of their
time than handwriting or other current methods required. Several respondents also noted that
younger physicians were far more accepting of technology implementation than older physicians.

This could be because younger physicians are more efficient with their use of technology, so that
using the patient safety systems like CPOE do not require significantly more time than
handwriting orders.
Securing information may pose a barrier to the implementation of patient safety systems at the
institution. Between 40 and 45% of respondents were concerned or greatly concerned about the
effects of computerized medical information on the following factors, compliance with HIPAA
security regulations, external breaches of security, and a lack of patient confidence in the security
systems. These concerns still exist despite the data discussed in Section 7, which found that the
majority of hospitals were in very good shape in terms of implementing security tools and
applications at their institution.

2.12B Expectations of a Statewide Patient Safety System
Respondents were asked a series of questions as indicators to the possible implementation
challenges with a statewide information system. Administrators are acutely aware of the
investment in training activities that the implementation of EHR or CPOE systems would
require. The median time for training that hospital administrators expect to need for EHR or
CPOE training is 17 hours per user per week during the entire implementation period.
A potential barrier to attaining buy-in for a state system from hospital administrators can be seen
when the initial investment in system implementation, as indicated by the expectations for
training, is compared with the administrators’ expectations for cost savings over a ten year
period. Table 9 shows the proportion of respondents who believe the implementation of patient
safety systems will result in a significant or very significant cost savings to the institution over a
ten year period. This is consistent with the stakeholder data finding that the cost savings from
patient safety IT systems are not always realized by the implementing institution.

Table 9: Expected Cost Savings from Patient Safety IT Systems
EHR

Sig. or
Very Sig.
Savings
Neutral
Very Little
or No
Savings

Pharmacy
Information
System

CPOE

Adverse Event
Reporting
Systems

Point-of-Care
Clinical
Decision
Support
%
N

%

N

%

N

%

N

%

N

56

18

50

16

59

19

44

14

61

20

22

7

28

9

25

8

28

9

22

7

22

7

22

7

16

5

28

9

16

5

Another potential implementation challenge is establishing the technological foundation
necessary for the statewide system. Fortunately, the survey results indicate that this ground-level
infrastructure is largely in place already. Table 10 shows the status of the cross-site
communication technologies necessary for implementing a statewide system.

Table 10: Status of Basic Technology Infrastructure
%
Planned for
implementation
within the next
year

Don't have plans for
implementation

N

Currently
Active

Planned for
implementation
within the next 3
months

23

83

0

4

13

Wireless
Connectivity

24

54

13

8

25

LAN
Connectivity
High-speed
Connectivity
between Sites

23

87

4

4

4

21

71

0

14

14

High-speed
Connectivity to
the Internet

In addition to institutional barriers, the survey asked hospital administrators to make similar
assessments of barriers to IT implementation at the state level (Table 11). Hospital respondents
were much more likely to cite significant or extensive barriers to implementation at the state
level compared to the institutional level. Sufficient funding at the state level is much more of
concern than costs at the institutional level. The greater concern at the state level is also true for
the lack of interoperability between systems, while lack of common data systems was not a
concern on the institutional level. These reports are consistent with our findings from the
section, “Challenges faced in the Implementation of State-wide Patient Safety IT Systems.”
Table 11: Significant Barrier to Implementation
Lack of
Funding

CPOE
EHR

%
77
83

N
24
24

Lack of
Interoperability
with Existing
Systems
%
72
69

N
21
20

Lack of
Universal
Support
Among
Physicians
%
N
83
25
69
20

Lack of
Universal
Support
Among
Hospitals
%
N
67
20
62
18

Political
Barriers
%
57
62

N
17
18

Evolving
Federal
Requirements
%
55
48

N
17
14

When hospital administrators were asked about what they would need to be able to implement
patient safety systems at their institution, they most frequently cited financial resources, system
standardization using existing best practices, campaigns to increase physician buy-in, and
support to navigate the security and legal concerns. These challenges and needs echo those cited
in the literature review and stakeholder interviewers, and should be utilized as crucial input in the
design of a statewide health information infrastructure.

2.13 PILOT PROJECTS
According to the IOM report Fostering Rapid Advances in Healthcare: Learning from System
Demonstration, “the wise use of information and communication technology has the potential to
improve the quality and safety of healthcare while at the same time enhancing access and
reducing waste.”116 In order to meet the Senate Bill 2-D goal for a Patient Safety Authority to
“foster the development of a statewide electronic infrastructure”117, a series of pilot projects must
lay the groundwork. Using this method will allow for such projects with important implications
in terms of liability, cost and sociological impact to be tested on a small-scale so as to clearly
define concrete return on investment in the pilot phase to justify the bigger cost of a statewide
system.
The following are suggestions for pilot projects to address the areas discussed throughout this
chapter. These techniques, combined with educational techniques which promote and reward a
“safety culture” can be applied to small-scale medical settings within a 18-24 month timeline
with an economical budget of approximately $2 million.

2.13A Partial IT Solutions for Reducing Medication Errors
Conduct a comparison study in a small clinical setting to test the effectiveness of the
partial IT solution for medication administration in reducing the rate of medication error
compared to the traditional methods.

2.13B Florida Healthcare Provider Medication Safety Self-Assessment
Identify a multi-disciplinary team to help local healthcare providers assess their own
medication practices using a safety self-assessment tool. Such tool can be accessible
through non-profit organizations with expertise in medication safety. The exercise will
shed light on areas of need and will help develop a tailored plan to provide safe
medication practice tools and medication error reduction strategies to the providers. The
self-assessment can be repeated to measure progress toward the adoption of safe
medication practices.

2.13C Test a Community-wide, Patient-Centered Information System.
Measure the effectiveness of a patient-centered electronic health record a document
repository managed by patients in a select small FL community. This will determine how
well was the provider able to access recent clinical information at the point of care
without necessarily having direct communication with other providers on the case.

2.13D Evaluation of an Existing Florida System
Create a public-private partnership between Florida hospitals and IT companies to
evaluate the effectiveness of a Florida hospital or a hospital system that has already
integrated data collection and decision making by combining clinical, financial data,
operational data, and scientific content to adopt a computer-based health record system
that supports physician decision at the point of care. In addition, conduct an analysis to
identify the return on the investment made by the hospital or hospital system to achieve
such conversion.

2.13E Public and Private Data System
Create a work group between Florida hospitals, IT companies, and insurance companies
to test systems that link existing private and public data. This would allow for data to be
transferred from a public repository to a private repository thereby facilitating data
sharing and communication between private and government providers. For example, the
Medicaid program using hand-held computers containing patient information can
communicate with hospital systems that have converted to electronic health record
system.

2.13F Computerized adverse drug event monitoring systems
Introduce a computerized surveillance of adverse drug events system in a small Florida
hospital to measure its effectiveness in comparison to traditional tracking methods. This
would serve as an opportunity to measure the reliability of automated systems in
detecting human error in medication administration.

2.14 CHALLENGES FOR THE HEALTHCARE INDUSTRY
IN THE NEXT 5-10 YEARS118
•

Standardization. Its importance cannot be stressed enough. As technological advances
bring about new systems, it will be imperative that they be able to communicate with
each other. Lack of standardization can lead to several disjointed systems requiring
different training for users.

•

Flexibility. By consolidating data and building flexible tools to easily access that data
and still protect patient privacy. The challenge to society is to make healthcare IT
companies cooperate and put society's needs ahead of their financial goals.

•

Conflict between information flow and privacy. Explicit in the new government rules
of the Health Insurance Portability Accountability Act (HIPAA) is standardizing
healthcare transactions and protecting patient privacy. Implicit in the HIPAA rules is
greater access to their own medical data for the patients. On the patient side, there is
always a tradeoff between privacy and efficiency. Society must weigh the needs of
protecting privacy vs. efficiency. Further development of wireless networking must occur
to ensure continuous secure connectivity for the physician and other healthcare providers.

•

National Infrastructure. Development of a national electronic infrastructure for sharing
data regarding patient safety issues to analyze patterns of error for use in improvement
efforts. There will be resistance to the pervasive collection of data but the Patient Safety
Authority must be able to clearly demonstrate that the benefits outweigh the fear of lost
of control for each of the stakeholders.

•

Technological advancements.
o Evolution of voice recognition technology: this would not only increase work
efficiency but reduces the incidence of medical error.

o Further advancement of event probability and predictive modeling tools in order
to reduce hospitalizations and improve medical outcomes.
o Enhancement of electronic patient-doctor interactions by making systems easier
to access and less costly to implement
While there are considerable barriers in technology adoption in healthcare, several communities
where information systems have flourished and systems have become safer as a result. While an
overarching complete system overhaul, or large-scale state-wide implementation may be very
difficult, there is significant opportunity for Florida to fund pilot tests and create “centers of
innovation” and lead in the national movement to computerize healthcare delivery and improve
patient safety. Encouraging and funding these small concrete “tests of change” will bring about
rapid adoption of large-scale improvement system changes if they prove successful.
Florida has the opportunity to lead the union in making it the first state to have full EMR for all
health care encounters. Overall, our research reveals that there are a number of opportunities for
Florida to increase patient safety through the effective use of technology. It will be a challenge
overcoming barriers of system design, a lack of interoperability, cultural fears of data sharing, as
well as other issues expressed in these findings. Many of the factors that lead to errors (e.g.,
illegible handwriting in clinical records, mistakes in calculating drug dosages, lack of access to
information on a patient’s known drug allergies) will have been eliminated. Although building
the information technology infrastructure is critical to both error prevention and error reporting,
the elegance of implementing EMR system is that it is a single solution to both objectives.
Robust internal and external near miss and adverse event reporting systems provide new
knowledge that makes it possible to design even safer delivery systems. However, this report
features several initiatives that have overcome these barriers and have reaped the important
benefits of a reduction in medical and medication errors as well achieving greater coordination
and efficiency in health care delivery, succeeding in the goals set out by Florida Senate Bill 2-D,
Sections 35 and 36.
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CHAPTER 3
OVERVIEW AND SEARCH FOR BEST PRACTICES
3.0 EXECUTIVE SUMMARY
This report has been produced in response to a Florida legislative mandate, derived from Senate
Bill 2-D, which was enrolled during the third legislative session of the calendar year 2003. That
mandate required, among other things, that consideration be given as to how a proposed Patient
Safety Authority (PSA) in Florida could, directly or by contract, execute procedures for rapid
identification and dissemination of “Best Practices” to Florida clinicians. The authors have, upon
extensive review of the literature, the internet, and many specialty-specific professional
associations, discovered that “Best Practices” are already rapidly identified and widely available.
They are not, however, systematically organized.
The authors conclude and recommend that the focus should not be placed upon the path to a
desired outcome (i.e., Best Practices), but rather on the outcome itself. This is based on the
complexity, diversity, and often non-encyclopedic nature of the available “Best Practices”
approach, as well as the inconsistency in presentation, formatting, and conflicting schemes for
ranking supporting evidence. This allows for accommodation of a variety of best practices.
Recognizing that medical science has not established benchmark outcomes for all medical
conditions and interventions, but the extent that benchmark outcomes do exist through agencies
such as the Agency for Healthcare Research and Quality (AHRQ), Medicare, National
Committee for Quality Assurance (NCQA), Joint Commission on Accreditation of Healthcare
Organizations (JCAHO) and others, any approach that equals benchmark outcomes is
acceptable and any that exceeds it is desirable.
As the State of Florida pursues raising the healthcare quality bar, we suggest that the Board of
Medicine (BOM), or the BOM via the Agency for Healthcare Administration (AHCA) or the
newly established Patient Safety Authority (PSA), initially identify the state’s focal point
benchmark outcomes for monitoring and improvement by using selected available Quality
Indicators. We expect that, this would initially be based on the benchmarks set by agencies such
as the AHRQ, Medicare, Veterans Administration (VA), the Voluntary Hospital Association
(VHA), and others. In order to do this, Florida hospital data are needed for analysis, which could
be done by the proposed Patient Safety Authority (PSA). Institutions and practitioners would be
notified as to what benchmarks they are expected to meet and, subsequently, where they fall
relative to these benchmarks. We suggest that those found significantly below a benchmark be
reviewed (internally or externally) to identify a practice improvement strategy, i.e., “Best

(Outcome) Practice,” to achieve the relevant benchmark(s). Those substantially above the
benchmark would similarly be evaluated to assess that they are properly risk-adjusted and valid.
If they truly exceed the benchmark, their process/practice can then be added to a library of
Florida’s “Best (Outcome) Practices.” Improvement in healthcare is an iterative process and,
over time, this paradigm will upgrade the benchmarks.
Those who fail to remediate their practice to achieve a particular benchmark – either an
individual or an institution – would then be required to undergo additional monitoring, censure,
change in credentialing or accreditation, probation, fine, or whatever measure is considered
appropriate. A tool that could be used as a template to assess outlier outcomes is the “Best
(Outcome) Assessment Tool” (See Appendix C). The adverse outcome “wrong-site surgery” is
considered as an example of the tool’s application. Such an assessment tool is developed only
after conducting an extensive review of the literature and by following a specific policy for
development of evidence-based educational materials and risk interventions (Appendix A). The
information collected by utilization of this policy is then used to craft the template, following
which the references are evaluated according to the Cochrane Evidence Scale (See Appendix B).
This template, when followed, can be readily used to craft interventions on an as-needed basis.
Not only can it be used to identify where and why outcomes may be substandard, but it can also
serve as an educational tool to improve those outcomes.
A second approach to accelerating best outcomes in Florida hospitals is progressive
implementation of the patient safety practices identified by the Stanford Practice Center as
having the greatest strength of evidence based on their impact and effectiveness (See Table A-1).
Of the 73 patient safety practices identified by the Stanford group, almost half fall into the “low”
cost and complexity category for requirements of implementation. The state of Florida, through
its selected regulatory entity, could require facilities and practitioners to incrementally comply
with selected Stanford Group-identified patient safety practices.
A final suggested approach is to have the state of Florida, in its capacity as a large healthcare
purchaser, move toward adopting the Leapfrog strategy. More specifically, it would require that
approved facilities and providers to use:
1) electronic physician order entry systems (a strategy universally acknowledged to decrease
medical errors);
2) utilization of hospitals with the greatest experience and best outcomes for select
procedures that currently include coronary artery bypass graft surgery, percutaneous
coronary intervention, abdominal aortic aneurysm repair, pancreatic resection, and
high-risk delivers (this concept is referred to by Leapfrog as “Evidence-based Hospital
Referral”); and
3) critical care medicine services provided by trained intensivists.
The state of Florida can do this as a consumer and a regulator; in so doing, it would, in a
powerful way, serve notice to physicians and hospitals that high quality care and the associated
improved outcomes are requirements, just as the Leapfrog Group organization has done. Failure
to implement the required strategies would mean loss of contracts and patients, whereas

implementation would be rewarded with contracts and patients, and perhaps enhanced
reimbursement for patient care.
Any one or a combination of the above stated strategies would be responsive to the global desire
for improvement in quality of care. In so doing, the legislature would simultaneously avoid the
overwhelming task of duplicating rapid publication and dissemination of all published and
constantly evolving “Best Practices” and focus on what we believe is a realistic and feasible
approach to achieving and ensuring benchmark “Best (Outcome) Practices” for the citizens of
Florida.

3.1 RECOMMENDATIONS
1. Have Florida consider a “Leapfrog” attitude as a consumer.
2. Give the Patient Safety Authority (PSA) the ability to determine which benchmarks are to
be met each year by facilities and practitioners, utilizing agencies such as Agency for
Healthcare Research and Quality (AHRQ), Medicare, National Committee for Quality
Assurance (NCQA), Joint Commission on Accreditation of Healthcare Organizations
(JCAHO) and others, as well as Florida-driven data analysis, and in collaboration with
the regulatory boards and the AHCA. Mandate creation of an advisory board for this
activity.
3. Require that hospitals, ambulatory care centers and nursing homes submit regular reports
to the Patient Safety Authority on benchmark attainments. The PSA would in return set
up a protocol for providing on site assessments to assist with raising activities to the
benchmark requirement. Failure to do so within a pre-stated period of time would require
that the PSA report to either AHCA, if an agency was involved, or to the appropriate
regulatory board, if a practitioner was at issue. These reports would be privileged unless
and until a probable cause panel found there to be probable cause for discipline.
The authors conclude and recommend that the focus should not be placed upon the path to a
desired outcome (i.e., Best Practices), but rather on the outcome itself. This is based on the
complexity, diversity, and often non-encyclopedic nature of the available “Best Practices”
approach, as well as the inconsistency in presentation, formatting, and conflicting schemes for
ranking supporting evidence. This strategy allows for accommodation of a variety of best
practices. Recognizing that medical science has not established benchmark outcomes for all
medical conditions and interventions, but to the extent that benchmark outcomes do exist through
agencies such as the Agency for Healthcare Research and Quality (AHRQ), Medicare, National
Committee for Quality Assurance (NCQA), Joint Commission on Accreditation of Healthcare
Organizations (JCAHO) and others, any approach that equals benchmark outcomes is acceptable
and any that exceeds it is desirable.
As the State of Florida pursues raising the healthcare quality bar, we suggest that the Board of
Medicine (BOM), or the BOM via the Agency for Healthcare Administration (AHCA), initially
identify the state’s focal point benchmark outcomes for monitoring and improvement by using

selected available Quality Indicators. (See Appendix A for examples). Presumably, this would
initially be based on the available existing benchmarks set by agencies such as the AHRQ,
Medicare, Veterans Administration (VA), the Voluntary Hospital Association (VHA), and
others. In order to do this, Florida hospital data are needed for analysis. The analyses could be
done by the proposed Patient Safety Authority (PSA). Institutions and practitioners would be
notified as to what benchmarks they are expected to meet, and, subsequently, where they fall
relative to these benchmarks. We suggest that those found significantly below a benchmark
could be reviewed (internally or externally) to identify a practice improvement strategy, i.e.,
“Best (Outcome) Practice,” to achieve the relevant benchmark(s) outcome(s). Those
substantially better than benchmark would similarly be evaluated to assess that they are properly
risk-adjusted and that their apparent extraordinary success is, in fact, valid. If they truly exceed
the benchmark, then their process/practice can then be added to a library of Florida’s “Best
(Outcome) Practices.” Improvement in healthcare is an iterative process and, over time, this
paradigm will keep ratcheting up the benchmarks.
Those who fail to remediate their practice – either an individual or an institution – to achieve a
particular benchmark would then be required to undergo additional monitoring, education,
censure, change in credentialing or accreditation, probation, fine, or whatever measure is
considered appropriate.
A tool that could be used as a template to assess outlier outcomes is the “Clinical (Outcome)
Assessment Tool”, a University of Florida tool. (Appendix C). The adverse outcome, wrong-site
surgery, is considered as an example of the tool’s application since it continues to be a problem
nationwide (Appendix C). Such an assessment tool is developed after conducting an extensive
review of the literature and by following a specific policy for development of evidence-based
educational materials and risk interventions (Appendix C). The information collected by
utilization of this policy is then used to craft the template, following which the references are
evaluated according to the Cochrane Evidence Scale. This template, when followed, can be
readily used to craft interventions on an as-needed basis and can also be used as an educational
tool for clinicians and an auditing tool by the PSA or others.
A second approach to accelerating Florida hospitals toward achieving best outcomes in Florida
hospitals is progressive implementation of the patient safety practices identified by the Stanford
Practice Center as having the greatest strength of evidence regarding their impact and
effectiveness. Of the 73 patient safety practices identified by the Stanford group, almost half fall
into the “low” cost and complexity category for requirements of implementation and, thus, are
attractive to also consider for early implementation. The State of Florida, through its selected
regulatory entity, could require facilities and/or practitioners to incrementally comply with
selected patient safety practices, as identified by the Stanford Group.
A final suggested approach is to have the State of Florida, in its capacity as a large healthcare
purchaser, move toward adopting the Leapfrog strategy. More specifically, it could require that
approved facilities and providers use:
• electronic physician order entry systems (a strategy universally acknowledged to decrease
medical errors)

•

•

hospitals with the greatest experience and best outcomes for select volume-related, outcomesensitive procedures. This includes coronary artery bypass graft surgery, percutaneous
coronary intervention, abdominal aortic aneurysm repair, pancreatic resection, as well as
high-risk deliveries. This concept is referred to by Leapfrog as “Evidence-based Hospital
Referral.
critical care medical services in the intensive care units be provided by board certified, or
board eligible, critical care specialists.
(http://www.premierinc.com/frames/index.jsp?pagelocation=/all/advocacy/leapfrog/news.ht
ml)

The State of Florida can do this as a consumer and/or a regulator. In so doing, it would serve
notice to physicians and hospitals that high quality care and associated improved outcomes are
an expectation, just as the Leapfrog Group consumer organization has done. Failure to
implement the required strategies would mean loss of contracts and patients, whereas
implementation would be rewarded with contracts and patients, and perhaps enhanced
reimbursement for “best outcome” patient care.
Any one, or combination, of the above stated strategies would be responsive to the legislative
desire for improvement in quality of care. In so doing, the legislature would simultaneously
avoid the overwhelming task of duplicating rapid publication and dissemination of all published
and constantly evolving “Best Practices” and, instead, focus on what we believe is a realistic and
feasible approach to achieving and ensuring benchmark “Best (Outcome) Practice” for the
citizens of Florida.
These authors recommend that the PSA emphasize not so much the path to the desired i.e., "Best
Practice" result, but rather the goal of achieving, or, even better, of exceeding the Best Outcome
result. In that way, a variety of best practices are accommodated. Rather than defining the path
for an individual or for an institution it would be the benchmark outcomes that are defined.

3.2 INTRODUCTION
The Institute of Medicine report, “Crossing the Quality Chasm: A New Health System for the
21st Century”1 underscores the observation that there is often a substantial separation between
what science has identified as optimal treatment and outcomes and the treatment and care that is
delivered in the United States. This disconnection between what is known and what is
implemented does not spare any healthcare setting, diagnosis, patient, or provider. The authors
offer an analysis of this disconnect, an explanation for what the underlying causes are, and
recommendations for legislative change regarding expected “Best (Outcome) Practices” and the
potential role of a Patient Safety Authority (PSA). If clinicians, irrespective of their good
intent, fail to recognize which alleged “Best Practices” are the most likely to foster the best
outcome(s), there will continue to be consumer discontent with the quality of care provided in
Florida and the consequential costs of that discontent.

3.3 LEGISLATIVE CHARGE

This report was produced in response to the Florida legislative mandate, outlined in Senate Bill
2-D, Section 37 (2)(f), enrolled during the third legislative session of the calendar year 2003.
That mandate requires consideration be given as to how a proposed Patient Safety Authority
(PSA) in Florida can, directly or by contract, execute procedures for rapid identification and
dissemination of “ Best Practices” to Florida clinicians.
A comprehensive review of the literature leads the authors to believe that utilization of a slightly
different concept and terminology, i.e., “Best (Outcome) Practices” (BOPs), provides a more
specific response to legislative concern regarding quality of care. In order to arrive at BOPs, it
is critical to appreciate the vast resources currently available to clinicians in the form of “Best
Practices”. The volume of “Best Practices” can be, at times, overwhelming to practicing
clinicians who are attempting to keep up with the literature and make the best clinical choices on
behalf of, and in concert with, their patients.

3.4 DEFINITION OF TERMS
A number of terms are often used interchangeably in describing the path leading to the goal of
making health care delivery safer, more reliable, and with more predictable outcomes.
The following defined terms play a significant role in understanding the clinical area of “Best
Practices” and Best (Outcome) Practices. A good understanding of the various terms that are
used often interchangeably in this arena is critical to the development of a definitive plan for
unified and improved approach to healthcare in Florida.

3.4A Evidence Based Medicine (EBM) - "The conscientious, explicit and judicious use
of current
best evidence in making decisions about care of an individual patient.” This approach utilizes
randomized controlled trials (RCTs) to determine the safety and efficacy of interventions, e.g.
treatment, diagnosis and prevention.2
3.4B Basic Science Approach - This is considered as more of a complementary approach
to development of Evidence-Based Medicine (EBM) rather than as an alternative. However, if
used alone, it is, an alternative but not likely one that will result in the most comprehensive and
well thought out clinical pathway. This is defined as “studying the physiological mechanisms of
the body and the biochemical properties of drugs” and basing medical practice on that. The
basic science approach does not base itself on outcome results.3

3.4C Clinical Experience – Clinical experience is cited as producing information that is
best for therapy and prognostic outcomes.
experiential bias.

4

This is frequently anecdotal and vulnerable to

3.4D Observational Studies – Observational studies are cited as producing information

that is best for diagnostic therapy and prognostic outcomes.5 These studies often provide a
tremendous opportunity to identify issues and raise more questions, which can eventually lead to
answers.

3.4E Benchmark – A measured “best in class” achievement. The performance level that is
recognized as the standard of excellence for a specific business purpose.
(http://creativeideas.org.uk/glossary.htm)

3.4F Best Practices - Programs or projects whose success is based on evidence.6
3.4G Clinical Benchmark - A criterion of evaluation as measurement used as a reference
point for comparison of clinical care between institutions and between individual healthcare
providers.

3.4H Best Outcome Practice – A clinical practice(s) that results in measurable outcomes
that are equal to or exceed clinical benchmarks. Best (outcome) Practices can be further
stratified to include best in class or best achieved.

3.4I Leapfrog – A consortium of health care purchasers (large businesses) that organized to
improve safety and value. The Leapfrog group’s mission/goal is to improve healthcare in leaps
by educating consumers and providing a business case to providers to encourage them to
improve quality. They accomplish the latter by establishing healthcare purchasing principles
with threshold value and quality requirements on the part of providers. The Leapfrog Group has
identified three initial hospital-focused safety initiatives [www.leapfroggroup.org]:
(1) Computer physician order entry with error detection software.7
(2) Evidence-based hospital referral is a method for selection of facilities for certain high
risk surgical procedures and high risk deliveries, based on the facilities’ known highvolume experience for those procedures, i.e., exceeding epidemiologically determined
threshold minimum volume associated with better outcomes. Leapfrog refers to this as
“Evidence -based Hospital Referral”. To date, these have included coronary artery bypass
surgery (CABG), abdominal aortic aneurysm repair (AAA), pancreatic resection,
esophagectomy, and high-risk delivery.8,9
(3) Physician staffing in the intensive care unit by trained intensivists (in urban areas) in
hospitals with intensive care unit beds.
3.4J Guideline – An attempt to distill a large body of medical expertise into a convenient,
readily usable format.10

3.4K Clinical Path - A systematic detailed description of steps, decision points, and
interventions in providing care for a particular diagnosis or procedure.
3.5 LEVELS OF EVIDENCE
In order to translate outcome results into Best (Outcome) Practices, it is useful to examine the
premise of evidence-based medical literature.

3.5A Introduction to Concept.
It is important for clinical practitioners to appreciate that some levels of evidence are more
reliable than others. Reading recommendations for treatment, clinical pathways, “Best
Practices,” or any other similarly phrased term that suggests the best approach to accomplish the
best clinical outcome should be done in the context of evaluating sometimes competing advice.
It is a challenge for the physician in practice today to keep up with the rapidly evolving literature
claiming to report the “Best Practice(s).” How is one to know which is or is not the most reliable
approach to an individual patient’s care? This concept is best articulated by Ross E.G. Upshur,
“Evidence exists in a hierarchical fashion, with some study designs being more subject to bias
than others and therefore, possibly providing weaker justification for clinical decisions.”11 See
Table 1.
Table 1. Highest level of evidence and strongest grade of recommendation in 4
evidence hierarchies
SOURCE OF EVIDENCE
HIGHEST LEVEL OF
CONDITIONS FOR A
HIERACHY
EVIDENCE FOR A
GRADE A
TREATMENT OR
RECOMMENDATION
INTERVENTION
Canadian Task Force on
Preventive Health Care1

1 = at least one RCT

Scientific Advisory Council
of the Osteoporosis Society
of Canada2

1+ = systematic review of
meta-analysis of RCTs
1 = one randomized trial
with adequate power
1a=systematic review with
homogeneity of RCTs
1b = individual RCT with
narrow confidence interval
1c = all or none*
1++ = high-quality metaanalyses, systematic
reviews of RCTs, or RCTs
with very low risk of bias
1+ = well-conducted metaanalyses, systematic
reviews of RCTs, or RCTs
with low risk of bias
1- = meta-analyses,
systematic reviews of
RCTs, or RCTs with high
risk of bias

Centre for Evidence-Based
Medicine3

Scottish Intercollegiate
Guidelines Network4

A study (including metaanalysis or systematic
review) that meets all
design-specific criteria well
Supportive level 1 or 1+
evidence plus consensus
Consistent level 1 studies

At least one meta-analysis,
systematic review, or RCT
rated as 1++ and directly
applicable to the target
population; or a systematic
review of RCTs or a body
of evidence consisting
principally of studies rated
as 1+ directly applicable to
the target population and
demonstrating overall
consistency.

Note: RCT = randomized controlled trial.
*The Centre for Evidence-Based Medicine explains “all or none” as follows: “met when
all patients died before the treatment became available, but some now survive on it; or
when some patients died before the treatment became available, but none now die on it.”
Sources:
1
Canadian Task Force on Preventive Health Care, History and Methods. Available:
www.ctfphc.org (accessed 2003 Aug 27).
2
Brown JP, Josse RG: Scientific Advisory Council of the Osteoporosis Society of
Canada. 2002 clinical practice guidelines for the diagnosis and management of
osteoporosis in Canada. CMAJ 2002; 167(Suppl 10):S1-34.
3
Centre for Evidence-Based Medicine. Levels of evidence and grades of
recommendation. Oxford: The Centre. Available:
www.cebm.net/levels_of_evidence.asp (accessed 2003 Aug 27).
4
Wright PJ, English PJ, Hungin AP, Marsden SN. Managing acute renal colic across the
primary-secondary care interface: a pathway of care based on evidence and consensus.
BMJ 2003; 325:1408-12.
In lay terms, the studies that are used to support the clinical practices for different types of
conditions are not all of the same quality. In other words, some of the interventions that
clinicians can choose to institute in caring for patients are simply better proven when it comes to
how effective they will be. In other cases, it may well be that a particular strategy will produce
an acceptable outcome but not necessarily the “best” result possible. It would be helpful for
clinicians to have a system of interventions based on the quality of the supporting evidence, i.e.,
by hierarchy of reliability. Segregating different proposed treatments for various clinical
conditions in this manner would improve the overall quality of care patients are receiving by
identify clear clinical practices that are supported by the best quality evidence. Consider Table 1
above.
Another often used hierarchical ranking system is from the Oxford Centre (Table 2,) which
relates to the validity of the evidence only as it relates to prevention, diagnosis, prognosis,
therapy, and harm.

Table 2. Oxford Centre for Evidence-Based Medicine Levels of Evidence (May 2001)
LEVEL
THERAPY/P PROGNOSIS DIAGNOSIS DIFFERENTI ECONOMIC
AND
AL
REVENTION
DIAGNOSIS/ DECISION
,
ANALYSES
SYMPTOM
AETIOLOG
PREVALEN
Y/HARM
CE STUDY
SR (with
1a
SR (with
SR (with
SR (with
SR (with
homogeneity* homogeneity* homogeneity* homogeneity* homogeneity*
) of Level 1
) of RCTs
) of inception ) of Level 1
) of
economic
cohort
diagnostic
prospective
studies; CDR† studies; CDR† cohort studies studies.
with1b studies from
validated in
different clinical
different
centres
populations
Analysis
1b
Individual
Individual
Validating ** Prospective
based on
RCT (with
inception
cohort study
cohort study
clinically
narrow
cohort study
with good ††† with good
reference standards;
sensible costs
Confidence
with ≥80%
followor CDR† tested
or
Interval††)
follow-up;
up.****
† validated in
within one clinical
alternatives;
CDR
a single population
centre
systematic
review(s) of
the evidence;
and including
multi-way
sensitivity
analyses
1c
All or none§
All or none
Absolute
All or none
Absolute
case-series
SpPins and
case-series
better-value
SnNouts††
or worsevalue
analyses††††
SR (with
SR (with
2a
SR (with
SR (with
SR (with
homogeneity* homogeneity* homogeneity* homogeneity* homogeneity*
) of Level >2
) of cohort
) of either
) of Level >2 ) of 2b and
better studies economic
studies
retrospective diagnostic
studies
cohort studies studies
or untreated
control
groups in
RCTs
2b
Individual
Retrospective Exploratory* Retrospective Analysis
cohort study
cohort study
* cohort study cohort study, based on
(including
or follow-up
with good†††
or poor
clinically
reference standards;
low quality
of untreated
follow-up
sensible costs

RCT; e.g.,
<80% followup)

control
patients in an
RCT;
Derivation of
CDR† or validated

CDR† after
derivation, or
validated on splitsample§§§ only

on split-sample§§
only

2c

3a

3b

“Outcomes”
“Outcomes”
Research;
Research
Ecological
studies
SR (with
homogeneity*
) or casecontrol
studies
Individual
Case-Control
Study

4

Case-series
(and poor
quality cohort
case-control
studies§§)

5

Expert
opinion
without
explicit
critical

Case-series
(and poor
quality
prognostic
cohort
studies***)
Expert
opinion
without
explicit
critical

Ecological
studies

or
alternatives;
limited
review(s) of
the evidence,
or single
studies; and
including
multi-way
sensitivity
analyses
Audit or
outcomes
research

SR (with
homogeneity*
) of 3b and
better studies

SR (with
homogeneity*
) of 3b and
better studies

SR (with
homogeneity*
) of 3b and
better studies

Nonconsecutive
study; or
without
consistently
applied
reference
standards

Nonconsecutive
cohort study,
or very
limited
population

Case-control
study, poor or
nonindependent
reference
standard
Expert
opinion
without
explicit
critical

Case-series or
superseded
reference
standards

Analysis
based on
limited
alternatives or
costs, poor
quality
estimates of
data, but
including
sensitivity
analyses
incorporating
clinically
sensible
variations.
Analysis with
no sensitivity
analysis

Expert
opinion
without
explicit
critical

Expert
opinion
without
explicit
critical

appraisal, or
appraisal, or
appraisal, or
appraisal, or
appraisal, or
based on
based on
based on
based on
based on
physiology,
physiology,
physiology,
physiology,
economic
bench
bench
bench
bench
theory or
research or
research or
research or
research, or
“first
“first
“first
“first
“first
principles”
principles”
principles
principles”
principles”
Produced by Bob Philips, Chris Ball, Dave Sackett, Doug Badenoch, Sharon Straus, Brian
Haynes, Martin Dawes since November 1998.
NOTES: Users can add a minus-sign “-“to denote the level of evidence that fails to provide a
conclusive answer because of:
〈 EITHER a single result with a wide Confidence Interval (such that, for example, an ARR in
an RCT is not statistically significant but whose confidence intervals fail to exclude clinically
important benefit or harm)
〈 OR a Systematic Review with troublesome (and statistically significant) heterogeneity.
〈 Such evidence is inconclusive, and therefore can only generate Grade D recommendations.
*
By homogeneity, we mean a systematic review that is free of worrisome variations
(homogeneity) in the directions and degrees of results between individual studies. Not
all systematic reviews with statistically significant heterogeneity need be worrisome,
and not all worrisome heterogeneity need to be statistically significant. As noted
above, studies displaying worrisome heterogeneity should be tagged with a “-“ at the
end of their designated level.
†
Clinical Decision Rule. (These are algorithms or scoring systems which lead to a
prognostic estimation or a diagnostic category).
‡
See note #2 for advice on how to understand, rate and use trials or other studies with
wide confidence intervals.
§
Met when all patients died before the Rx became available, but some now survive on it;
or when some patients died before the Rx became available, but none now die of it
§§
By poor quality cohort study, we mean one that failed to clearly define comparison
groups and/or failed to measure exposures and outcomes in the same (preferably
blinded) objective way in both exposed and non-exposed individuals and/or failed to
identify or appropriately control known confounders and/or failed to carry out a
sufficiently long and complete follow-up of patients. By poor quality case-control
study, we mean one that failed to clearly define comparison groups and/or failed to
measure exposures and outcomes in the same (preferably blinded), objective way in
both cases and controls and/or failed to identify or appropriately control known
confounders.
§§§
Split-sample validation is achieved by collecting all the information in a single tranche,
then artificially dividing this into “derivation” and “validation” samples.
††
An “Absolute SpPin” is a diagnostic finding whose Specificity is so high that a Positive
result rules-in the diagnosis. An “Absolute SnNout” is a diagnostic finding whose
Sensitivity is so high that a Negative result rules-out the diagnosis.
‡‡
Good, better, bad and worse refer to the comparisons between treatments in terms of
their clinical risks and benefits.
†††
Good reference standards are independent of the test, and applied blindly or objectively

††††

**
***

****

to applied to all patients. Poor reference standards are haphazardly applied, but still
independent of the test. Use of a non-independent reference standard (where the “test”
is included in the ‘reference’, or where the ‘testing’ affects the ‘reference) implies a
level 4 study.
Better-value treatments are clearly as good but cheaper, or better at the same or reduced
cost. Worse-value treatments are as good and more expensive, or worse and the
equally or more expensive.
Validating studies test the quality of a specific diagnostic test, based on prior evidence.
An exploratory study collects information and trawls the data (e.g. using a regression
analysis) to find which factors are ‘significant”.
By poor quality prognostic cohort study, we mean one in which sampling was biased in
favor or patients who already had the target outcome, or the measurement of outcomes
was accomplished in <80% of study patients, or outcomes were determined in an
unblinded, non-objective way, or there was no correction for confounding factors.
Good follow-up in a differential diagnosis study is >80%, with adequate time for
alternative diagnoses to emerge (eg 1-6 months acute, 1-5 years chronic)

Grades of Recommendation
A
Consistent level 1 studies
B
Consistent level 2 or 3 studies or extrapolations from level 1 studies
C
Level 4 studies or extrapolations from level 2 or 3 studies
D
Level 5 evidence or troublingly inconsistent or inconclusive studies of any level
[Source: Sackett DL. Rules of evidence and clinical recommendations on use of antithrombotic
agents. Chest 1986; 89(2 suppl):2S-3S.]
NOTE: “The ancestor of this set of pages was created by Suzanne Fletcher and Dave Sackett 20
years ago when they were working for the Canadian Task Force on the Periodic Health
Examination. They generated “levels of evidence” for ranking the validity of evidence about the
value of preventive maneuvers, and then tied the “grades of recommendations” to the advice
given in the report.”12. You will also note that the Oxford Table is more specific and offers more
comprehensive information than Table 1, but is also more difficult to interpret.
It is clear that two specific factors contribute to the difficulty in choosing a “Best Practice,” (e.g.,
an approach that has a high reliability of actually yielding the best outcome for the patient when
choosing a system for ranking evidence):
• Inconsistencies in the use of terms which create a wide variation in results.
• Differing ranking approaches assign different amounts of credibility to consensus versus
factual evidentiary findings.
These factors, and others, make it all the more imperative for clinicians to understand the
nuances of grading the levels of evidence they are relying on in their clinical practice.

3.5B Evidence User vs. Evidence-Based Practitioners.
A clinician who takes what is on the Internet that is publicized as “Best Practices” and utilizes it
without evaluating the level or quality of evidence it is based upon first is referred to in the

literature as an evidence user. This is not a criticism, but rather an observation and a reality. It
relates back to the information barrage that practitioners are expected to keep up with when
making clinical decisions. There are web-based services that provide summaries and newsletters
outlining the latest and greatest “Best Practice.” This is much like relying on secondary sources
that can - each time they are republished, revisited, and recirculated - take on a new twist.
However, a clinician who weighs the level of evidence that a proposed “Best Practice” is based
on, is an evidence-based practitioner.
There are websites, such as www.infopoems.com. (the acronym stands for patient oriented
evidence that matters and the site is aimed at primary care practitioners), which to their
designers’/ authors’ credit, include the level of evidence with their patient care Best Practice
emails. This group uses the Oxford Centre nomenclature.13

3.5C Refined Evidence (see also infopoems above)
It is unrealistic to either assume or mandate that each clinician will independently review the
literature for best practice and best evidence for each clinical decision point. Thus, it is
important to identify what Grandage et al refer to as “refined sources of information.” The preeminent source is the Cochrane Database14 These documents provide a concise, easy-to-read
summary that includes: background information, objectives, search strategy (referring to how
the literature review was done), selection criteria (references whether studies were controlled and
randomized or not), data collection and analysis, main results (gives study outcomes on the most
significant studies reviewed), and citations. In addition, see Appendix B for sample Cochrane
Reviews. These reviews include only the “Best Evidence,” i.e., the results of randomized
controlled trials. They all address relevant questions and, where possible, consolidate them into
a meta-analysis; they are available via the web and are regularly updated.15
Other databases that offer refined best practice of evidence-based data include the Database of
Abstracts of Reviews of Effectiveness (DARE).16 This source is complementary to the Cochrane
reviews as it covers topics for which there are not yet Cochrane reviews available, but it is not as
comprehensive and without meta-analyses.
Additional “Best Practice” strategies or guidelines, to name a few, are also available via:
1) National Institutes of Health (http://clinicalstudies.info.nih.gov/) - These are consensus-based
guidelines,
2) Agency for Health Care Policy and Research Web and the, and
3) Canadian Medical Association Web ( http://www.ctfphc.org/).
In addition, almost all medical subspecialties provide EBM guidelines as well, which usually can
be located on the web. Their guidelines and standards tend to be either evidence-based17 or
evidence-linked.18
Grandage et al have created a hierarchical pyramid to conceptually place best evidence and
validity at the top.19

Figure 1.
Drilling down for information
[Grandage et al in J Med Libr Assoc. 2002 July; 90 (3): 298
Copyright © 2002, Medical Library Association]
It is abundantly clear that there is a spectrum of clinical decision paths that are in concordance
with evidence-based medicine and best practices. However, there also remains disagreement
about whether in fact evidence-based practice even reliably translates to better or best
outcomes.20 21 22
Another issue is that availability of “Best Practices” and evidence is still very incomplete. In the
cases of a relative (incomplete transfer of best practice information to health care providers) or
an absolute (lack of best practice evidence altogether) “Best Practice” vacuum, the practitioner
may then rely on habit, local practice patterns, and product marketing to achieve a clinical goal.

3.6 POTENTIAL METHODS TO ASSIST PRACTITIONERS IN
RECOGNITION OF HIGH RELIABILITY DATA AND “BEST
(OUTCOME) PRACTICES”
3.6A The Upshur Approach

The following strategies were suggested by Ross E.G. Upshur.23
1. Peer review journals could require that certain levels of evidence be used prior to accepting
any articles on clinical based issues.
2. An international consensus group could be held to establish journal guidelines.

3. McMaster University faculty could and should be included in development of such a program
since they are considered the “creators of evidence based practice.”
4. Practitioners must be included to ensure dissemination and active acceptance of the end
product.
5. Researchers must be included to “determine utility and acceptability of different formats for
presenting evidence ratings and grades of recommendations which are currently driven by expert
opinion.” Unfortunately, anyone working in the arena of medical malpractice knows that you
can always find an expert for either side of any argument. Is it that clinicians are confused!

3.6B LIBRARIAN/ CLINICIAN PARTNERSHIPS
One example of a multidisciplinary approach to identification of best practices is found in an
article entitled “Expediting the transfer of evidence into practice; building clinical partnerships,”
by Tamara Rader.24 A Canadian facility created an Evidence-based Practice Committee to assist
nursing in rapid identification of evidence based practice(s) and in facilitation of rapid and global
dissemination of same. Barriers identified included:
• insufficient awareness of evidence based practice as a whole,
• inadequate computer skills, e.g, clinicians did not know how to find the information they needed,
• inadequate knowledge of how to utilize search engines to their benefit,
• inadequate knowledge about the actual source of research evidence.
This paper suggests that nurses have similar issues to those of practicing physicians when it
comes to keeping up with, and recognizing what is and is not a “Best Practice.”

3.6C THE COCHRANE APPROACH
(SEE ALSO UNDER REFINED EVIDENCE EARLIER)
The Cochrane Group is a not for profit group that provides regular, systematic reviews and
guidelines on relevant clinical questions. New reviews are published on a quarterly basis. They
are archived and accessible via the Internet [http://www.ebm-guidelines.com/scientific.html]

Level of evidence
A
Strong research-based evidence
Several relevant, high-quality scientific studies with homogeneous results
B
Moderate research-based evidence
At least one relevant, high-quality study or several adequate studies
C
Limited research-based evidence
At least one adequate scientific study
D
No scientific evidence
Expert panel evaluation of other information
Whenever material relevant to topics of primary care appear, a brief summary of this
scientific evidence is written. The summary is then graded with a scale from A to D (evidence
code, see table) and a short statement on the level of evidence is added to the summary. Each
evidence summary consists of a heading, evidence code, evidence statement, and the actual
summary.
The contents of individual guidelines are reviewed and edited to comply with the relevant
evidence, and evidence codes, which also serve as hypertext links to the summaries, are
inserted to relevant sites in the guideline text. The evidence summaries allow the clinician to
judge how well-founded the treatment recommendations are.
The summaries are concise and easy to read; however, only few details of the systematic
reviews and original publications can be cited. Therefore it is strongly recommended that the
users consult the Cochrane Library and original references for more information whenever an
evidence summary appears insufficient.
http://www.ebm-guidelines.com/scientific.html
The Cochrane Library Home page is located at: http://www.updatesoftware.com/clibng/cliblogon.htm. A sample Cochrane Review is provided in Appendix B.

3.7 AVAILABILITY OF DATA
Individual Professional Associations and Websites:
There are numerous professional societies that offer standards, clinical guidelines, patient safety
initiatives, and other similarly characterized forms of “Best Practice(s) “ type tools that are again
easily accessible on the Internet.

1. Agency for Healthcare Research and Quality:
[http://www.qualityindicators.ahrq.gov/data/hcup/psi.htm].
[http://66.102.7.104/search?q=cache:b3H0IrJIEz4J:www.hanys.org/quality/quality_
institute/psi_final/appendix_b.pdf+AHRQ+patient+safety+indicators&hl=en&ie=UTF-8]
This source includes mortality, utilization, and volume data, as well as risk adjustment for
selected conditions to allow comparison of facilities.
2. Stanford-UCSF Evidence Based Practice Center
Stanford Evidence Based Practice Center
[http://www.ahrq.gov/clinic/epc/ucsfepc.htm]
This includes such websites as:
a) National Guidelines Clearinghouse (http://www.guideline.gov/) - this is an on line
public resource sponsored by multiple agencies to include the Agency for Healthcare
Research and Quality (AHRQ), United States Department of Health and Human Resources
(DHHS), the American Medical Association (AMA), American Association of HealthcarePlans Health Insurance Association of America (AAHP). This on-line software allows the
clinician to refine the search to include key words, disease/condition, treatment/intervention,
guideline category (assessment of therapeutic effectiveness, counseling, diagnosis, evaluation
and management and more), organization type (not state, academic institution, disease
specific society, Federal Government Agency, hospital/ medical center, independent expert
panel and more), intended users (not stated, advanced practice nurses, allied health personnel,
chiropractors, clinical laboratory personnel, and more), clinical specialty (allergy and
immunology, anesthesiology, cardiology, and more), methods used to assess the quality and
strength of evidence (not stated, decision analysis, meta-analysis, meta-analysis of individual
patient data and more), methods used to formulate the recommendations (not stated, balance
sheets, expert consensus, expert concensus development conference and more), and
selection of additional refining factors as preferred.
b) American College of Cardiology Foundation
(http://www.acc.org/clinical/statements.htm) - This website provides a search engine to
identify either “clinical statement/ guide” or “guidelines in practice” by searching a key
word. The clinical statements and guidelines provided are those embraced by the American
College of Cardiology and American Heart Association. Although the formatting itself for
the guidelines may vary, the method used for establishment of a guideline does not. (See
Manual for ACC/ AHA Guideline Writing Committees at
http://www.acc.org/clinical/manual/manual_index.htm)., and
c) Primary Care Clinical Practice Guidelines
(http://medicine.ucsf.edu/resources/guidelines/)
This website provides clinical guidelines that are based on evidence, consensus, practice
parameters, protocols, meta-analysis, integrative studies, critically appraised topics, review
articles and more. This site also provides hyperlinks to articles to assist the clinician with
evaluation of what is and is not valuable and/or applicable in individual practice settings.
3. Cochrane Reviews – The Cochrane Approach to providing answers to clinical decisionmaking starts with the premise that “less is more”.25

There is so much clinical information available to practitioners it can be next to impossible to
find the best approach, for each decision to be made, in time to impact the clinical care
provided. One study showed that for every 10 questions a practitioner has, he/she will take
time to look up four of the answers, but likely only find the answers for three, which means
he/she is likely making educated guesses the remainder of the time.26 This approach takes
into consideration that the clinician takes time to review the literature to keep up-to-date
and/or to answer specific clinical questions. It is for both of these reasons that the premise of
“less is more” is so critical. Any method that has been validated as providing high reliability
information, and that reduces the volume of data for the clinician to something that is both
manageable and applicable to their needs, is definitely in the best interest of both practitioner
and patient. Practitioners have come to learn over time, that the only research that really
counts is the research that results in the outcomes that patients care about.
5.
DARE Database [http://nhscrd.york.ac.uk/welcome.htm]
6.
National Committee for Quality Assurance [http://www.ncqa.org/index.asp]
7.
Voluntary Hospital Association [https://www.vha.com/public/]
8.
AAMC Statement on the Progress of the National Voluntary Hospital Reporting Imitative
[http://www.aamc.org/newsroom/pressrel/2003/031009a.htm]
9.
National Committee for Quality Assurance (NCQA) –
(This hyperlink alone, http://www.health.vic.gov.au/clinicalindicators/strategy/bibl.htm,
lists 41 article regarding “outcome indicators”).
10.
Centers for Disease Control (CDC) [http://www.cdc.gov/]
11.
Health and Human Services National Centers for Health Statistics (NCHS)
[http://www.cdc.gov/nchs/]
1.
National
Hospital
Voluntary
Reporting
Initiative
[http://www.medicare.gov/Hospital/Home.asp?version=default&browser=IE%7C6%7CWin2000
&language=English&defaultstatus=1&pagelist=Home]
Database of Economic Evaluations of Healthcare Interventions (NHSEED)
http://www.york.ac.uk/inst/crd/nhsdhp.htm]
2. Research Undertaken by Health Technology Assessment Agencies (HTA)
http://www.york.ac.uk/inst/crd/htahp.htm

3.8 ADDENDUM TO SUMMARY: PATIENT SAFETY PRACTICES
RATED BY STRENGTH OF EVIDENCE
After rating practices in terms of their potential impact, and on the strength of the evidence, the
Editorial Board grouped them into 5 categories (Tables A-1 through A-5, adapted from Tables
57.1-57.5 of Making Health Care Safer: A Critical Analysis of Patient Safety Practices). These
categorizations reflect the current state of the evidence.
If a practice that addresses a very common or severe patient safety problem receives a low rating
on the impact/evidence scale, it may be because the strength of the evidence base is still weak
because there have been few evaluations. As a result, the practice is likely to show up at a high
level on the research priority scale. However, if the practice has been studied rigorously, and

there is clear evidence that its effectiveness is negligible, it is rated at the low ends of both the
"strength of the evidence" (on impact/effectiveness) scale and the "research priority" scale.
For each practice listed in the Tables, a designation for the cost and complexity of
implementation of the practice is included. The ratings for implementation are "Low," which
corresponds to low cost and low complexity of implementation (e.g., political or technical
issues); "Medium," which represents low to medium cost and high complexity, or medium to
high cost and low complexity; and "High," which reflects medium to high cost and high
complexity of implementation.
Several practices are not included in the tables because they were not rated. Among these are a
set of practices that have long histories of use outside of medicine, but have not yet received
adequate evaluation of their potential health care applications:
•

Promoting a Culture of Safety (Chapter 40).

•

Use of Human Factors Principles in Evaluation of Medical Devices (Subchapter 41.1).

•

Refining Performance of Medical Device Alarms (e.g., balancing sensitivity and
specificity of alarms, ergonomic design) (Subchapter 41.2).

•

Fixed Shifts or Forward Shift Rotations of health care personnel (Chapter 46).

•

Napping Strategies for health care personnel (Chapter 46).

•

Incident Reporting (Chapter 4).

Table A-1. Patient Safety Practices with the Greatest Strength of Evidence Regarding their
Impact and Effectiveness
Item Patient Safety Problem

Patient Safety Practice

Implementation
Cost/Complexity

1

Venous thromboembolism
(VTE)

Appropriate VTE prophylaxis (Ch. Low
31)

2

Perioperative cardiac events in Use of perioperative beta-blockers Low
patients undergoing noncardiac (Ch.25)
surgery

3

Central venous catheter-related Use of maximum sterile barriers
Low
bloodstream infections
during catheter insertion (Ch. 16.1)

4

Surgical site infections

Appropriate use of antibiotic
prophylaxis (Ch. 20.1)

Low

5

Missed, incomplete or not
Asking that patients recall and
fully comprehended informed restate what they have been told
consent
during informed consent (Ch. 48)

Low

6

Ventilator-associated
pneumonia

Continuous aspiration of subglottic Medium
secretions (CASS) (Ch. 17.2)

7

Pressure ulcers

Use of pressure relieving bedding
materials (Ch. 27)

Medium

8

Morbidity due to central
venous catheter insertion

Use of real-time ultrasound
guidance during central line
insertion (Ch. 21)

High

9

Adverse events related to
chronic anticoagulation with
warfarin

Patient self management using
home monitoring devices (Ch. 9)

High

10

Morbidity and mortality in
post-surgical and critically ill
patients

Various nutritional strategies (Ch.
33)

Medium

11

Central venous catheter-related Antibiotic-impregnated catheters
bloodstream infections
(Ch. 16.2)

Low

Abbreviations: Ch. = Chapter
* Items within a particular category are not necessarily in rank order. Items are for reference
only.
Table A-2. Patient Safety Practices with High Strength of Evidence Regarding their Impact
and Effectiveness*
Item Patient Safety Problem

Patient Safety Practice

Implementation
Cost/Complexity

12

Mortality associated with
surgical procedures

Localizing specific surgeries and
High (varies)
procedures to high volume centers
(Ch. 18)

13

Ventilator-associated
pneumonia

Semi-recumbent positioning (Ch.
17.1)

Low

14

Falls and fall injuries

Use of hip protectors (Ch. 26.5)

Low

15

Adverse drug events (ADEs)
related to targeted classes

Use of computer monitoring for
potential ADEs (Ch. 8)

Medium

(analgesics, KCl, antibiotics,
heparin) (focus on detection)

potential ADEs (Ch. 8)

16

Surgical site infections

Use of supplemental perioperative
oxygen (Ch. 20.3)

Low

17

Morbidity and mortality

Changes in nursing staffing (Ch.
39)

Medium

18

Missed or incomplete or not
Use of video or audio stimuli (Ch.
fully comprehended informed 48)
consent

Low

19

Ventilator-associated
pneumonia

Selective decontamination of
digestive tract (Ch. 17.3)

Low

20

Morbidity and mortality in
ICU patients

Change in ICU structure—active
High
management by intensivist (Ch. 38)

21

Adverse events related to
discontinuities in care

Information transfer between
inpatient and outpatient pharmacy
(Ch. 42.1)

22

Hospital-acquired urinary tract Use of silver alloy-coated catheters Low
infection
(Ch. 15.1)

23

Hospital-related delirium

Multi-component delirium
prevention program (Ch. 28)

Medium

24

Hospital-acquired
complications (functional
decline, mortality)

Geriatric evaluation and
management unit (Ch. 30)

High

25

Inadequate postoperative pain Non-pharmacologic interventions
management
(e.g., relaxation, distraction) (Ch.
37.4)

Medium

Low

Abbreviations: Ch. = Chapter
* Items within a particular category are not necessarily in rank order. Items are for reference only

Table A-3. Patient Safety Practices with Medium Strength of Evidence Regarding their
Impact and Effectiveness
Item Patient Safety Problem

Patient Safety Practice

Implementation
Cost/Complexity

26

Medication errors and adverse Computerized physician order entry High
drug events (ADEs) primarily (CPOE) and clinical decision
related to ordering process
support (CDSS) (Ch. 6)

27

Failures to communicate
significant abnormal results
(e.g., pap smears)

Protocols for notification of test
results to patients (Ch. 42.4)

28

Adverse events due to
transportation of critically ill
patients between health care
facilities

Specialized teams for interhospital Medium
transport (Ch. 47)

29

Medication errors and adverse Clinical pharmacist consultation
drug events (ADEs) related to services (Ch. 7)
ordering and monitoring

Medium

30

Serious nosocomial infections Barrier precautions (via gowns &
(e.g., vancomycin-resistant
gloves; dedicated equipment;
enterococcus, C. difficile)
dedicated personnel) (Ch. 13)

Medium

31

Surgical site infections

Perioperative glucose control (Ch.
20.4)

Medium

32

Stress-related gastrointestinal
bleeding

H2 antagonists (Ch. 34)

Low

33

Pneumococcal pneumonia

Methods to increase pneumococcal Low
vaccination rate (Ch. 36)

34

Inadequate pain relief

Acute pain service (Ch. 37.2)

35

Adverse events related to
anticoagulation

Anticoagulation services and clinics Medium
for coumadin (Ch. 9)

36

Hospital-acquired infections
due to antibiotic-resistant
organisms

Limitations placed on antibiotic use Low
(Ch. 14)

Low

Medium

37

Hospital-acquired urinary tract Use of suprapubic catheters (Ch.
infection
15.2)

High

38

Contrast-induced renal failure Hydration protocols with
acetylcysteine (Ch. 32)

Low

39

Clinically significant misread Education interventions and
radiographs and CT scans by continuous quality improvement
non-radiologists
strategies (Ch. 35)

Low

40

Missed or incomplete or not
Provision of written informed
fully comprehended informed consent information (Ch. 48)
consent

Low

41

Failure to honor patient
Computer-generated reminders to
preferences for end-of-life care discuss advanced directives (Ch.
49)

Medium (Varies)

42

Adverse events related to
anticoagulation

Protocols for high-risk drugs:
nomograms for heparin (Ch. 9)

Low

43

Ventilator-associated
pneumonia

Continuous oscillation (Ch. 17.1)

Medium

44

Surgical site infections

Maintenance of perioperative
normothermia (Ch. 20.2)

Low

45

Restraint-related injury; Falls

Interventions to reduce the use of Medium
physical restraints safely (Ch. 26,2)

46

Falls

Use of bed alarms (Ch. 26.3)

47

Contrast-induced renal failure Use of low osmolar contrast media Medium
(Ch. 32)

Medium

Abbreviations: Ch. = Chapter
* Items within a particular category are not necessarily in rank order. Items are for reference
only.

Table A-4. Patient Safety Practices with Lower Impact and/or Strength of Evidence
Item Patient Safety Problem

Patient Safety Practice

Implementation
Cost/Complexity

48

Central venous catheter-related Cleaning site (povidone-iodine to
bloodstream infections
chlorhexidine) (Ch. 16.3)

Low

49

Central venous catheter-related Use of heparin (Ch. 16.4)
bloodstream infections

Low

50

Central venous catheter-related Tunneling short-term central
bloodstream infections
venous catheters (Ch. 16.4)

Medium

51

Hospital-acquired
complications (e.g., falls,
delirium, functional decline,
mortality)

Geriatric consultation services (Ch. High
29)

52

Inadequate pain relief in
patients with abdominal pain
in hospital patients

Use of analgesics in the patient with Low
acute abdomen without
compromising diagnostic accuracy
(Ch. 37.1)

53

Adverse events due to provider Simulator-based training (Ch. 45)
inexperience or unfamiliarity
with certain procedures and
situations

Medium

54

Adverse drug events (ADEs)
in drug dispensing and/or
administration

Use of automated medication
dispensing devices (Ch. 11)

Medium

55

Hospital-acquired infections

Improve handwashing compliance Low
(via education/behavior change;
sink technology and placement;
washing substance) (Ch. 12)

56

Failure to honor patient
Use of physician order form for
preferences for end-of-life care life-sustaining treatment (POLST)
(Ch. 49)

Low

57

Adverse events due to patient Use of bar coding (Ch. 43.1)
misidentification

Medium (Varies)

58

Adverse drug events (ADEs)
in dispensing medications

Unit-dosing distribution system
(Ch. 10)

Low

59

Critical events in anesthesia

Intraoperative monitoring of vital
signs and oxygenation (Ch. 24)

Low

60

Adverse events during crosscoverage

Standardized, structured sign-outs
for physicians (Ch. 42.2)

Low

61

Adverse events related to team Applications of aviation-style crew High
performance issues
resource management (e.g.,
Anesthesia Crisis Management;
MedTeams) (Ch. 44)

62

Adverse events related to
Limiting individual provider’s
fatigue in health care workers hours of service (Ch. 46)

High

Abbreviations: Ch. = Chapter
* Items within a particular category are not necessarily in rank order. Items are for reference
only.
Table A-5. Patient Safety Practices with Lowest Impact and/or Strength of Evidence*
Item Patient Safety Problem

Patient Safety Practice

Implementation
Cost/Complexity

63

Complications due to
Use of pre-anesthesia checklists
anesthesia equipment failures (Ch. 23)

Low

64

Adverse events related to
information loss at discharge

Use of structured discharge
summaries (Ch. 42.3)

Low

65

Surgical items left inside
patients

Counting sharps, instruments and
sponges (Ch. 22)

Low

66

Ventilator-associated
pneumonia

Use of sucralfate (Ch. 26.4)

Low

67

Falls and fall-related injuries

Use of special flooring material in
patient care areas (Ch. 26.4)

68

Performance of invasive
"Sign your site" protocols (Ch.
diagnostic or therapeutic
43.2)
procedure on wrong body part

69

Falls

Use of identification bracelets (Ch.
26 1)

Medium
Medium

Low

26.1)
70

Contrast-induced renal failure Hydration protocols with
theophylline (Ch. 32)

Low

71

Adverse events due to
transportation of critically ill
patients within a hospital

Low

72

Central venous catheter-related Changing catheters routinely (Ch.
bloodstream infections
16.4)

73

Central venous catheter-related Routine antibiotic prophylaxis (Ch.
bloodstream infections
16.4)

Mechanical rather than manual
ventilation during transport (Ch.
47)

High
Medium

Abbreviations: Ch. = Chapter
* Items within a particular category are not necessarily in rank order. Items are for reference
only.
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CHAPTER 4
DEFINING AND ENHANCING SAFETY CULTURE IN HEALTH CARE
4.0

EXECUTIVE SUMMARY

4.0A Objectives
There were three major objectives to this effort. First, to review the main features of safety
culture and safety climate in the existing literature. Second, to develop an agreed-on definition
of safety culture as it relates to health care. And third, to develop recommendations for
enhancing safety culture in Florida’s health care organizations.

4.0B Main Findings
1. Current definitions of safety culture are vague and have limited usefulness in organizing or
directing useful change. The sense of the literature review and that of the conference
participants was that further efforts at defining the concept would obscure more than they
could illuminate. Instead, efforts at definition should be turned towards understanding and
describing the cultural characteristics of safer, more resilient organizations, in a way that can
be closely tied to real performance.
2. Safety culture is not a unified, well circumscribed concept that can be manipulated at will,
but rather an umbrella under which a number of related but distinct ideas can be found.
3. The level of analysis (e.g., work-group or unit, department, profession, care group, hospital,
regional, state, etc) should be clearly specified in any discussions of safety culture, as there
can be important differences and interactions among levels. In particular, it is important to
keep in mind that the external environment (legislative, regulatory, judicial, economic, and
social) exerts important influences on safety culture, which therefore should not be viewed as
simply a property of an individual hospital or clinic.
4. Efforts to enhance safety culture should supplement more narrowly targeted interventions to
improve safety. Specific interventions, such as computerized order entry, are analogous to
vaccination; when properly designed and implemented, they do one thing and one thing only
– they reduce one threat to safety. Broad interventions, such as enhancing organizational and
workgroup culture, teamwork training, or improving the work environment, are analogous to
diet and exercise; they do not reduce any specific threat, but they make the organization more
resistant to many threats, including threats that are currently unknown.
5. Workers’ perceptions of management attitudes and values are important influences on an
organization’s safety culture.
6. Healthcare organizations are extremely heterogeneous, so there may not be a single, cohesive
safety culture, but rather many subcultures that are important in affecting safety in their
portions of the organization’s operations. These subcultures are not undesirable, since they

may reflect real differences in risk and hazard in different parts of the organization.
Assessments should be sensitive to these differing views, rather than aggregating them
irreversibly into global measures. In particular, surveys of attitudes can only reflect
respondents’ perceptions relative to their own expectations and experiences in the place
where they work, so comparisons between organizations, or even among different parts of
the same organization, are extremely problematic.
7. Culture is a dynamic property, not a static, unchanging one, so it is important to be explicit
about the time horizon that is of interest when assessing safety culture or attempting to
enhance it.

4.1 RECOMMENDATIONS
4.1A Recommendation Defuse threats.
Trust is a fundamental aspect of safety culture. Breaches of trust have been identified as
potential “third rails” that can quickly destroy safety culture and can prevent its regrowth for
many years, (e.g., reporting to New Zealand’s Air Safety Reporting System dropped to near zero
after a pilot-reporter was identified, and stayed near zero for many years). Therefore, external
forces that might create breaches of trust should be carefully examined and limited or eliminated.
If organizations promise that workers can report unsafe acts and conditions without fear of
shame or punishment, but external organizations such as professional boards or other regulatory
bodies are not bound in the same way, there is the possibility of a dangerous breach of trust.
This is not just a theoretical possibility, since such episodes have occurred in other states. Some
restriction on the activities of these oversight groups, limiting their purview to the subset of
culpable activities is essential. For example, a Patient Safety Authority might be given first
jurisdiction over investigating incidents and adverse events. Such incidents should be turned
over to regulatory agencies and professional boards, if and only if after investigation, the actions
of providers or organizations appear culpable, using well-established safety science, such as
Reason’s model of culpability; note that this differs considerably from the usual use of the term
‘culpable.’
The current tort environment represents another threat to safety culture that must be defused.
This is addressed in another Chapter in this report.

4.1B Remove Impediments
There are a series of actions that organizations can take to foster the development of a safer,
more resilient internal culture. It would not be practical or wise to impose these actions by
legislative or regulatory mandate. Instead, agencies or the proposed Safety Authority could
provide materials, support, advice and encouragement to organizations considering these
measures.
• Narrow the gulf in perceptions about the level of risk that exists between top leadership
and frontline workers. Key actions might include:
o Having senior leaders spend time in clinical areas to hear what problems and
barriers frontline workers meet in doing their jobs
o Use executive walk-arounds to uncover problems in the clinical workplace and to
allow workers to bring their concerns directly to top management.
• Avoid a narrow, “blinkered” focus on financial or production goals.
• Avoid a focus on preventing errors; substitute a focus on preventing harm.

4.1C Promote a Safer, more resilient culture
The state could promote conditions favoring development of safety culture by means such as
• Demonstrating commitment to safety by supporting both basic and applied research into
safety in complex work environments such as health care.
The following actions are not suitable for “top down”, legislative or regulatory mandates, but
should be supported and encouraged indirectly. Actions that health care organizations could take
include:
These actions also are not suitable for “top down” legislative or regulatory mandates, but should
be supported and encourage by indirect means.
• Senior leaders of health care organizations should demonstrate by tangible, visible
actions that safety is a high priority for the organization. This might include
interventions such as:
o Making a safety report a regular part of the agenda at meetings of the senior
leadership or Board.
o Having the organization’s safety officer report directly to the highest levels of the
organization.
o Tangibly support safety efforts by providing training, staff, and a budget.
o Have senior leaders regularly participate in incident and accident investigative
teams.
o Clarifying goal conflicts between production and safety, so that workers who raise
credible safety concerns are rewarded, even when those concerns impede
production and even if the concerns later prove t be unnecessary. (Imagine a
technician stopping a scheduled procedure because of confusion about patient
identification, only to find later that it was the correct patient. Such an action
needs to be rewarded, not punished or maligned).
o Improve internal consistency among messages about safety. If leaders announce
that safety is a top priority, but then cut staffing, do not maintain equipment,
ignore warnings, or “shoot the messenger”, workers will become cynical and no
improvement will occur.
o Assess the organization’s safety culture at regular intervals and use the results for
internal learning.
• Develop clear policies acknowledging the inevitability of error in health care and that
support constructive, non-punitive ways of managing it, including policies and support
for disclosure.
• Educate senior leadership in safety principles as suggested by Conway [1].
• Include safety principles in the basic education of health professionals and executives.
• Create incentives for physicians to participate more fully in the safety activities of the
institution.
• Involve patients and families in safety, by encouraging them to speak up about
anomalies, and listening to them when they do.
• Encourage teamwork and CRM – like training, not only for task- and team-work, but also
as a means to facilitate cultural change, especially around areas such as communication
patterns, authority gradients and power distance.
• Work to understand and better support people in dealing with the “messy details” of
clinical work.

4.2 INTRODUCTION
This report is one of several deliverables commissioned by the Agency for Health Care
Administration under the Florida Patient Safety Bill (Senate Bill 2-D, Sections 35 and 36).
Section 36 requires the Agency for Health Care Administration (AHCA) to study and report on
the implementation requirements for creating a statewide Patient Safety Authority, that would,
among other things, “… assess the patient safety culture at volunteering hospitals and
recommend methods to improve the working environment as it relates to patient safety at these
hospitals.” (The bill may be reviewed at the Miami Patient Safety Center web site,
http://umdas.med.miami.edu/MPSC/MPSC(E).asp). Note that this is a directive to assess the
feasibility of an Authority doing such a thing, not a directive to do the assessment itself. AHCA
in turn contracted with the University of Miami, representing a consortium of Florida
universities, to perform the work specified in the bill, and commissioned two deliverables related
to this provision of the bill:
• To organize a conference to "standardize and define the term 'safety culture' and to
identify methods for enhancing safety culture in healthcare; and
• To prepare a report on the past and present analysis of safety culture and
recommendations on positively enhancing it.
The conference was held in Jacksonville, FL on 23 – 24 January 2004, and was attended by 45
participants from the United States and the United Kingdom. Five additional invitees were
unable to personally attend but participated in the pre- and post-conference work electronically.
The participants represented a diverse set of fields, and included behavioral scientists, experts in
organizational and professional culture, human factors engineers, safety scientists, health
professionals (physicians, nurses, pharmacists, and social workers) and representatives of their
major professional organizations in the state, leaders of educational institutions, executives and
board members of health care organizations, health lawyers, and representatives of patients and
their families. The conference agenda, a listing of participants, and the preparatory materials are
attached to this report as appendices. The conference proceedings were audio-taped and
transcribed, and used directly in this report, which is the second deliverable. In using the
proceedings, we followed the Senders and Moray’s lead in their report on the “Clambake” and
Bellagio conferences after Three Mile Island [2], and have tried to present fairly all the points of
view that were raised at the meeting. Consequently, we have not attributed comments or ideas to
specific participants, as they had been asked to present all relevant views, even if they did not
personally hold or support them.

4.3 SIGNIFICANCE
Charles Vincent has pointed out that “… excellence arises partly through individual effort and
partly because it is enabled by the wider organization.”[3] The “New Look” at safety in health
care has shifted the focus from being almost solely on the individual practitioner to the larger
socio-technical system in which he or she is embedded [4]. There are at least 5 levels above the
practitioner which impact safety in different contexts: a) the task and tools, b) the team, c) the
workplace environment, d) the organization, and e) the social-regulatory-economic-legal
environment [5-7]. Three of those 5 levels involve the concept of safety culture, and a fourth
(the workplace environment) influences it interactively.

Reason [8] has argued for the critical importance of organizational culture in safety, pointing out
that culture is the only element that has the potential to simultaneously affect all parts of the
organization that create the opportunities for failure. In his “Swiss cheese” model of accident
causation, every part of the organization or process has real or potential “holes” that represent
opportunities for failure. Observable failures occur when these latent faults align; until they do,
the “holes” can remain undetected for years. Organizational and professional culture can affect
all of these holes – opening or closing them as the case may be – including those previously
undetected [9] Safety culture can thus be viewed as a performance shaping factor that helps
guide the many discretionary behaviors of healthcare workers.
Although it is generally invisible to those immersed in it, culture is thought to be a powerful
shaper of behavior, by producing a common way of making sense of, valuing, and judging
situations and events [10]. However, culture is much more complex than that; Senders (personal
communication) has pointed out that culture is a construct imposed by an outside observer on a
set of observations of artifacts and behaviors belonging to a group of which the observer is
generally not a member, and further that behavior affects culture just as strongly as culture
affects behavior. A more abstract view of this relationship is that psychological, behavioral, and
situational factors all interact in what has been called reciprocal determinism. This model forms
a useful framework on which to study organizational or safety culture, because it recognizes that
the strengths of the various factors may vary in different contexts, and that their influence is
dynamic, in that it may take time for any given element to affect the others, and more time for
the reciprocal responses to work themselves out [11].
To date, safety efforts in health care have focused almost exclusively on the “lower level” factors
such as workers, their tools, the work team, and the workplace environment. Rasmussen has
pointed out that factors that are considered basic to safety in other industries, such as institutional
and professional culture, the nature of the organizations in which people work, and the socialregulatory-economic environment in which the organizations operate have not yet received much
attention in health care [12]. Similarly, Shortell recently noted the contrast between the nature of
failures in healthcare, which generally involve broad problems in shared understandings,
communication, coordination, and the majority of the currently proposed solutions, which
involve narrowly technical fixes, such as computerized order entry [13]. These comments
suggest that studying organizational, professional, and work group culture(s) might be a
beneficial strategy for enhancing safety in health care. There is some empirical support for this
idea. In aviation, Helmreich has found associations between certain cultural characteristics, such
as power distance, and safe performance in both the simulator and in safety audits conducted
during actual flights [14]. An additional, potential benefit is that, to the extent culture is strongly
influenced by workers’ perceptions of management; it offers a view of the “blunt end” of the
health care system, potentially balancing the current focus on performance at the “sharp end.”
[15]
When culture has been discussed in relation to the safety of health care, the focus has usually
been on developing a non-punitive culture, a “just culture”, or a “reporting culture”. In many
ways, the discussion in health care has used the terms organizational culture or safety culture as
synonyms for encouraging reporting or reducing blame [16]. This usage misses important
aspects of safety culture.

4.4 LITERATURE REVIEW METHODS
A PubMed search using the keywords safety and culture and their stems was done to identify
papers in the medical literature relevant to safety culture. As expected, the results here were
fairly limited. The search returned 101 citations, whose titles and abstracts were screened for
relevance by RLW. (Many of the “hits” did not involve patient safety at all, but instead dealt
with safety in microbiology (e.g., the safety of cell cultures) or risk-taking behaviors in various
subcultures). Interestingly, only 2 of the relevant “hits” were prior to 1999, and there were none
prior to 1993, showing that the idea of an organization’s or profession’s culture as a variable
important to patient safety is a relatively new one in health care.
To supplement this search, a manual search of the safety literature database compiled by the
National Patient Safety Foundation (available at http://www.npsf.org/html/bibliography.html)
was performed. This has been tedious and time-consuming, since the NPSF database is not
highly indexed. In addition, it is not limited to the peer-reviewed literature, but has the
advantage of including items from sources not indexed in the traditional medical literature. Fulltext searching on the database entries produced 218 hits; many were in the secondary literature,
or were conference proceedings or web sites. Taken with the Pubmed results, after removing
duplicates and screening for relevance, a core set of 272 relevant documents were identified, of
which approximately 150 were retrievable for use in this report. An additional source of
important citations came from three recent compendia. The report of AHRQ study on the
evidentiary basis of patient safety practices contained a chapter on enhancing safety culture [17],
and the Health and Safety Executive in the United Kingdom published a literature review on
safety culture in non-health-related industries in 2002 [18]. In addition, the recent Institute of
Medicine report on transforming the work environment of nurses included a chapter on safety
culture [19]; although the focus of the report was limited to nursing, the comments relative to
organizational culture are generalizable. Finally, the search was further supplemented by
examining the reference lists of documents that had already been retrieved.

4.5 DEFINITION OF CULTURE
Although culture is now part of the general vocabulary of safety and organizational behavior in
most domains, it is an elusive and highly contested concept. It might be better viewed not as a
single, unified, unambiguous construct, but rather an umbrella under which a large number of
distinct but related ideas can be found. The literature reveals at least 15 different descriptions
and interpretations [20]; to some extent, this may be due to the variety of different disciplines
that have attempted a description (organizational and industrial psychology, social psychology,
sociology, anthropology, ethnography, etc). Some of the more accessible definitions are:
• “(a) A pattern of basic assumptions, (b) invented, discovered or developed by a given
group, (c) as it learns to cope with its problems of external adaptation and internal
integration, (d) that has worked well enough to be considered valid and therefore (e)
is to be taught to new members as the (f) correct way to perceive, think, and feel in
relation to those problems.” [21]
• “A set of shared understandings, values and beliefs which implicitly inform behavior,
provide members with a sense of identity, and are symbolically embodied and

•
•
•
•
•

expressed through ceremonies and rituals of various kinds as well as in more
mundane ways through policies, guidelines, and procedures” [22]
“A pool of technological and social innovations that people accumulate to help them
live their lives, not a collection of arbitrary roles and symbols that happen to befall
them.” [23]
“The totality of socially transmitted behavior patterns, arts, beliefs, institutions, and
all other products of human work and thought” [24]
“A complex framework of attitudes and values within which groups and individuals
function” [14]
“The predominating attitudes and behavior that characterize the functioning of a
group or organization” [24]
“The way we do things around here” [25,26]

Despite the plethora of opinions, they seem to fall into 2 major classes, which might be loosely
labeled post-modernist (favored by academics and social scientists) and modernist (favored by
practitioners and managers) [27]. The post-modernist group views culture as something an
organization is, an emergent property of social groupings, not easily separable or identifiable
apart from the organization itself. In fact, it does not view organizations and groups as concrete
entities that can be examined through “objective” scientific means, but rather as “socially and
discursively constructed” [10], as different forces attempt to legitimatize or privilege their views.
The alternate group of descriptions (the modernist group) views culture as something an
organization has, and thus can be isolated, described, measured, or manipulated. This view is
more optimistic about the possibilities of changing or shaping culture to attain broader goals.
The distinction between these views is not just academic. If culture is something external that
can be manipulated, the prospects for using culture as a mechanism for change, control, or
improvement are enhanced. This is a very seductive view; indeed, a great deal of the
prescriptive advice about culture makes this assumption, frequently unknowingly. If, however,
culture is an emergent property of the organization and / or its parts, then it may assist in the
understanding the processes at work, particularly their “fit” with the organization’s overall goals,
but the prospects for using culture to shape change are much diminished, and the prospects of
unpredictable results from such attempts are increased.
Compounding the difficulty of the fundamentally different philosophical views of culture, the
task of defining, or even describing, culture is made more difficult because the term culture can
but used at least 3 different levels [21]. The most superficial level involves the observable
artifacts of a group or organization. These include ceremonies, incentives, manners of dress,
speech and emotional expression, degree of deference to authority, etc. Attributes at this level
are more easily manipulated than at the other two, and some have suggested that attempts a
cultural change have succeeded only at this level [10]. The difficulty with working at this level
is that the artifacts are readily visible, but hard to interpret accurately.
The next deeper level involves the conscious, espoused values, norms, and ideologies that group
members hold. Questionnaires and survey instruments have been used at this level, but are
problematic, because they inherently contain prejudgments about what dimensions are

interesting or important. Ethnographic observations of workers and their work as it is actually
done, or open-ended interviews, asking group members why certain things happen the way they
do, can provide greater access to the shared values without making as many assumptions.
However, these methods are costly in terms of time and effort.
The deepest level involves the unconscious, unarticulated, taken-for-granted underlying
assumptions that give rise to the espoused values. These assumptions are generally not directly
accessible to group members, but can be elicited from highly motivated and cooperative insiders
in interactive interviews, once trust has been established. These deepest assumptions are seldom
questioned or laid open for discussion. This avoidance can be especially strong if the
assumptions were formed during a dangerous or traumatic period in the group’s history [10], and
is one of the reasons why culture is so hard to change.

4.6 DEFINITION OF SAFETY AND ORGANIZATIONAL /
PROFESSIONAL CULTURE
Safety culture is not completely separable from the general organizational and professional
culture; rather, it is more a manifestation of the general culture with respect to issues surrounding
safety. Just as with the general definition of culture, there are multiple definitions of safety
culture. Several are listed below:
• “The shared values and beliefs that interact with an organization’s structures and
control systems to produce behavioral norms.” [28]
• “The set of beliefs, norms, attitudes, roles, and social and technical practices that are
concerned with minimizing the exposure of employees, managers, customers and
members of the public to conditions considered dangerous or injurious.” [29]
• “That assembly of characteristics and attitudes in organizations and individuals which
establishes that, as an overriding priority, … safety issues receive the attention
warranted by their significance”. [30]
• “The product of individual and group values, attitudes, perceptions, competencies and
patterns of behavior that determine the commitment to, and the style and proficiency
of, an organization’s health and safety management. Organizations with a positive
safety culture are characterized by communications founded on mutual trust, by
shared perceptions of the importance of safety and by confidence in the efficacy of
preventive measures.” [18]
As discussed with organizational and national cultures, safety culture is also understood at the
same three levels. Some have argued for distinguishing the most superficial level by calling it
‘safety climate’, and reserving the term ‘safety culture’ for the less easily observed and less
mutable taken-for-granted values and assumptions that give rise to attitudes and observable
behaviors [18].
There was considerable dissatisfaction with these proposed definitions among both safety experts
and health care workers and executives. Because safety culture is a multi-dimensional, multiattribute aggregate, attempting a traditionally rigorous definition risks highlighting some
attributes but ignoring others. The definitions proposed about have all been criticized as being
far too broad and vague to have much scientific or practical utility [11], an assessment that was

emphatically reaffirmed during the conference. Many participants took issue with the fourth
definition above [18], despite its prominence in the safety literature, because of its statement
about confidence in preventive measures. Those participants argued that studies of highly
reliable organizations [31-35] show that, on the contrary, those organizations are highly
concerned that their preventive measures might be inadequate; others pointed out that healthcare
in general is overconfident about the efficacy of its preventive measures. None of the definitions
were amenable to operational interpretation, and none addressed the importance of selecting
either the relevant unit of analysis or time horizon. The consensus of both the literature and
participants’ opinion was that focusing on an unambiguous definition was not productive and
would not help improve safety in clinical care. Although the sense of the meeting was that the
focus on an agreed definition would not be helpful, some advanced the view, for those who
persist in wanting a formal definition in spite of the group’s recommendation, that Schein’s
general definition of culture be used but interpreted relative to safety and resilience. (Schein’s
definition was given previously, and is repeated here for convenience: “(a) A pattern of basic
assumptions, (b) invented, discovered or developed by a given group, (c) as it learns to cope with
its problems of [external and internal safety] adaptation and internal integration, (d) that has
worked well enough to be considered valid and therefore (e) is to be taught to new members as
the (f) correct way to perceive, think, and feel in relation to those problems.” [21]).
One way of reducing the complexity (and risk) of coming to grips with an elusive construct like
safety culture is to concentrate on describing it instead. What would a desirable safety culture
look like? What attributes would it have? The conference used this approach, and ultimately
employed a specific exercise to ground the participants firmly in their thinking about safety
culture.
The exercise was conducted by having the conference participants develop lists of impediments
to safety culture, and descriptors of a good safety culture at the start of the meeting. Then at the
end of the meeting, after hearing about the role of culture in safety in other high risk domains,
and some specific studies of safety culture in health care, the group was asked to revisit their
descriptions of safety culture as it might be manifested by two different organizations (one safer
and one less safe) in response to a specific, impending challenge to health care organizations:
the worsening nursing shortage. The following Table presents themes and descriptors of aspects
of safety culture, and where relevant, illustrates those themes with examples of better and worse
organizational responses to this specific problem.
Item
Trust – non-punitive, or
“just” culture
Openness

Safer Culture
Reporting unsafe events,
acts or conditions is
universally expected.

Less Safe Culture
Reporting is grudging and
sporadic.

High rates of reporting.
Reports include many of
reporter’s own acts.

Reporting rates are low.
Reports concern mostly
equipment, or other
department’s failures.

Disclosure full, common,

Disclosure narrow, limited,

Item

Safer Culture
viewed as moral / ethical
duty and a means to begin
healing after tragedy.

Less Safe Culture
viewed as compliance with
external mandates.

Shared value of safety

Safety can trump
production.

Safety competes with
production.

Nursing shortage might lead
to decisions to decrease
production, cut “product
lines” where possible.

Nursing shortage would
lead to attempts to maintain
current production in spite
of shortage.

Resources are optimized for Resources are optimized for
safety as well as production. production.

Preoccupation with failure
rather than past successes

Belief that safety must be
actively created (managed)

Board actively involved in
safety performance.

Board focused on financial
performance.

Safety issues are routinely
discussed at top
management meetings.

Safety issues are discussed
at top management
meetings only after a bad
outcome.

Top management assumes
responsibility for safety
performance.

Top management delegates
responsibility for safety
performance to risk
manager.

Workers expect problems,
look for anomalies.

Problems are unexpected
surprises.

Periods of quiescence are
viewed as ominous.

Periods of quiescence are
viewed as proof that
operations are safe.

Processes of care viewed as
more important that tools,
individual skills, etc.

Individual competence and
effort are keys to safety.

Safety is created by active,
constant intervention of
front-line workers.

Safety can be “added” on,
e.g., by buying technology,
consultants, etc.

Focus on resilience, early
detection and rapid

Focus on perfection in
performance.

Item

Safer Culture
recovery from small errors

Less Safe Culture

Power and authority
gradients

Low ranking workers raise
safety issues, challenge
authority without
retaliation.

Rank, “turf” determine who
is permitted to raise safety
issues.

Challenges from lower
ranking workers rewarded,
even when their concerns
turn out to wrong.

Challenges from lower
ranking workers only
accepted if they prove to be
right.

Responsibility is shared

Responsibility is
compartmentalized

Disruptive behavior,
especially by physicians or
others in positions of
authority is viewed as
unseemly and
unprofessional.

Disruptive behavior is
tolerated if engaged in by
those in positions of
authority (e.g., physicians).

Explicit, frequent.
Specific behaviors (callout,
check-back) common.

Implicit assumptions of
understanding.
Specific behaviors unknown
or sporadic.

“Chatter” maintains
situational awareness.

Situational awareness
inapparent.

Safe practices enforced by
common values, beliefs.

Safe practices enforced by
supervisors, rules,
punishment.

Peers maintain safe
practices.

Cross-monitoring viewed as
offensive.

Workplace problems
routinely communicated to
management.

Workplace problems
resolved through
“workarounds”; no further
communication if resolved.

Managers easily available
in place and time.

Managers remote

Communication

Enforcement

Problem-solving

Item

Safer Culture
“Error traps” are removed,
isolated, or buffered when
found.

Less Safe Culture
“Error traps” are managed
by issuing policies or
requiring training.

Realistic and flexible
customs for handling welland ill-defined hazards.

Formalized procedures not
well-tested in the
workplace. Ill-defined
hazards not considered.

Mediates between designlevel policies / procedures,
which are always
incomplete or
underspecified, and singlecase, “fire-fighting” myopia

Vacillates between slavish
reliance on fixed
procedures, and
idiosyncratic, reactive
responses to “isolated
cases”

Violations

Shared perceptions of what
circumstances justify rule
violations

Ambivalent messages about
violations. Violations
routinely tolerated unless
adverse outcome, then
punished harshly.

Planning

Organization anticipates
problems and develops
strategic responses.

Organization surprised by
developments and responds
reactively

Actively searches for “error
traps” in the workplace
before near misses or
adverse events.

Waits for critical incidents,
typically adverse events,
before examining “error
traps.”

Anticipates nurse shortage,
improves human resources
procedures, work
environment, educational
practices, to enhance
retention of existing staff
and increase attractiveness
for recruiting.

Responds to shortage by
overtime, use of temporary
(agency) staff. Uses less
experienced staff (new
graduates, foreign imports,
etc) in critical positions.

Uses lower paid ancillary
personnel to allow nurses to
focus on primary nursing
tasks.

Shifts some nursing tasks to
lower paid ancillary
personnel.

Item
Technology

Structure

Work environment

Safer Culture
Adopts technology
cautiously.

Less Safe Culture
Adopts technology
hopefully..

Does not view technology
as solution to staffing
shortages. Realistic
thinking about technology
as a problem in tradeoffs.

View technology as a “force
multiplier” that will cope
with staffing shortages.
“Magical thinking” about
technology as a silver
bullet.

Evaluates new devices
carefully (e.g., via usability
testing) prior to
implementation in the
workplace.

Introduces new devices
without prior testing or
notification. Substitutes
suppliers and devices
frequently.

Safety personnel report to
highest level (CEO, Board)

Safety personnel report to
intermediate level (Risk,
Patient Satisfaction, etc)

Safety assignments viewed
as fast-track to promotion.

Safety assignments viewed
as dead ends

Consistent policy actually
implemented supporting
non-punitive reporting and
reaction to adverse events
and near misses

No policy or present on
paper but not routinely
followed.

Perceptions of safety are
similar between high level
leadership and frontline
workers.

Disparate perceptions of
safety between high level
leadership and frontline
workers. Especially if
leadership feels operations
are safer than workers do.

Broken equipment is
repaired or replaced
promptly. Workspaces are
quiet, clean and uncrowded.

Tools and equipment are
not repaired or replaced
promptly. Workspaces are
noisy, cluttered, crowded.

4.7 FURTHER OBSERVATIONS ON CULTURE IN HEALTH CARE
ORGANIZATIONS
Some studies of organizational culture have focused on health care organizations, and have noted
several characteristics that are relevant to the better understanding of safety and resilience in
these settings.
The first observation is the extreme heterogeneity of healthcare organizations, the 3 senses.
There is heterogeneity among organizations, within clinical areas of organizations, and between
the clinical areas and the executive areas of organizations. Berwick has pointed out the “extreme
locality” of healthcare, that virtually every organization and procedure is unique, “home grown”,
and exquisitely intercalated into its micro-environment [36]. This means that, although the
general dimensions of a safer, more resilient culture are known, the way in which those factors
are manifest in detail in any specific organization are highly variable. The second form of
heterogeneity involves the vast breadth of the clinical operations in healthcare. Many parts of
the organization have virtually no contact with others, and even within the same clinical areas,
local unit cultures are highly variable. Edmondson found over 10-fold variation in medication
error reporting among similar nursing units [37]; Batalden and Mohr have argued that these
“micro-systems” are the proper unit of analysis for improvement studies and actions [38]; and
Wears has argued that health care organizations are not organizations at all in the usual sense of
the word [39]. Finally, Singer and Gaba surveyed safety climate in California hospitals, and
more importantly, included all levels of personnel in their survey pool, from the executive
leadership to low authority frontline workers. They report heterogeneity among hospitals, as
expected, but also a wide disparity in perceptions of safety within the organizations, with senior
leaders generally believing the organization is much safer than do front-line workers [16]. Given
the other considerable differences between healthcare executives and frontline workers (e.g.,
most executives have no experience in clinical work, plus age, race, ethnicity differences, etc),
this disparity contributes both to organizational silence about safety issues [40], and to the
“fallacy of centrality”, where central elites tend to believe they have a good picture of the
organization’s performance and environment, and that information outside their own purview is
not very important [41]. Studies in other industries have shown that the larger the gap between
management’s view of risk and workers’ views, the greater the number of accidents [42].
The second observation is well known and concerns the strong presence of authority gradients,
or high power distance, in some areas of health care organizations [43,44]. High authority
workers (such as physicians), are often deferred to by lower authority workers (such as nurses,
clerks, or technicians) even when the lower authority worker is better situated to understand the
specific problem and context at hand. These problems have been observed in other settings (e.g.,
the cockpit, where a copilot or flight crew member might be reluctant to question a captain), but
have been reduced by specific training such as crew resource management [14,45-48].
A third important characteristic of healthcare organizations is the ubiquity of “patching”
behavior to address problems in the workplace. When healthcare workers encounter problems
such as missing equipment, supplies, information, etc, they typically employ work-arounds that
have either worked in the past, or are invented on the spot. (For example, missing equipment or
supplies may be “borrowed” from another source). This solves the immediate problem and

allows work to proceed, but at a cost in two areas. First, this behavior ensures that the
organization does not learn what its problems are, and thus cannot fix them [49]. Second,
workers come to expect that many things in their world don’t work together, and thus are
encouraged to “work-around” forcing functions and other engineered safety devices. (For
example, a nurse might figure out how to cleverly attach a tube feeding to an intravenous line).
Healthcare workers tend to take great pride in their ingenuity in developing these work-arounds,
which from this point of view would seem to be a maladaptive component of their culture. The
organization reinforces this behavior in several ways; by not providing sufficient middle level
managers in the work areas so that frontline workers have someone to quickly refer these
problems to, who has the time and authority to help resolve them, and by not acting on such
problems quickly, so that workers do not feel their suggestions or complaints will do any
good [40]. Tucker and Edmonson noted that less than 10% of the problem incidents were
communicated to management [49].
Finally, the culture of health care organizations is strongly affected by the fact that much of their
work has been structured around the “guild and workshop” model, with external members of a
powerful guild (physicians) using the hospital as a place to do their work, but feeling that they
are apart from it, and not responsible for its performance [50]. Some developers of safety
climate surveys have reported that physicians have returned their instruments saying “This
doesn’t apply to me”, or if pressed, simply supplied random responses (personal communication,
Veronica Nieva). This suggests that fundamental change in the way care is organized and paid
for may be important in developing safer climates and systems of care.

4.8 TOOLS FOR ASSESSING SAFETY CLIMATE / CULTURE
There has been a great deal of interest in the development of efficient tools to assess safety
climate. Because assessing culture is more difficult and resource intensive, the majority of these
effort have focused on developing checklists or survey instruments, either targeted at specific
parts of the organization, or aimed at the organization as a whole. Helmreich and Sexton have
adapted their Flight Management Attitudes Questionnaire for use in specific healthcare settings,
such as the operating room, intensive care unit, and the emergency room [43,51]. Reason and
Carthey have developed a checklist for evaluating safety culture [52]; Conway has developed a
similar checklist aimed at top level leadership [1]. Singer and Gaba have developed and piloted
a tool targeting all levels of the healthcare organization [16]. The Veterans’ Health
Administration has developed its own safety climate assessment tool, and has undertaken 2
system-wide assessments, with a third planned for this year [53,54]. Finally, the Agency for
Healthcare Research and Quality has commissioned the development and validation of a safety
climate assessment tool, that is about to be released into the public domain [55,56], and which
was made available for the conference. Despite many differences in form, these tools tend to
target roughly the same dimensions of culture:
• Overall perceptions of safety
• Frequency of reporting
• Manager expectations and actions promoting patient safety
• Organizational learning
• Teamwork within units
• Communication openness

•
•
•
•
•
•

Feedback and communication about error
Nonpunitive response to error
Staffing
Hospital management support for patient safety
Teamwork across hospital units
Hospital handoffs & transitions

It should be noted that virtually all this work has been done in the inpatient area, despite the fact
that a great deal of care occurs in non-hospital settings.
While survey tools of this type have the advantages of enabling rigorous sampling of large
populations, they all suffer from the limitations of self-reporting systems, and use estimates of
safety climate (the most superficial level of culture) as a surrogate for the deeper, unspoken,
taken-for-granted assumptions relevant to safety. Thus, they should be supplemented by other
methods (ethnographic observations, interviews, focus groups, etc) to gain a truer picture of a
group’s culture [55]. In addition, for the results to be meaningful, such tools need to be carefully
administered. There is a danger of obtaining haphazard or even misleading responses if careful
attention is not paid to sound survey procedures: sample selection and representativeness, prenotification, temporal proximity to safety related events (either training or recent accidents).
Many healthcare organizations do not have specific skills in survey planning and administration
and would need expert guidance from an outside source.
Several participants noted a potential pitfall that should be avoided in considering broader use of
quantitative assessment instruments. That is the risk of manipulating the assessments, or
“gaming the system”, which is likely to occur if surveys or assessment instruments are used for
purposes other than internal institutional learning or well-crafted organizational safety research.
If assessment instruments are imposed by some outside mandate, or used for purposes other than
internal institutional learning (such as public ranking), organizations are likely to either use the
tools grudgingly, without much attention to careful administration, or to begin gaming the
systems (for example, administering the survey shortly after an educational session). These
would make the results either haphazard, biased, or both. In addition to research on
organizational safety, the benefits of such instruments tend to be internal, depending highly on
organizational motivation and deep knowledge of the organization’s process. Such knowledge is
particularly important in interpreting the results, because the principle of equifinality would
suggest that different organizations with different systems and cultures might still be able to
achieve comparable results.

4.9 METHODS FOR ENHANCING SAFETY CULTURE
Although we know organizational culture does change, there is considerable question about the
degree to which it is reasonable to even think about purposefully changing it. Social structures
like group cultures arise and persist because they serve basic human needs. Thus, one would
expect culture to be difficult to change, and for very good reasons! If culture were easily
manipulable at will, humans would not be likely to have been very successful as a species.
Furthermore, one could argue that if group culture were easily manipulated for specific purposes,
the Orwellian world that would ensue would be a much worse world than our current one.

Finally, it seems that specific attempts to manipulate organizational culture might have
unpredictable effects. Organizational culture shares many properties with complex adaptive
systems: adaptation, self-organization, and emergence [57]. As such, it is not reasonable to
expect it to respond linearly or predictably to purposeful direction. Therefore, as tempting as it
would be to be able to prescribe some simple interventions which would results in a dramatically
safer culture, and ultimately in improved safety, the evidence suggest that is wishful thinking.
Clarke has pointed out that organizations can engage in exercises in delusion (of both themselves
and outside parties) and create fantasies of control where control is not possible [58]; some
participants felt that proposals to advance safety dramatically by specific interventions targeted
at changing organizational culture were similarly deluding.
With this in mind, the set of recommendations that might be made for enhancing safety culture is
much more modest, and concentrates as much on avoiding things that might destroy it as
instituting changes to affirmatively enhance it. The conference participants identified
impediments, factors that make development of a health safety culture difficult, and threats,
factors that might damage or destroy the desired culture.

4.9A Defusing threats
Trust is a fundamental aspect of safety culture. Breaches of trust have been identified as
potential “third rails” that can quickly destroy safety culture and can prevent its regrowth for
many years. For example, reporting to New Zealand’s Air Safety Reporting System dropped to
near zero after a pilot-reporter was identified, and stayed near zero for many years thereafter. It
would be of little value for hospitals to concentrate on building trust and a non-punitive reporting
environment, if external forces such as regulatory agencies or professional boards can intervene
in ways that destroy confidentiality and trust, and force a return to the blame and shame
mentality of the past. If organizations promise that workers can report unsafe acts and conditions
without fear of shame or punishment, but external bodies are not bound in the same way, there is
the potential for a dangerous breach of trust. This is not just a theoretical possibility. Such
actions actually have occurred in Massachusetts and Colorado [19]. Therefore, external forces
that might create breaches of trust should be carefully examined and limited or eliminated. Some
restriction on the activities of these oversight groups, aligning them with the principles of a just
culture is essential. For example, a Patient Safety Authority might be given first jurisdiction
over investigating incidents and adverse events. Such incidents would then be turned over to
regulatory agencies and professional boards, if and only if after investigation, the actions of
providers or organizations appear culpable, using well-established safety science, such as
Reason’s model of culpability [59]; note that this differs considerably from the usual use of the
term ‘culpable.’
Similarly, there is a strong need to create substantive change in the tort system [60,61]. This
is addressed substantively in another chapter in this report, and so will not be expanded on
here, except to note that the malpractice litigation acts as the same sort of “third rail” threat to
safety culture, and could easily and quickly reverse any advances.

4.9B Removing impediments
There are a series of actions that organizations can take to foster the development of a safer,
more resilient internal culture. It would not be practical or wise to impose these actions by

legislative or regulatory mandate. Instead, agencies or the proposed Safety Authority could
provide materials, support, advice and encouragement to organizations considering these
measures.
•

Take steps to narrow the gulf in perceptions about the level of risk that exists between top
leadership and frontline workers. Most top leaders have no prior experience as caregivers
and so have an impoverished understanding of their fundamental business. Those leaders
who have been caregivers still are limited in their understanding because of their
experience in professional “silos” (the fallacy of centrality) [62]. Key actions might
include:
o Having senior leaders spend time in clinical areas to hear what problems and
barriers frontline workers meet in doing their jobs
o Use executive walk-arounds to uncover problems in the clinical workplace and to
allow workers to bring their concerns directly to top management.
• Avoid a narrow, “blinkered” focus on financial or production goals [63].
• Avoid a focus on preventing errors; substitute a focus on preventing harm.

4.9C Promoting safer culture
Finally, there are some actions that, while they are not likely to lead directly to the development
of a safer organizational culture, might at least create more favorable conditions for its
development. Actions that the state could take would include:
• Demonstrate commitment to safety by supporting both basic and applied research into safety
in complex work environments such as health care.
•

Actions that health care organizations could take include:
Demonstrating by tangible, visible actions that safety is a high priority for the organization
and its senior leadership. This must go beyond slogans and idealistic statements. Health care
workers are very good at telling the difference between the organization’s “official priorities”
and its real priorities [64]. This might include interventions such as:
o Making a safety report a regular part of the agenda at meetings of the senior leadership or
Board.
o Having the organizations’s safety officer report directly to the highest levels of the
organization.
o Tangibly support safety efforts by providing training, staff, and a budget.
o Have senior leaders regularly participate in incident and accident investigative teams.
o Clarifying goal conflicts between production and safety, so that workers who raise
credible safety concerns are rewarded, even when those concerns impede production and
even if the concerns later prove t be unnecessary. (Imagine a technician stopping a
scheduled procedure because of confusion about patient identification, only to find later
that it was the correct patient. Such an action needs to be rewarded, not punished or
maligned).
o Improve internal consistency among messages about safety. If leaders announce that
safety is a top priority, but then cut staffing, do not maintain equipment, ignore warnings,
or “shoot the messenger”, workers will become cynical and no improvement will occur.
o Assess the organization’s safety culture at regular intervals and use the results for internal
learning.

•
•
•
•
•
•
•

Develop clear policies acknowledging the inevitability of error in health care and that support
constructive, non-punitive ways of managing it, including policies and support for disclosure.
Educate senior leadership in safety principles as suggested by Conway [1].
Include safety principles in the basic education of health professionals and executives.
Create incentives for physicians to participate more fully in the safety activities of the
institution.
Involve patients and families in safety, by encouraging them to speak up about anomalies,
and listening to them when they do.
Encourage teamwork and CRM – like training, not only for task- and team-work, but also as
a means to facilitate cultural change, especially around areas such as communication
patterns, authority gradients and power distance.
Work to understand and better support people in dealing with the “messy details” of clinical
work.
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CHAPTER 5
HEALTH PROFESSIONAL PATIENT SAFETY CURRICULUM
“At some point in our lives, each of us will probably be a patient in the healthcare system. It is
hoped that this report can serve as a call to action that will illuminate a problem to which we are
all vulnerable.”
William Richardson, Ph.D., Chair of the Committee
on Quality of Healthcare in America, in his the
preface to “To Err is Human”, the 1999 Institute of
Medicine report

5.0 EXECUTIVE SUMMARY
It is an exciting time to be involved in health professional education. Within the broader context
of governing bodies and accrediting organizations, consumer groups are demanding that today’s
health professional continue to be educated in medical knowledge and patient care, but also
trained in communication, professionalism, practice-based learning and improvement, systems
thinking, and, especially, patient safety. We are in the midst of a paradigm shift and have an
opportunity to influence health professionals’ skills, knowledge and attitudes. Healthcare can
benefit from the experiences of other industries like aviation, which has directly applied research
in education, systems engineering, and psychology. Aviation brings to medicine the products of
years of research and development in training, simulation, and team performance. In addition,
healthcare professional education reform comes during a time of ongoing crisis. Our Healthcare
dilemma has generated a national mandate to systematically improve the healthcare system at all
levels.
This chapter provides a comprehensive framework and a set of recommendations for core patient
safety competencies in the education of healthcare professionals in Florida. To develop
recommendations for the mission, goals, guiding principles, and core competencies for a safety
curriculum, we conducted a conference with participation by experts in areas such as medicine,
nursing, pharmacy, information technology, simulation and curriculum design. Conference
participants were asked to contemplate and advise on the design and structure, evaluation, and
implementation of a patient safety curriculum. Concurrently, we conducted semi-structured
interviews with a number of national and state-wide experts and key stakeholders (individuals
and organizations concerned with healthcare) to elicit comments about such issues as current
course content on patient safety, essential elements for a safety curriculum, and barriers and
facilitators for implementation. Finally, we conducted a literature review of peer-reviewed and

non-peer-reviewed literature, organizations, and the Internet to assess past and present core
patient safety competency courses.
After the executive summary, the second section of this chapter provides recommendations that
cover many aspects of a healthcare professional safety curriculum including: mission, goals,
guiding principles, core course content, curriculum design and structure, evaluation,
implementation, and faculty training. Although there are a large number of recommendations, in
some cases quite specific, the intent is to provide the reader with a comprehensive set of
recommendations that cut across disciplines, work together, and address many aspects of health
professional safety curriculum design. The mission needs to be supported by goals and guiding
principles, which are in turn supported by a core curriculum that needs to be designed, evaluated
and implemented. Conference attendees and interviewees emphasized the importance of
integrating patient safety throughout the current health professional curricula, and the importance
of a comprehensive framework. In addition, faculty development and training in “patient safety”
was repeatedly mentioned as being essential for rapid adoption of “safety principles” in health
professional education.
The third section provides the broader context and overview of patient safety, reviews the
context for patient safety education, and discusses specific aspects of the legislative bill that gave
rise to this chapter.
The fourth section describes the proposed health professional safety curriculum framework that
arose from research, expert interviews, and the conferences associated with the report. Several
factors are thought to greatly influence the dissemination of a patient safety curriculum
including: (1) the “curriculum crowding” issue in healthcare professional development, (2)
faculty training in “patient safety”, and (3) interdisciplinary education and team-oriented
training. The recommendation section provides initial recommendations about the health
professional safety curriculum framework that needs to be developed.
The fifth section details the research findings on past and current patient safety health curricula
development both from the literature and the Internet. Both national and state-wide efforts are
examined and accreditation bodies, professional associations, and oversight committees are
reviewed. There are a few health professional education highlights addressing “safety”
curriculum development at the national level, across organizations like the Association of
American Medical Colleges (ACGME), The Council of Graduate Medical Education (COGME),
etc, but much more coordination and standardization needs to take place and essentially most
national accrediting organizations are still working in silos, (i.e., in isolation). At the state level
many schools are wrestling with overcrowded curricula, and are working individually on
incorporating lectures on patient safety, or at most an elective course. Funding issues and lack of
trained faculty members who could lead development and delivery of patient safety curricula
present a formidable barrier to educating every health professional in the principles of patient
safety and application of these in everyday practice. A large patient safety knowledge base is
well documented, and has been disseminated, but to date there has been slow adoption by
leading healthcare education groups. There are information systems and technologies available to
significantly improve the educational process, but in many cases have not been implemented, or
are in the early adoption phase. Despite these barriers there is overwhelming support and desire

from all levels of the system and from all disciplines to change and improve the current
curricula.
The sixth section reports findings from extensive interviews with national and state experts,
deans, and curriculum development personnel. Curricula at all six of Florida’s academic medical
centers presently feature scattered elements of patient safety and medical error awareness. There
is one exception at Nova Southeastern University College of Osteopathic Medicine (NSUCOM), where there currently is a 20-36 hour course dedicated to Patient Safety and Quality
Improvement (QI). Most centers provide a sense that future patient safety coursework will be
interdisciplinary and will be taught using problem-based learning (PBL). Future patient safety
teaching may make use of simulation where possible. Team-based teaching will emphasize
cooperation in a context of systems-based care. Effective patient safety teaching will avoid using
techniques that place blame and instead will depend on approaches developed in high reliability
organizations. Deference to expertise rather than hierarchical rank will help create a level playing
field not only among all the healthcare disciplines, but also between patients and healthcare
professionals. This will be a crucial goal. Such an approach can foster trust, honesty, and respect
between consumers and providers, between patients and healthcare professionals, and
–especially—among the healthcare disciplines. Empowering patients and healthcare providers
alike will become the gold standard of a future in which decent and safe healthcare is available to
all regardless of economic circumstances.
The seventh section describes the round-table discussion that was held at Nova Southeastern
University College of Osteopathic Medicine (NSU-COM), as well as the Health Professional
Safety Curriculum Conference held in Miami January 9-10, 2004. During the conference it
became clear that any “top-down” approach like creating a Patient Safety Authority (PSA) must
be combined with strong “grass roots” participation. Local involvement includes safety
representatives from the healthcare disciplines, and most importantly patient involvement which
can help define the “safety engine” that should move the safety culture in Florida. The “culture
change” needed, to truly create a “safer healthcare system” must be attacked from all sides. We
therefore propose the establishment of an independent patient safety authority, that acts as an
advisor, mentor, guidance counselor, mediator, researcher, collaborator, and “ally” in the
continuous improvement of patient safety education. Although creating a PSA is not the only
solution available, we strongly believe given the evidence from literature, experts, and prior
experience in other states, that an independent oversight body significantly improves the rapid
adoption of “safety” into healthcare education.
The research, interviews, and conferences have offered insight into both the barriers and the
opportunities to make fundamental transformations of health professional education in Florida.
This includes “patient safety” as a cornerstone for developing a safer healthcare system in the
21st century. The Patient Safety Consortium considers education the key for change to make
improvements in the safety and quality of patient care. For this reason it actively supports
education and training initiatives to:
•
•
•

Raise awareness of patient safety and the systems improvement message,
Develop knowledge and skills in specific areas such as harm prevention, and
Encourage the adoption and use of safety and quality tools and approaches.

There is strong support for the development of a Patient Safety Authority (PSA) that would
support, develop, and oversee the continual improvement and adoption of patient safety
competencies into the existing healthcare curricula in Florida. It will be the ultimate
responsibility of a Patient Safety Authority (PSA) working closely with the leading stakeholders
such as the Council of Medical School Deans, to craft more detailed recommendations and
implementation steps beyond the scope of this project. In particular, it has been pointed out that
an objective external body needs to be created that can (1) define patient safety education
standards and competencies across disciplines, (2) disseminate “best practices” to health
professional schools, (3) offer provider and patient education, resource materials, and incentives
for the adoption of patient safety into curricula, and (4) promote collaboration and
interdisciplinary curriculum development.
The Consortium recommends a number of actions relating to education on patient safety and
quality improvement as follows:
•

Undergraduate medical, nursing and pharmacy education – The Patient Safety
Authority (PSA) should commission a working party of the Florida Medical, Nursing and
Pharmacy School Deans to initiate work on safety and quality education in medical and
nursing undergraduate education. The project should involve defining the essential
knowledge, skills and attitudes regarding safety and quality in healthcare and assessing
the degree to which these may already be covered in current nursing and medical
curricula.

•

Graduate education through professional colleges – The Patient Safety Authority
(PSA) should commission the Florida Medical Association (FMA), Florida Nursing
Association (FNA), Florida Pharmacy Association (FPA) to scope work on the
development and delivery of safety and quality education to supplement and integrate
with the core activities of the Medical and Nursing Colleges in Florida. Future work
might also include consideration of further post-secondary education on safety and
quality for other healthcare professional groups.

•

Continuing education and training – The Patient Safety Authority (PSA) should
consider forming a Taskforce to undertake a broad consultation process to obtain advice
on current workforce educational activities throughout Florida, in order to identify areas
of duplication or areas with gaps. The consultation process should also seek feedback as
to where the state’s healthcare-related regulatory departments should focus a state effort
to provide the most value to healthcare professionals and to managers working in
healthcare settings.

5.1 RECOMMENDATIONS TO THE LEGISLATURE
A comprehensive framework and recommendations are offered in this section of this chapter to
include both theory and practice of patient safety core competencies in the education of all
healthcare professionals in Florida. A conference of experts, as well as literature reviews and
interviews, guided recommendations for a mission statement, goals, guiding principles, and core
competencies, along with design and structure, evaluation and implementation of such a
curriculum. Although specific recommendations are proposed in this report the Patient Safety
Authority (PSA) or other organization(s) should have the ultimate task of adopting and
implementing these recommendations.

Primary Recommendations
The first five recommendations relate to establishing the Patient Safety Authority (PSA). The
PSA should lead the design and implementation of a health professional patient safety
curriculum. These fast track recommendations are considered essential to the rapid and
successful creation of “safer” healthcare professionals.
Recommendation 1: The proposed PSA should coordinate the development and implementation
of patient safety curricula.
Recommendation 2: The proposed PSA should contract with the Florida Patient Safety Network
to develop a CEU/CME course for existing licensees.
!
Recommendation 3: The proposed PSA should contract with the Florida Patient Safety Network
to develop a core curriculum for all health practitioner education programs.
Recommendation 4: The proposed PSA should develop a curriculum for continuing education
of licensed practitioners by January 1, 2005.
Recommendation 5: The proposed PSA should convene a work group of representatives from
Florida's public and private health practitioner training programs to create a model
interdisciplinary curriculum on patient safety by!July 1, 2005.!

Secondary Recommendations
The patient safety authority network proposes below a set of recommendations for a health
professional patient safety curriculum framework to be considered by a Patient Safety Authority
in designing a “safer” healthcare system. These recommendations are the foundation, or
beginning of developing a comprehensive approach to integrating “patient safety” into already
existing curricula. Although we have developed this initial framework here for your
consideration it should be up to an independent oversight body like a Patient Safety Authority,
that should have the ultimate responsibility with the advise from experts and advisors to fully
create a functional framework to guide curriculum development in all health professional
schools.

Recommendation 6: The Patient Safety Authority should develop a clear mission statement to
be adopted by all health professional schools. We propose that the mission of a patient safety
curriculum is to prepare healthcare professionals and teams in an interdisciplinary manner to
provide care to all patients with a minimum of harm.
To accomplish the mission of a health safety curriculum, goals must be identified. Two goals
were developed that address both the people working within the system and the curriculum itself.
Recommendation 7: Develop adaptive, safe healthcare professionals and teams that are
dedicated to patient safety.
Recommendation 8: Patient safety and improving the quality of care should be the foundation
and prime objective of any clinical teaching - a central part of clinical learning.
Guiding Principles were developed as key recommendations and we view them as essential
building blocks for a health professional patient safety curriculum framework. The guiding
principles have been built by examining the literature, consulting with experts, and have
undergone many revisions ensure they provide a comprehensive overview about what is needed
to build and anchor a patient safety curriculum.
Recommendation 9: Teaching about patient safety should be integrated throughout the
healthcare curricula and should not be limited to single course offerings on safety.
Recommendation 9.1: A patient safety curriculum must include theory, practice, training, and
simulation to offer comprehensive understanding of patient safety.
Recommendation 9.2: Knowledge, Skills and Attitudes, along with competencies must be
clearly defined in patient safety curricula offered to health professionals.
Recommendation 9.3: The core knowledge in a patient safety curriculum must be developed
and delivered in an interdisciplinary fashion.
Recommendation 9.4: The patient safety curriculum should emphasize the use of information
technology in patient safety.
Recommendation 9.5: The patient safety curriculum should include a component on patient and
family education about their role in safety in all healthcare settings.
Recommendation 9.6: The patient safety curriculum should focus around interdisciplinary
teams and teamwork, and include the patient as a member where appropriate.
Recommendation 9.7: The patient safety curriculum should aim to foster a “culture of safety”.
Recommendation 9.8: Students and faculty should receive ongoing education about best
practices and new approaches in patient safety.

Recommendation 9.9: A patient safety curriculum must include an ongoing evaluation of the
curriculum.
Recommendation 9.10: The Florida patient safety needs to be provided with adequate resources
to support the implementation of the other recommendations, including appropriate education
and creation of a "culture of safety" in the healthcare environment.

Core Health Professional Curriculum
Healthcare delivery is complex and rapidly changing. Today’s healthcare professional needs to
learn more than just clinical sciences to be a “safe practitioner”. Healthcare professionals must
be equipped with skills, knowledge, and attitudes that serve as a basis for life long learning and
dedication to continuous system improvement and patient safety. The integration of skills,
knowledge, and attitudes needs to be developed carefully – and is beyond the scope of this
report. The outline below aims to provide a foundation, a starting point for a patient safety
authority to develop and implement fully.

Skills
Healthcare Professional students should learn to use their knowledge effectively and readily in
delivering healthcare services. Students need to develop an aptitude or ability to work as “safe
practitioners” dedicated to improving and learning new skills as necessary for patient safety.
Recommendation 10: Communication
Students should learn to transmit information accurately and efficiently either verbally or in
written form. For example, communication of error within and across disciplines must become
more transparent and open.
Recommendation 10.1: Teamwork
Students should learn a shared set of teamwork behavioral skills to maintain patient’s health
status and avoidance of errors. They must recognize the interdependence amongst team
members for performance, specifically ‘safer’ patient interventions.
Recommendation 10.2: Error Management
Students should learn the ability to manage error including voluntary and mandatory reporting,
documenting, recovering and disclosing of errors.
Recommendation 10.3: Analysis of an error
Students should become familiar with instruments and tools that can be utilized in causal
analysis and trending of adverse events.

Recommendation 10.4: Continuous Learning
Students should become life long learners and keep up with patient safety literature in both
science
and application.
Recommendation 10.5: Patient-Centeredness
Students should learn how to become patient focused. For example, help patients in being
proactive about their own “safety” while in contact with the healthcare system.

Knowledge
Recommendation 11: Health professional students should learn the basic knowledge required to
be “safe practitioners”, and have exposure to each of the foundation elements proposed in Table
1. The adoption by various disciplines, and the approach taken to incorporate these elements may
vary across disciplines.
Health professional students in medicine, nursing, and allied health share the common goal of
delivering health services to patients. As part of their training, becoming familiar with patient
safety and incorporating “safety principles” into their practice is an essential element of their
education. The knowledge of “safety” relevant to different disciplines may vary slightly. Below
we outline basic common core foundation knowledge for health professional students. Table 1
presents an adapted core curriculum originally developed by Halbach & Sullivan at New York
Medical College.1

Table 1:Health Professional Safety Curriculum Core Knowledge
1. The history of the Patient Safety Movement
2. Driving forces of the Patient Safety Movement: Key factors associated with rapid
adoption of new technology, approaches, and systems need to be understood by
students and professionals.
3. Definitions of the kind of errors in healthcarea. Error theory-taxonomies of Error
b. Types of errors: Perception, Intention, Action
c. Adverse events
d. Types of quality problems: Overuse, Underuse, Misuse
e. Near Miss/Near Hit

1.

1

Halbach JL & Sullivan L. Medical Errors and Patient Safety: A Curriculum Guide for Teaching Medical
Students and Family Practice Residents, 3rd Edition. New York Medical College Department of Family
Medicine, 2003.

4. Epidemiology of Medical Errors: By understanding the sum of the factors
controlling the presence or absence of errors students and professionals should
learn some of the root causes and begin to understand the complexity of the
science of safety.
a. Common Causes of Errors
b. Common Medical Errors (e.g., medication substitutions)
c. Common Sites of Errors (e.g., Surgery, Pediatric ICU, ER)
5. Major Organizations and Reports related to healthcare improvement and patient
safety.
6. Ethical Legal, Professional Issues and “Culture of Medicine”
a. Ethical Principles including: Integrity, AMA Code of Ethics
b. Legal and malpractice issues
c. Culture of Healthcare
7. Management of Errors
a. Recommended steps in handling an error
b. Reporting, Mandatory vs. Voluntary
c. Methods for analysis of error, injury, near misses (Root Cause Analysis)
d. Disclosure principles
e. Recovery from Error
8. Prevention of Medical Errors
a. Design of systems and redundancy
b. Information from “Safety Sciences” i.e., Human Factors Engineering
c. Effects of communication on risk for error
d. Uses of Technology: POE (Physician Order Entry), Decision Support,
Automated prescription services, Bar coding of drug packaging
e. Overlap with Quality Improvement
f. Prevention Analysis: FMEA (Failure Mode and Effects Analysis
g. Medication errors.
h. Effects of overwork, sleep, deprivation, and understaffing on performance
i. The importance of the patient’s role in their care

Attitudes
Health professional students should develop attitudes that support “patient safety” and the
continual improvement of healthcare services.
Recommendation 12: Students should learn and adopt attitudes that support:
1. Integrity as a guiding principle of medicine,
2. Professionalism and altruism (putting the patient ahead of one’s self),
3. Accepting fallibility in self and others

4. Patient-centeredness
5. The value of other health professionals as Team members and the lessening of hierarchies
in medicine,
6. Constantly strive to improve quality of healthcare
7. An awareness that most adverse outcomes are the result of problems in systems and not
due to incompetence,
8. Appreciation of the devastating effects of adverse outcomes on patients/families and on
health professionals, and
9. The value of research/evidence to guide improvement in quality and safety.

Design and Structure of Curriculum
Excellence in curriculum design demands collaboration from “best practices” from many fields,
including but not limited to education, human factors, systems thinking, human performance,
organizational development, and quality improvement. It must be a partnership across disciplines
(nursing, medicine, pharmacy, healthcare administration, and allied health) if it is to reach the
intended audience – the health professional team that ultimately delivers the care and creates a
“safe healthcare system” for the patient.
Recommendation 13: The focus of a health professional safety curriculum should be taught
throughout the life of the practitioner from the first day of classes.
Recommendation 14: The curriculum must be learner and patient centered and integrates team
concepts in experiential learning.
Recommendation 15: For curriculum design to be effective, there must be a transition from
theory to practice that coincides with the environment and training of the learner.
Recommendation 16: The core knowledge of the safety framework should be taught to all
professional disciplines, but the specific adoption and course content must be developed locally.
Recommendation 17: The examination system must reflect patient safety & quality of care
issues, including learning processes & how to manage learning.

Implementation Considerations
The implementation and adoption for a patient safety curriculum can be greatly aided by
adopting several key recommendations. Core areas of concern and opportunity surround issues
of (1) adequate organizational preparation, (2) buy-in from stakeholders, (3) external review and
alignment, and (4) funding issues.
Recommendation 18: Prepare the educational institutions for implementation by fostering the
conditions for rapid dissemination and adoption.

Recommendation 19: The deans and administrations of the schools should have a critical role in
implementation and their support (buy-in) must be fostered by their having influence in the
development of the core curriculum.
Recommendation 20: Regulators and accreditation bodies have a key role to play, and must be
brought in early in the process.
Recommendation 21: Funding issues should be a taken into consideration early on in the
process in order to expedite development, dissemination, and adoption of the core curriculum.

Curriculum Evaluation
A patient safety curriculum should include an evaluation using educational assessment tools. The
long-term goal is to be able to evaluate the degree to which the curriculum is successful in
creating a “safe healthcare professional”.
Recommendation 22: Develop performance metrics to capture the learning outcomes.
Recommendation 23: Design tools, procedures & mechanisms to diagnose what is being
learned and have ongoing reporting systems for evaluation.
Recommendation 24: Determine training effectiveness by linking learning objectives and
evaluation criteria.
Recommendation 25: A periodic knowledge and skill maintenance program is needed to assess
and maintain level of understanding and awareness.

Faculty Training
Training all health professional faculty members in basic principles of patient safety and
developing a core group of educators devoted to infusing the current curriculums with “patient
safety” components should be made part of the patient safety framework.
Recommendation 26: Educate and train a core group of faculty in patient safety with
responsibilities to teach other faculty the essentials of patient safety.
Recommendation 27: Periodic assessment of the ongoing competency for teaching about
patient safety for members of the core patient safety faculty.

5.2 INTRODUCTION/BACKGROUND
5.2A The National Agenda: Patient Safety – Relationship to Training
The Institute of Medicine (IOM) brought patient safety into the spotlight in its 1999 report To
Err is Human. The report made headlines with its estimate that medical errors account for
between 44,000 and 98,000 deaths in the United States per year. Though the accuracy of these
numbers has been debated, with some saying that they are underestimated and others that they
are overestimated, the message they communicate remains: medical errors happen, and
sometimes people are harmed by them.
Some have disputed these numbers, questioning the methodology of the few retrospective chart
studies that supplied the data for these claims, and pointing out that the data are old and do not
accurately represent recent improvements. Others assert that chart review is well known to
underestimate the number of preventable medical mishaps, the IOM-cited studies addressed only
hospital-based care, and numerous other studies substantiate the findings. Given the rapidly
increasing number of ambulatory care patients, co-morbidities and aging of the population, and
chart review methods used for the hospital care studies, the true number of fatalities may well
exceed 98,000. Counting controversies notwithstanding, no one disputes that taboos and perverse
incentives have sustained a strong culture of resistance and secrecy around reporting and
addressing errors and failure in healthcare. Growing perception of the economic and ethical
burdens of these problems resulted in the creation of a joint task force of Federal agencies
concerned with healthcare, and the subsequent commissioning of a Center for Quality
Improvement and Patient Safety in the Agency for Healthcare Research and Quality.
The dramatic rise in patient safety as a national healthcare policy initiative in the United States
and a number of other industrialized nations has stimulated sustained dialogue about systems
redesign, culture change, and advancement of medical education and training. The safety
movement, itself a cross-disciplinary phenomenon, calls for translation of lessons learned from
other complex, risky industries with special attention to the improvement of interdisciplinary
coordination and human-systems interactions.
Can medical education and training of healthcare providers and administrators be improved, and
result in measurable gains in patient safety? Currently, education and training are extensive,
lengthy, and expensive, and practitioners highly selected and motivated. Although rigorous
epidemiological data do not exist on costs incurred as a result of preventable injuries to patients
causally linked to provider education and training issues, multiple lines of evidence indicate that
such costs are not trivial.
Deming and Berwick have made the observation that systems are perfectly designed to achieve
the results they produce. To change results one must redesign the system. In the case of
healthcare, this includes medical education and training as the foundation for practice
approaches. The gap between best available training and assessment methods, and current
medical practice, must be closed. In addition, convincing evidence must be accumulated in
healthcare to demonstrate the impact of safety training and education on culture and systems
improvement – beyond individual skills, knowledge and attitudes.

The 1999 IOM report First, Do No Harm discussed five principles for safe systems in healthcare
organizations. The need for improving professional education was addressed broadly, including
“colleges of medicine, nursing, pharmacy, healthcare administration, and their related
associations should build more instruction into their curriculum on patient safety and its
relationship to quality improvement.” Principle 5, “Create a Learning Environment”, stresses
“Use Simulations Whenever Possible.”
“As described under Principle 4, healthcare organizations and teaching institutions
should participate in the development and use of simulation for training novice
practitioners, problem solving, and crisis management, especially when new and
potentially hazardous procedures and equipment are introduced. Crew resource
management techniques, combined with simulation, have substantially improved
aviation safety and can be modified for healthcare use. Early successful use in
emergency department and operating room use indicates they should be more widely
applied.”
The Crossing the Chasm report of the IOM, released in March, 2001 offers a 12-point agenda
for transforming our healthcare system. Although the focus was much broader than patient
safety, the report takes as its major starting point the necessity for wide-ranging systems
redesign. Safety and reliability are recognized as systems-level characteristics, tied to many
levels of process control and monitoring. The last key recommendation calls for
“Restructuring clinical education to be consistent with the principles of the 21st
century healthcare system throughout the continuum of undergraduate, graduate, and
continuing education for medical, nursing, and other professional training programs;
and assessing the implications of these changes for provider credentialing programs,
funding, and sponsorship of education programs for health professionals.”
The complexities of biomedical sciences and its continuing exponential growth has led to new
and improved ways in the prevention, diagnosis and treatment of diseases and disorders.
However, this has also resulted in the potential for increasing the possibility of injury and
adverse affects to both patients and caregivers involved in the healthcare process. This includes
not only errors in the employment of technology, but errors involved in the prescription and
dispensing of drugs sometimes associated with processes as basic as the misreading of
prescriptions and major errors in calculating drug doses in children and neonates. Other areas
where there are concerns about patient safety come from the clinical trials of drugs and the
development of new diagnostic and therapeutic procedures. These issues are part of the clinical
research process where the protection of human subjects is a concern including that associated
with matters of informed consent.

5.2B Developments in Medical Education
Higher education methods have shifted from providing instruction to providing successful
learning opportunities. The student is becoming an active learner and constructor of knowledge
instead of a passive knowledge receptacle, and the teacher is becoming a facilitator, guide and

co-learner as opposed to a channeler of facts. The path to higher knowledge and wisdom in
complex fields is understood as the integrated sum of a large variety of experiences in rich
contexts of deliberate practice with rapid cycle feedback. To this end, there are trends towards
more case based teaching, small group learning exercises, and earlier integration of clinical
contexts into the basic sciences.
Seven insights have been inferred from this body of work:
1. Learners are not receptables of knowledge but rather create learning actively and
uniquely.
2. Learning is about making meaning for each individual by establishing and reworking
patterns, relationships and connections.
3. Every student learns all the time both with us and despite us—most learning occurs
implicitly, arising from interaction with complex situational cues from patients, peers,
and mentors.
4. Direct experience decisively shapes individual understanding— the brain’s activity is in
direct proportion to engagement with actively stimulating environments.
5. Learning occurs best in the context of compelling “presenting problems”– when people
are confronted with specific, identifiable problems they want to solve, and that are within
their capacity to solve.
6. Beyond simulation, learning requires active reflection--- high challenges produce major
surges in short term neural activity (beta level). Building lasting cognitive connections
requires considerable periods of reflective (alpha level) activity as well. Absent
reflection, solving problems usually ends learning encounters at a poiont well short of the
cognitive reorganization that deep learning requires.
7. Learning occurs best in cultural contexts that provide enjoyable interaction and
substantial personal support. Effective learning is social and interactive. Key features of
the necessary social mileau that we should be mindful of in creating new learning
situations are direct personal support for manageable risk taking (and its occasional
negative consequences) and frequent opportunites for peer interaction, assessment and
feedback.
In addition to the use of printed matter, providing lectures and discussions, and other didactic
methods, there is a need for more active learning to prepare students from the many disciplines
involved in the patient care process. Medicine and the other professions need to be recognized as
being hazardous disciplines and prior to placing trainees in environments with patient care
responsibility; they need to first engage in activities that employ simulation models. More
specifically, the use of simulated/standardized patients and computer driven mannequins not only
helps to provide optimal treatment to patients, but it also helps students develop knowledge,
skills, and attitudes while protecting patients from unnecessary risk. Simulation has been used in
other high-hazard professions, such as aviation, nuclear power, and the military, to maximize
training safety and minimize risk.
It is clear also from the consumer perspective that there is a tremendous interest for health
professionals to become better educated on issues of safety. On October 16 – 18, 2003
consumers and healthcare stakeholders met in Houston, TX for a consumer-led workshop to

advance patient safety. The outcome recommendations include a health professions education
component: “educate every person qualifying or graduating as a healthcare provider with the
knowledge and skills that enable them to communicate effectively within healthcare teams and
with patients and families within the next 10 years to assure that providers have the vision that
healthcare is safe, compassionate and just.”2
It is also clear that other industries, aviation for example, have found ways to educate their
students and workforce and have achieved what we are still searching for in healthcare. The
design of a curriculum to create within healthcare the sort of culture of safety which aviation is
credited with sustaining should require a significant paradigm change within “medical
education”. In medicine we act as though we believe that “knowledge will drive behavior”
despite the overwhelming evidence of the fallacy of this notion. To attain the behaviors which in
aggregate are called a “safety culture” will require far more than didactic instruction in accident
history and safety science.
If we are to persist in the notion of “culture”, our key question must be, “Do we want to create
cultural anthropologists?” that is people who conduct research to identify and describe the beliefs
and behaviors, which constitute the “culture” of a population. Or do we want to create a
population which displays naturally and habitually the beliefs, attitudes, and behaviors which
function to make healthcare safe and comfortable—for patients and providers? We propose to
adopt the latter goal.
To accomplish this goal requires a very extensive set of prescriptive best practices, which have
been validated by the equivalent of very broad based clinical trials. Thus the reporting systems
described elsewhere in this report become integral to the curriculum, and the time frame over
which expectations of change become reasonable can be understood. The curriculum cannot
exist as an entity unto itself, but rather must itself be thought of as a part of the process of care in
a systematically newly self-critical consideration of these processes of care. Healthcare must
begin to attempt to see itself as its “victims” see it.
The knowledge safety curriculum outlined in the recommendation section essentially surveys of
safety science, constitutes an introduction to this “beginning of the beginning” and should be
taught to all entry-level students/trainees in healthcare trades and professions. It will be
beneficial, where logistically possible; to teach students from different disciplines in the same
class—same instructor, same lecture hall, same time, and same grading “curve”—because
communication and cooperation across disciplines will be vital. Close contact in the early
learning environment contributes to the mutual respect and understanding critical to the
establishment of shared cultural norms. Follow-on “revaccinations” should likewise be done
“together”.
Understanding the essence of the safety scientist’s descriptive and analytic perspective will drive
very little substantive change. It is necessary to have some proscriptions for actions and
behaviors to personally avoid—and to watch for in fellow healthcare workers—but it is much
more important to have positive prescriptive actions, behaviors and attitudes to aspire to and to
2
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encourage in fellow workers. Numerous management-training approaches to teaching
interpersonal and leadership skills have been advanced in business and industry; some of them
are effective, thus must be considered for inclusion in any introduction to a “safety curriculum”
offered to entry-level students. Basics courses in “Crew Resource Management” (CRM) teach
skills to accomplish real-time self-critique and system-critique in a non-confrontational, nonhierarchical manner and should be considered for this entry-level curriculum.
Any approach to these sorts of changes must acknowledge and accommodate the “dilution”
which will occur when students who are exposed to these understandings enter the “real world”
which feels threatened by these changes in thinking, and is thus hostile to them. Here is where
the Patient Safety Authority offers its greatest potential—that of integrating “feed-back” from
lessons learned by way of its new reporting and data-management system—into the sorts of “best
practices” taught to students just entering the system. In short, the “curriculum” must teach about
skills and practices contributory to a “safety culture” to the neophytes and simultaneously
generate and disseminate knowledge of “best practices” which support, supplement, update and
modulate the lessons taught to the beginners. All of this becomes possible when, and really only
when, honest reporting becomes safe, healthcare workers begin to “see” and report the healthcare
world as it really exists, and intelligent use is made of the product. To be effective the
“curriculum” must begin on a broad front and move forward in coordinated fashion. A wellconceived Patient Safety Advisory Board held strictly accountable for the quality and safety of
healthcare in Florida and directing a legislatively created Patient Safety Authority would have
unprecedented opportunity to enhance healthcare quality in the state.

5.2C Context for a Health Professions Patient Safety Curriculum
Policy initiatives on many fronts have converged to improve patient safety. A major tension that
characterizes this process is the attempt to achieve a balance between learning and control in
complex systems with technical, social, and organizational components. Efforts to improve
learning are marked by better information flow, discovery, flexibility in thinking, embracing of
failures as learning opportunities, and core incentives to promote voluntary participation of all
stakeholders in the process.
Efforts to improve accountability are traditionally marked by public disclosure, meeting of
certain widely disseminated standards, availability of performance measures, and exposure to
legal liability, and compliance with mandated directives (statutes, regulations, accreditation
requirements). In some sense, these directions are mutually exclusive. Although a more
collaborative regulatory-improvement model would be helpful in creating an industry wide
safety culture, it is likely that learning and accountability functions will follow separate tracks.
An exception would be policy that stimulates organizations to comply with regulation by
showing how well and by what methods they are learning and how others can profit from these
experiences.
Any approach to improving patient safety should, at a minimum, include a nonpunitive in-depth
mechanism for reporting incidents, post incident evaluations for identification of system changes
to prevent subsequent occurrences, and state-guaranteed legislative protection from discovery for
all aspects of information gathered to improve patient safety. Nonpunitive approaches have

yielded useful results in other industries. State and federal courts, state licensing boards, and
accrediting bodies such as JCAHO all function to maintain accountability and standards;
however, the very fear of existing legal liability or its misapplication are the greatest hurdles to
pioneering patient-safety efforts.
The healthcare system needs to transform the existing culture of blame and punishment that
suppresses information about errors and adverse events into a culture of safety that focuses on
openness and information sharing to improve healthcare and prevent adverse outcomes.
Education and leadership will be most important to creating and sustaining a strong safety
culture and arguably the most important defense against preventable harms. Safety culture
cannot be legislated, just as the old adage states that it is easier to pull rather than push a piece of
spaghetti. Given the imbalances and inefficiencies of market forces in healthcare, perverse
incentives that have strengthened resistance to change, and secrecy when it comes to adverse
event information, however, it is likely that policy initiatives will continue to play an important
role in the transformation of the industry to more highly reliable, safer levels of care.

5.2D Bill and Legislation
In response to medical liability legislation passed in August 2003, on October 8th, 2003, the
University of Miami/Jackson Memorial Hospital, Center for Patient Safety, was charged by the
Agency for Healthcare Administration (AHCA), pursuant to the Florida legislative bill SB 2-D,
Sections 35 and 36, with responsibility for measuring the quality of healthcare and analyze the
requirements for understanding the needs of consumers/patients in the state of Florida. This part
of the report focuses on the educational health professional curriculum design, structure, and
implementation component of the bill.
The following is the actual excerpt from the legislative bill.
17 (g) Develop core competencies in patient safety that
18 can be incorporated into the curriculums in Florida's schools
19 of medicine, nursing, and allied health.
20 (h) Provide continuing medical education regarding
21 patient safety to practicing physicians, nurses, and other
22 healthcare providers.
A multi-disciplinary group was assembled together with the Universities of Florida, Central
Florida, Miami, South Florida, Florida State University, Nova Southeastern University College
of Osteopathic Medicine (NSU-COM) and other healthcare organizations. This consortium of
academic and state entities in collaboration with the private sector has outlined a systems-based
framework and approach patterned on successful programs in other high-risk enterprises to
implement a patient safety curriculum based initiative for the 2004 fiscal year in this report.

5.3 HEALTH PROFESSIONAL SAFETY CURRICULUM FRAMEWORK
5.3A Introduction
The University of Miami Center for Patient Safety in conjunction with other universities in the
state, national and international experts on health professions education, and others listed in the
report have developed the following curriculum framework with the aim to educate health
professionals at all stages of their development and training about the opportunities and
strategies for the improvement of patient safety.
This report presents a comprehensive framework and a set of recommendations for patient safety
core competencies to be included in the education of healthcare professionals. A conference was
held, in order to develop recommendations for the mission, goals, guiding principles, and core
competencies for a safety curriculum, drawing from experts in areas such as medicine, nursing,
pharmacy, IT, simulation and curricula design. In addition, participants were asked to consider
and give advice on the design and structure, evaluation, and implementation of such a
curriculum. Concurrently, a group of experts and stakeholders were interviewed using a semistructured protocol to comment on such issues as current curriculum in patient safety, essential
elements for a safety curriculum, barriers and facilitators for implementation. Finally, we
scanned and reviewed literature, organizations, and the Internet to analyze past and present
patient safety core competency courses.
The combined information from the safety literature, expert interviews, and conference materials
has provided a glimpse of the shift in the educational paradigm from an individual approach to a
collective approach. This paradigm involves a change from knowledge based solo practitioners
that are individually accountable to a systems approach. Recognizing the complex nature of
medical care and the need to acquire broader skills, knowledge, and attitudes geared at life long
learning, we propose a comprehensive framework aimed at all health professionals in medicine,
nursing, and allied health.
Below we discuss the overarching mission, goals, guiding principles, and outline of a core health
professional curriculum that addresses the skills, knowledge, and attitudes healthcare workers
will need in the 21st century. While this framework is a first step toward ensuring that patient
receive safer care, we recognize that more work must be done to detail this high level overview,
and many more steps must be taken if we are determined to improve the safety in our healthcare
settings.

5.3B Mission
The mission of a curriculum in patient safety for students preparing for careers in medicine,
nursing, and allied health is to provide a program that considers patient safety among its highest
priorities. This requires the integration throughout the preclinical and clinical aspect of the
course of study of formalized instruction and training that addresses patient safety mechanisms
and concerns, with a major emphasis on preventing the occurrence of adverse events.

The mission of a patient safety curriculum is to develop an education and
training program that prepares healthcare professionals and teams in an
interdisciplinary manner to provide care to all patients with a minimum of
harm.

5.3C Goals and Objectives of a Core Curriculum
The goal must be to develop an adaptive, safe healthcare professional and teams. Our common
goal must be to improve patient safety, which is freedom from accidental injury while receiving
healthcare services. Health professional safety teaching and training needs to be aligned with
other organizing principles of learning and be associated closely with national movements such
as the incorporation of general competencies for residents in medicine. The overall goal for
training health professionals in patient safety is to give future care providers the attitudes,
knowledge and skills to work with other professionals within the healthcare system to make it
safer and to be prepared to identify and manage errors when they do occur.

5.3D Guiding Principles
Guiding principles have been developed as key recommendations and we view them as essential
building blocks for a health professional patient safety curriculum framework. The guiding
principles have been built by examining the literature, consulting with experts, and have
undergone many revisions to make sure they provide a comprehensive overview about what is
needed to build and anchor a patient safety curriculum.
1. Teaching about patient safety should not be limited to courses on safety, but infused
throughout the healthcare curricula.
2. A patient safety curriculum must include an ongoing evaluation of the curriculum
3. A patient safety curriculum must include theory, practice, training, and simulation to
offer comprehensive understanding of patient safety. Outline learning outcomes for the
different education & training stages.
4. Knowledge, Skills and Attitudes must be addressed in patient safety curriculum offered
to health professionals.
5. The core knowledge in a patient safety curriculum must be developed and delivered in an
interdisciplinary fashion.
6. Students and faculty should receive ongoing education about best practices and new
approaches in patient safety. Optimize mentoring and coaching wherever possible.
7. The patient safety curriculum should include a utilization of information technology in
patient safety.

8. The patient safety curriculum should include a component on patient education about
safety in hospitals.
9. Focus the curriculum around teams and teamwork
10. Design the curriculum to create a “culture of safety”.
11. Create an education & training environment by providing adequate resources.

5.3E Patient Safety Curriculum Framework (Skills, Knowledge, Attitude)
Throughout the grant, conferences, literature reviews and expert conversations Skills,
Knowledge, and Attitudes, or SKA’s were mentioned and highlighted as a highly proven and
successful method for developing curriculums and as a way to structure education. We thus
present our “core curriculum” in this framework and believe that all aspects of it ought to be
incorporated into all health professional schools and training programs. Below we specify the
needed safety-related competencies, the skills, knowledge and attitudes related to individual and
teams. (Ford & Goldstein, 2000) Specific recommendations have been outlined in Section 5.2
of this report.
Health professional must learn the art of effective communication. To have professionals
transmit information accurately and efficiently either verbally or in written forms: with
colleagues and other healthcare workers especially to decrease miscommunication, and with
patients and families especially around discussion of risk and disclosure of errors and/or injury.
The health professional must learn teamwork behaviors, recognizing that patient care and other
work should be done by several professionals with each doing a part but all subordinating
personal prominence to the efficiency of the whole as Hackman states, “The challenge is to turn
a team of experts into an expert team.” (Hackman 1992). The key is for professionals to learn to
work as part of a multi - disciplinary team, especially in critical situations. Some cornerstones of
teamwork include but are not limited to: being adaptive, creating shared awareness, ongoing
performance monitoring, mutual accountability, developing leadership/team management,
enhancing interpersonal relations, coordination, communication, group decision making. In
addition, the health professional student must know how they manage and analyze errors. There
are numerous instruments and tools that can be utilized in safety, a few common essential ones
include: Root Cause Analysis, FMEA (failure mode and effects analysis). Students also need to
be taught how to become life long learners and trained in how to keep up with patient safety
literature.
Health professional students in medicine, nursing, and allied health share the common goal of
delivering health services to patients. As part of their training becoming familiar with patient
safety and incorporating “safety principles” into their practice is an essential element of their
education. The vast body of knowledge of “safety” may vary slightly from discipline to
discipline. We provide an overview here; details are presented in the recommendation section of
this report as well as in the Appendix Attachment B.

The foundation for any new knowledge is understanding the past and “how we got here”. By
realizing the context for the patient safety movement, student and professionals will gain an
appreciation of the complexity, the barriers, and the successes to date. Key factors associated
with rapid adoption of new technology, approaches, and systems need to be understood by
students and professionals. This kind of knowledge will build a foundation and context for
learners. The basic terminology should be taught and expanded upon for students and
professionals. Much like the history and driving forces learners need to have an understanding of
the basic terms to understand the literature and application of safety principles. Common
concepts and definitions include medical error, near miss/near hit, adverse events, and types of
quality and safety problems. By understanding the epidemiology; the sum of the factors
controlling the presence or absence of errors students and professionals will learn some of the
root causes and begin to understand the complexity of the science of safety. There are numerous
organizations dedicated to improving healthcare and making it safer including governing bodies
of healthcare, accreditation organizations, independent groups, government sponsors,
foundations and many more. We have provided a starting list in the reference section of this
report. Other industries with similarities has yielded a tremendous body of knowledge, much of it
applicable to healthcare safety and improvement. Students and professionals need to know that
these alternative bodies of knowledge exist and often allow for much faster adoption and uptake
of new concepts. In addition, healthcare professionals can learn from the many years of
experience in making other industries safer and thus avoid many of the pitfalls and benefit from
the learning. In particular the aviation industry and armed forces have been used to learn about
safety and team concepts, i.e. Aviation Report System, Team Training, Crew Resource
Management, and Six Sigma Quality.
We also propose that students learn the context of healthcare, the ethics, legal and malpractice
issues, and culture of healthcare. Understanding the legal, professional, and cultural issues
associated with “safe healthcare” will give students and professionals a greater appreciation for
the context surrounding healthcare safety, i.e., reporting errors. A critical element of the
curriculum, this section acknowledges that mistakes and errors will happen so we need to learn
to manage them. While there is much complexity surrounding this issue, there are some corner
stones that the learner needs to incorporate into their practice.
Another critical element and arguably the cornerstone to building “safer healthcare
professionals” is knowledge about errors and the ability to prevent them. Everything from human
factors engineering, technology, psychology, and root cause analysis to name a few need to be
learned in this part of the curriculum. Although we present several aspects of the “prevention of
errors” here, it must be noted that more extensive research needs to be done to develop a
comprehensive approach. The list below must be seen as a highlight and starting point and not be
confused with “the solution” and includes such areas as: design of systems, human factors
engineering, uses of technology, quality improvement, prevention analysis, and medication
errors.
The third cornerstone of creating safer healthcare professionals is to teach and train attitudes, the
most ephemeral aspect of the curriculum. At a minimum the student should develop attitudes that
support: honesty, professionalism, and patient-centeredness.

Excellence in curriculum design demands collaboration from “best practices” from many fields,
including but not limited to education, human factors, systems thinking, human performance,
organizational development, and quality improvement to name a few. It must be a partnership
across disciplines (nursing, medicine, osteopathy etc.), if it is to reach the intended audience –
the health professional team that ultimately delivers the care and creates a “safe healthcare
system” for the patient.

5.3F Design and Structure of the Curriculum
The aim of an educational system is to impart knowledge, train skills, and develop the right
attitudes. Thus a core curriculum in patient safety must be based around core components
(SKA’s), which we have outlined above. Safety must be embedded in healthcare education from
the first day and be ongoing throughout the life of the healthcare professional.
If our aim is to create continuous learning, life long learners ought to be the ultimate goal. With
all the knowledge available, it is possible to create health professionals dedicated to improving
the safety and quality of care for patients throughout their careers.
Experts from the conference and supporting literature suggest that basing a curriculum around
the Dreyfus Model of skill acquisition is a very valuable tool. (Batalden and Leach et al). The
task is to incorporate the patient safety curriculum at the right stages of the learner’s
development. For example it is widely known that master level clinicians do not incorporate
guidelines into their practice in the same manner that a novice does. Thus, both the content and
the teaching structure have to change according to the audience. Further research must be done to
explore (1) which parts of the safety curriculum are to be taught at various developmental stages
as first year novices move to beginners, advanced beginners, competent, proficient, expert, and
finally master levels. (Dreyfus & Dreyfus)
Theory and knowledge must be imparted early on in the educational process. Simulation,
practice, and training with constant feedback must be embedded in the curriculum as the
healthcare provider moves along the path from student to professional.
While the ideal educational scenario is very comprehensive and includes all of the mission,
goals, skills, knowledge, and attitude components, and may take some years to implement. A
very basic curriculum in patient safety that can be implemented immediately must at a minimum
include:
1. The presentation of short series of core discussions that provide the basic principles and
lexicon of patient safety, including global scenarios to illustrate the scope and magnitude
of medical errors;
2. Information on the epidemiology of medical errors in hospital-based, office-based, and
ambulatory care settings;
3. A “systems thinking” framework for viewing practice structure and operations as they
relate to patient safety;
4. Evidence for successful approaches to safety and quality improvement;
5. Case study exercises on the analysis of medical errors;

6. Opportunities for participants to apply systems thinking in characterizing their own
practice settings and identifying factors that help or hinder patient safety;
7. Prior to accepting patient responsibility, students will be required to engage in a training
that employs simulated/standardized patients employing individuals who are trained to
play the role of patients and simulate a broad spectrum of problems associated with the
occurrence and effects of patient hazards; and
8. Interactive compressed video discussions will be held for trainees in clinical sites
remote from the university.
As a result of the above reports and a cascade of other events at the national level, the Council
on Graduate Medical Education and the National Advisory Council on Nursing Education and
Practice co-convened a symposium entitled Collaborative Education to Ensure Patient Safety.
The report responds in the following manner to the IOM mandate to create “safety systems
inside healthcare organizations through the implementation of safe practices at the delivery
level. This level is the ultimate target of all recommendation…a wide range of changes is
recommended in the approaches being used to educate and train our healthcare professionals.
Specific recommendations regarding academic changes include the following: ”
(1) Promote use of simulations in teaching and evaluation of team performance
analogous to practices in the aviation industry. This should be ongoing,
beginning early in professional schooling, continuing throughout training, and at
intervals during professional practice as part of the continuing education and
recertification process. Collaborative team approaches should be stressed in
both education and evaluation.
(2) Professional education and training in clinical settings should require the
incorporation of interdisciplinary delivery of care focused on development and
implementation of systems to enhance patient safety. Some percentage of
interdisciplinary training, simulations, and/or exercises should be mandatory.
Initial programs should emphasize interdisciplinary issues (e.g., teamwork,
conflict resolution, and practice use of informatics to promote collaboration in
enhancing patient safety).
The use of simulation and application of scenario-based training has been advocated by many.
(Cannon-Bowers, et al, 1998) Simulation based medical education (SBME) has been around and
although has received some attention is heavily underutilized. While other industries have
pushed the envelope, i.e., aviation, healthcare has been slow to adopt this very useful tool. As of
2001 there are currently lots of simulators, e.g. bronchoscope, microsimulation, surgical skills
training and many others. Benefits of medical simulation include but are not limited to: work in a
safe environment for learners, mistakes are forgiven, trainee focused, controlled, structured, and
proactive, reproducible, standardized and objective.

5.3G Implementation Considerations
While there are many barriers to implementing and introducing new materials into today’s
healthcare professional curriculums, there are also many facilitators that aid in quick uptake.

Broader issues include how does one standardized healthcare curricula across disparate
disciplines. Each of medicine, nursing, and allied health have different accrediting and governing
bodies that accredit the institution. Regulators also have a role to play, and must be brought in
early in the process. At the local level an essential component is to prepare the educational
institutions for implementation. The deans and administrations of the schools must buy-in and
have a say in the development of the core curriculum that is to be implemented in their schools.
We have heard from many sources that mandating unfunded additional courses is at best a
difficult task, and at worst sets up any new program for failure. Funding was a considerable
concern from many conference attendees and we must make sure not to mandate an unfunded
initiative. For additional barriers see attachment c in the appendix.

5.3H Program Evaluation/Assessment
The ultimate challenge is that we must evaluate the degree to which any new program is
successful in creating a “safe healthcare professional” by initially establishing a baseline using
data, then being able to measure with data that fewer mistakes are occurring, and less harm is
occurring due to errors. While this is the goal there are many short-term action steps that can be
taken to ensure that a “safety program” has an evaluative component. A few examples are
mentioned below:
1. Develop performance metrics to capture the learning outcome (Cannon-Bowers, et al,
1997)
2. Design tools, procedures & mechanisms to diagnose what is being learned and have
ongoing reporting systems for evaluation. (Brannick, Prince & Salas, 1997)
3. Determine training effectiveness by linking objectives and evaluation criteria.
4. Objective written examinations should be used and students should also be evaluated in a
standardized simulated environment employing individuals trained to simulation.
In addition to evaluating the curriculum itself, we must be able to evaluate the learners and if in
fact they are incorporating new skills, attitudes, and knowledge into their practice. At the
completion of any core curriculum in safety students/trainees should be able to things like:
1. Predict and prevent, to the degree possible, adverse side effects/complications the
performance and administration of therapeutic procedures and drugs.
2. Describe the hazards and side effects of preventive, diagnostic, and therapeutic
procedures, modalities, and drugs.
3. Assess the human and economic cost of diagnostic and therapeutic intervention against
the benefits that are derived to the patient.

4. Function safely in a simulated and actual clinical practice environment including the
avoidance of medical errors and acts of malpractice, as well as properly acquiring
informed consent.
5. Use electronic methods that are able to prevent medical errors from occurring.
6. Comply with state and federal compliance laws designed to protect the rights and safety
of patients and their families.

5.3I Teacher/Faculty Training
Another essential component of developing a sound “safety curriculum framework” for
comprehensive improvement in patient safety revolves around teaching teachers about the
curriculum and current issues in safety. Although there is a tremendous amount of literature
available about teaching health professionals “safety”, relatively few faculty and teachers have
the knowledge to be able to teach the material. The researchers in patient safety are focused on
the research component and not the instructional component of safety to date with some notable
exceptions. During the conference and interviews experts strongly recommended that any
curriculum framework must include the ongoing education of all faculty in patient safety. If the
aim is to incorporate and infuse the entire health professional curriculum with safety, then much
work needs to be done to educate the teachers and trainers of today’s healthcare professional. It
will not suffice to have one or two faculty members that act as “safety gurus”, while the majority
of the instructors are either unaware or do not actively incorporate elements of patient safety into
their curriculums.

5.4 RESEARCH
We searched the health literature and relevant websites for mention of patient safety curriculum
design, structure, and implementation. In addition, we searched for evidence that patient safety is
actually incorporated into curricula. Our goals included identifying the key organizations, the
most prominent individuals, and elucidating the main forms of curriculum development and
implementation.
National, Florida State, and International safety experts provided guidance on finding relevant
peer reviewed, non-peer viewed, and unpublished documents as well as national and Florida
state websites. The result of this multi-faceted search strategy is a comprehensive reference
section consisting of peer reviewed and non-peer reviewed literature, web sites, and
organizations involved in the improvement and safety of healthcare. In particular, the literature
references focus on “safety” and “education”, and provides the reader with current health
professional development literature.
The research section of this report is divided into three main components, (1) prominent national
organizations and patient safety, (2) Florida organizations and patient safety, (3) literature review
on patient safety education. It is abundantly clear that statewide and national efforts at all levels
of the system are addressing various issues in patient safety and education in patient safety. What
is as of yet less clear is (1) the implementation progress of the various efforts, (2) the degree of
local adoption of “best practices” in patient safety.

5.4A Internet Research
Prominent National Organizations and Patient Safety
Research involving only the Internet demonstrates a clear presence of patient safety at state and
national levels. Uniform resource locater or link (URL’s) are included both in this section as well
as in the appendix of this report.
The (AAMC) http://www.aamc.org/publications/patientsafetygme.htm, Association of American
Medical Colleges is a leader in the field of patient healthcare education development. Their
largest effort is the National Voluntary Hospital Reporting Initiative, which they created in
partnership with American Hospital Association (AHA) and the Federation of American
Hospitals (FAH). This effort is intended to make critical information about hospital performance
accessible to the public and to invigorate efforts to improve quality. Another noteworthy
initiative is their collaboration with the Institute for Healthcare Improvement (IHI) to redesign
patient care and education in clinical settings where students and residents learn. Their Group on
Resident Affairs and Organization of Resident Representatives offers an assessment of risks to
patient safety inherent in teaching hospitals. The AAMC sponsors studies such as "Quality of
Care in Teaching Hospitals" by Joel Kupersmith, M.D. Kupersmith’s work is a comparative
study of the quality of care in twenty three teaching hospitals. Annual outreach efforts include
the Malcolm Baldrige National Quality Grant and the John M. Eisenberg Patient Safety Award.
An interesting .pdf file of the article, “Patient Safety and Graduate Medical Education”
downloads from the URL given above.

The American College of Surgeons Professional Organization, (ACSPA) is a non- profit group
(http://www.facs.org/acspa/) founded in 1913 to improve quality of care for surgical patients.
The Executive Director, Thomas R. Russell, MD, FACS urges all members of surgical teams to
follow standardized procedures outlined in J's (Joint Commission on Accreditation of Healthcare
Organizations) new universal protocol to prevent wrong side surgery. The College's Board of
Regents also recently approved 10 fundamental patient safety principles that it believes should
govern physicians performing office-based surgery. The adopted principles are based on the
results of a consensus conference coordinated by the College and the American Medical
Association resulting from a College-sponsored resolution brought before the AMA's House of
Delegates during its December 2002 meeting.
COGME, The Council on Graduate Medical Education) (http://www.cogme.gov/) was
authorized by Congress in 1986 to provide an ongoing assessment of physician workforce trends,
training issues, financing policies, and to recommend appropriate federal and private sector
efforts. A recent report, "Collaborative Education to Ensure Patient Safety," was developed in
cooperation with national advisory councils in Medicine and Nursing. This report emphasizes
nurse/physician collaboration for enhancing patient safety. This group has a number of reports
and resource papers that are available online in summary form, or downloadable as .pdf files.
The NBME (National Board of Medical Examiners) (http://www.nbme.org/) provides testing,
educational, consultative, and research services to a number of medical specialty boards,
societies, and health sciences organizations. Services include development, administration, and
analysis of more than 30 examinations for certification, recertification, in-training, selfassessment, or evaluation of special competence.
The Federation of State Medical Boards of the United States (FSMB) is a national non-profit
association (http://www.fsmb.org) with membership consisting of 68 medical licensing
authorities in 50 states, the District of Columbia, Guam, Puerto Rico, the Commonwealth of the
Northern Mariana Islands and the U.S Virgin Islands. Collaborating with the National Board of
Medical Examiners (NBME), they have established a single, three-step examination for medical
licensure in the US. The United States Medical Licensing Examination (USMLE) provides a
common evaluation system for applicants for medical licensure.
AIM (Administrators in Medicine) (http://www.docboard.org) The only online physician
directory of it’s kind, AIM is a national organization for state medical & osteopathic board
executive directors. On their website, some examples of physician misconduct are. In putting
patient safety at the top of their priority list, AIM states, "The practice of medicine is not an
inherent right of an individual, but a privilege granted by the people of a state acting through
their elected representatives. To protect the public from the unprofessional, improper and
incompetent practice of medicine, it is necessary for the state to provide laws and regulations that
outline the practice of medicine and the responsibility of the medical board to regulate that
practice."
The ANA's (American Nurses Association) (http://www.nursingworld.org) "Safety and
Quality Initiative" is developing clear direction and focus for the practice of nursing in the future

and has enabled ANA to articulate for the consumer and health policy maker nursing's unique
contributions to patient care. The ANA measures nursing's impact on patient safety and quality
of care.
American Academy of Family Practice (AAFP) ( http://www.aafp.org/x24169.xml) During
September, 2003, the AAFP led the first national ambulatory patient safety conference that
included presentations on error reporting and disclosure, drug-to-drug interactions and
interventions, and patient safety curricula for medical schools and primary care residency
programs. The conference included specialists from the fields of family medicine, internal
medicine, and pediatrics.

Florida Organizations and Patient Safety
The FMA (Florida Medical Association) (http://www.fma.org) serves as an advocate for
physicians and their patients to promote public health, ensure high standards in medical
education and ethics, and enhance the quality and availability of healthcare. In cooperation with
FirstLab, the FMA has developed an all-inclusive Training Program Video and Manual that
meets JCAHO Compliance requirements to ensure physician health and patient safety. This
program, titled "Impaired Healthcare Practitioners Identification, Intervention and Management"
urges their clients not to "wait for an incident to occur... advance preparation is the key to
prevention in today's healthcare environment. After receiving this training, your staff will have a
safe and confidential means to effectively manage situations related to impairment." The website
features a variety of other courses including "Risk Management and Prevention of Medical
Errors."
The FHA (Florida Hospital Association) (http://www.fha.org/) is a not-for-profit association
representing all types of hospitals throughout the state by conducting advocacy, education,
research, representation, and service. Its mission is to "to promote the ability of member
hospitals and healthcare systems to effectively and efficiently serve the healthcare needs of their
communities." Their website promotes a 35 page report, "Building the Foundations for Patient
Safety.” The FHA, in partnership with the Baptist Health Systems of South Florida Educational
Services, has also been able to develop a self-study education training program, "Promoting a
Culture of Patient Safety: A Self-Study Education Training Program" that meets the state of
Florida's 2-hr continuing education requirement for patient safety.
(http://www.baptisthealth.net/bhs/en/frontdoor/0,,3150,00.html ) Through the FHA, the FSHSSP,
(Florida Society for Healthcare Security and Safety Professionals)
(http://www.fha.org/PMG.html?PGID=22) aims to actively enhance the performance of
hospital/healthcare system security and safety executives through educational programs and
information designed for multi-discipline groups.
The FOMA (Florida Osteopathic Medical Association) represents the osteopathic profession
in Florida's state government (http://www.foma.org/) and was organized for the purposes of
advancing the science and art of osteopathic medicine, extending the benefits of scientific
advancement to the treatment, prevention, and alleviation of human ailments, and promoting
closer relationships between the osteopathic profession, FOMA members, and other groups
dedicated to improved healthcare. Their website states that for relicensure, each osteopathic

physician is required to have 40 hours of continuing medical education every two years, and
seven of the hours, which cannot be achieved by correspondence study but must be “live” and
“participatory.” These seven hours of live and participatory education include two hours dealing
with Prevention of Medical Errors.
The FNA (The Florida Nurses Association,) (http://www.floridanurse.org/) is a constituent of
the American Nurses Association whose goal is to foster high standards of nursing practice and
to promote the professional/educational advancement and welfare of nurses for better nursing
care. It is the only nursing organization in Florida representing all nurses regardless of specialty
or practice area. Their website includes a report titled, "Keeping Patients Safe: Transforming the
Work Environment of Nurses" by senior policy fellow Cheryl Peterson, MSN, RN.
FPP (Floridians for Patient Protection) (http://www.floridiansforpatientprotection.org/) This
consumer group was created to pursue several constitutional amendments targeting trial lawyers
and supporting malpractice victims. One amendment is a proposal intended to cap attorneys’ fees in

medical malpractice cases. This amendment says a plaintiff is “entitled to” 70% of the first $250,000 of a
malpractice verdict and 90% of anything over $250,000. FPP sponsors awareness events focusing on

medical errors and the critical need for reform in quality of care for all Floridians.

These initial programs are in response to a state and nation-wide movement to reform how
patient safety is taught at all levels of healthcare. Some of prominent national and healthcare
organizations are involved, but many national and state healthcare organizations still have not
made patient safety an active priority. The proposed implementation of a Florida Patient Safety
Authority (PSA) will facilitate adoption of effective patient safety policies, education, and
practices. Today’s inconsistent involvement with patient safety problems often on touch on
important but token issues such as today’s spotlight on the reduction of medication errors. An
effective PSA that is responsive to the needs of both healthcare professionals and patients will
find a strong infrastructure of existing professional organizations to rely on. National and state
professional organizations can help to constructive a positive future out of a problematic present.
Such a future is in the best interest of everyone.

5.4B Literature Review
The importance of patient safety and health quality cannot be overstated, and a concerted effort
on the part of health professions schools, residencies, and hospitals will be necessary to educate
healthcare professionals in this regard. By now, we are all familiar with the Institute of
Medicine’s report on medical errors: between 44,000 and 96,000 people die each year as a result
of error, making this the fifth leading cause of death in the United States today. This literature
review portion of this report is an effort to chronicle the current state of patient safety education.
Articles of relevance were selected using the National Library of Medicine’s search engine,
PubMed, with the search string, “(patient safety) AND (curriculum OR education)”.
The relative importance of patient safety and health professional education is underscored by J
Holmes et al., “In fact, one could argue that patient safety belongs first in a medical school
curriculum, and that it should be an ongoing educational endeavor, one that continues throughout
a physician’s career.”1 Academic medical centers will ultimately bear the most responsibility for

attending to the task of patient safety education. Beginning at the undergraduate level (i.e.,
medical school, dental school, nursing school, etc…), health professions students must be
exposed to the central tenets and associated vocabulary, which define the patient safety
movement. As Croskerry, et al, point out, though, “It seems unlikely that a series of readings or
didactic lectures alone will be effective.”2 Rather, content will need to be weaved throughout the
four-year curriculum, with an emphasis on the application of such knowledge. Many experts
comment on the fact that application of knowledge should begin using a format that most
educators are already familiar with, problem-based learning:
“Medical students could benefit from a problem-based learning curriculum
in patient safety that lays the groundwork for understanding the types of
errors, especially as they occur in the context of technology-laden patient
care and research settings. The problem-based learning format would
encourage discussion, collaboration, quality improvement, and the value of
learning from error in a variety of informatics domains related to clinical
practice.”1
At Dartmouth Medical School beginning medical students are exposed to a combination of
didactic and experiential learning in a clinical setting. Through this process Weeks, et al,
identified four factors that contributed to the successful improvement learning experiences: (1)
didactic teaching about improvement concepts and tools, (2) the availability of baseline patient
data, (3) cohesive team characteristics and a sense of ownership in the process at the clinical site,
and (4) access to additional information and resources needed to carry out the improvement
effort (e.g., access to literature, databases, e-mail, and money for postage and copying).3 Case
Western Reserve University is also notable for its emphasis on the clinical application of quality
improvement knowledge by beginning and advanced medical students4-7; however, the utilization
of such techniques need not be limited by the clinical naivety of first and second year students, as
Ogrinc, et al, describes, “Given that beginning medical students typically have limited healthcare
experiences, improvement concepts can be applied to a system that is perhaps more familiar and
more important to students at this stage—their educational process. For example, students’
improvement efforts might focus on applying an improvement cycle to the effectiveness of study
groups for gross anatomy.”8
The pre-clinical years of medical school offer other advantages as well, in particular, the
opportunity to establish a teamwork mentality with other members of the allied health
professions prior to entering the hospital wards. Accordingly, Shine recommends: “We need to
have courses in the second, third, and fourth years of medical school in which students from a
variety of professions learn about the cultures of each other’s professions and learn about how
they can work together. There is nothing wrong with an outstanding clinical nurse practitioner’s
supervising medical students in the outpatient environment. It happens in a number of good
programs already and needs to be generalized. Education must focus on change and
improvement, team functioning, and evidence-based care.”9
A collaborative approach in which all members of the healthcare team effective work together is
not only common-sense, but is essential for patient care. Unfortunately such teamwork is not
always evident, even in places such as our intensive care units, where it might be needed most.

Clark, a clinical bioethicist, suggested the following after working with a team of healthcare
workers in a neonatal intensive care unit: “The best medical care for a child in an NICU comes
from a team approach, but unless every member of the team understands the situation, the child
will not benefit. Physicians need to recognize that the team consists of many members and that
all must be included to bring about the best results.”10
While exposure to clinical care during the third and fourth years would allow for a more focused
application of quality improvement training; this will necessitate exposure to medial residents
and clinicians capable of functioning as role-models. Therefore, education in both arenas must
embrace this concept.
Through the development of its six general competencies, the Accreditation Council for
Graduate Medical Education (ACGME) has begun to attend (albeit indirectly) to the issue of
patient safety for residents.11 However, the development and dissemination of models that fulfill
these competencies with regards to patient safety are in their infancy. Some noteworthy
approaches include: (1) fostering an interdisciplinary approach to the care of ICU patients,12-14
(2) the use of simulators to provide residents with practice in life-saving procedures15 (an
essential element of patient safety that has also been extended to medical students16-18), and (3)
resident involvement on hospital quality improvement committees.19
While new educational paradigms can be applied to students and residents, imploring practicing
physicians to modify their behaviour is much more challenging, as Shine points out: “… when
physicians attend CME programs, they often show increased knowledge, but only about 20–25%
change their practices as a result of that new knowledge. Knowledge is important, but knowledge
without application does not improve care.”9
It is likely that the maintenance of board certification will have to be tied to a physician’s ability
to learn and apply patient safety knowledge. The American Board of Medical Specialties
(ABMS) is particularly tuned into this: “The ABMS and its member boards believe they can
assume a leadership role by reducing the quality gap through the emerging Maintenance of
Certification (MOC) process, which sets a standard requiring doctors to assess and improve the
quality of their practice performance.”20 Such approaches are important first steps in changing a
culture that has bought into the perception of infallibility—but, this culture change must also be
adapted into the medico-legal system, or physicians will continue to treat error as though it
doesn’t exist.
“Physicians will be very leery of sharing information about their own errors or
those of peers if they know this information may be divulged (without their
consent) to their patients, potentially placing them at risk for litigation or
disciplinary action.”21
The advancement of a patient safety curriculum at all levels of medical education will demand
significant attention: Deans will have to buy into and promote such teaching within their
institutions22; hospital executives will have to promote the application of safety standards and
quality improvement23-24; and accreditation boards will have to implement standards that allow
physicians to test their capacity to utilize quality improvement techniques20. Incorporating this

teaching into the medical curriculum will have to be understood to be a work in progress, and
will require extensive evaluation of health professions students, residents, faculty, and all others
involved in the care of patients.
Finally, and most importantly, patient input will have to be recognized as a vital component of
our initiatives25. We will need advanced systems capable of assessing outcomes, and survey
methodology to reveal areas of improvement. Together, these initiatives will enable us to go
beyond the provision of healthcare to that of “health-caring”.

5.5 EXPERT INTERVIEWS
For this part of the project we interviewed a number of state, national, and international experts
across various disciplines and from diverse backgrounds. The aim for this section was to
understand (1) what is currently going on in medicine, nursing, and allied health school
curriculums in teaching safety, (2) how schools are implementing and evaluating safety
curriculums, and (3) what structure and course designs are being used to incorporate safety into
an already full healthcare curriculum. In addition, we asked these experts about barriers and
facilitators or safety curriculum adoption and other questions aimed at providing “out of the box”
knowledge about designing health professional curriculums. We used a semi-structured
interview method and left some time for experts to answer open-ended questions as well.

5.5A INTERVIEW ASSESSMENT OF FLORIDA HEALTHCARE
PROFESSIONAL SCHOOLS
This section should be subtitled, “I have seen the Present and it doesn’t work”i in reference to
some aspects of our healthcare delivery system. However, the need for studying and establishing
systematic patient safety standards doesn’t mean that our healthcare system is nonfunctional. The
apparent worsening of patient safety and increased medical errors really reflects an atmosphere
demanding the increased reporting and study of errors which have not always been recognized or
reported. Also, there is an obvious increase in the demands made on healthcare secondary to
actual population increases and growing expectations and beliefs that every human is entitled to
decent healthcare.
Healthcare educators were contacted at each of the six major Florida centers, i.e. University of
South Florida (USF), University of Central Florida (UCF), University of Florida (UF)
(Gainesville), University of Miami (UM), Florida State University (FSU), and Nova
Southeastern University College of Osteopathic Medicine (NSU-COM) Nova is the only center
that actually has a specific 20-36 hour course on Patient Safety and QI.
Interviews of Florida Healthcare Professionals assessed the nature and role of Patient Safety
coursework in the current healthcare curricula across the state in schools of medicine, nursing,
public health, physical therapy, and pharmacy. Educators were queried individually by email,
conventional mail, telephone, and face-to-face conversation. The emerging picture suggested that
although almost all faculties and administrations are aware of Quality Information (QI) and

Patient Safety issues, the curricula nearly always contain quality information content and very
little patient safety content.
Typically, the healthcare curriculum will contain elements or “threads” of QI or Patient Safety,
with most curricula emphasizing much more QI than Patient Safety. One example is the response
given by Dr. Jay Wolfson, Professor of Public Health and Medicine, and Director of the
Suncoast Center for Public Safety at the University of South Florida (USF) in Tampa. Dr.
Wolfson said, concerning QI and Patient Safety, “I think it’s absent as an explicit, free standing
component within our Health Sciences Center curriculum.” At this point, the USF nursing school
tends to teach more about patient safety than does the medical school. These last two statements
are repeated over and over again: (1) Patient Safety may be present as threads within the overall
curriculum, and (2) the nursing schools tend to be ahead of the medical schools in having patient
safety content within the curricula.
There is a positive and constructive tendency towards inter-institution cooperation and
collaboration running throughout these interviews. Dr. Wolfe and Lynn Glass, BSN, JD, in
Gainesville at the University of Florida hope to collaboratively analyze their faculty practice data
contained in a large database connected with their own self-funded risk-management programs.
Their effort aims to analyze the databases, identify some of the “hot spots,” and possibly have a
presentation for Grand Rounds teaching of this subject within the two Universities.
Another feature at USF, although not directly involving patient safety, is a significant amount of
remote education or “distance learning” for the students. The USF healthcare student bodies tend
to be somewhat older than average and many of them commute long-distance to the school itself,
so they find these fully internet-based courses helpful. So far, the USF distance learning courses
are elective didactic courses not requiring the teaching or practice of psychomotor skills, such as
ethics, legal implications of healthcare, and informatics.
Every healthcare university represented in our study either utilizes Internet, web-based learning
or has some plan for doing so in active development. The use of Information Technology (IT)
will significantly impact the teaching of Patient Safety in the future, because IT can encourage
the use of more creative types of teaching that involve (1) Problem Based Learning, (2)
Simulations, (3) Team training, and (4) Knowledge Forums (interactive web-based teaching).
These techniques are more effective because they encourage and require active participation on
the part of the student. Today’s students are often more accustomed to the newer digital
technologies than are their faculties, but it was frequently reported that the faculty members are
showing a clear tendency to catch up with their students. There is already a trend for the more
junior faculty members and graduate students to show a quality of computer literacy that more
closely matches what is commonly seen in at least half of the entering students. Also, the
percentage of healthcare students who are clearly facile and comfortable with the digital
technologies continues to increase. In many healthcare programs, more than 50% of the entering
students now show a marked degree of comfort and proficiency with IT.
Patient Safety curricula depend on the study of information and behaviors, which are not
context-freeii, but often quite context-specific. Learning how to promote safety and minimize
medical errors demands a motivated, participatory attitude on the part of the student. Learning

how to do tasks in a mindless, semi-automatic way is not conducive to the creative of thoughtful,
caring clinicians. Problem based learning, simulations, team training, and knowledge forums
(interactive distance learning) can be enhanced by the use of digital technology when both
teacher and students are comfortable with basic IT hardware and software.
Richard G. Tiberius, Ph.D., Director, Educational Development Office, University of Miami
(UM) indicated that the method of problem based learning (PBL), extant since being developed
at McMaster University 26 years ago in Canada, required training a total of 40 different Faculty
“Tutors” in this type of teaching. At the moment this method, partially web-based, involves the
use of “paper cases,” and small group sessions. The small group sessions are quite good for
inculcating the team approach early on in the educational process. The team approach is also
highly applicable to teaching about Patient Safety and helping to replace a current “attitude of
blame” found in clinical situations involving medical errors. Modern and effective Patient Safety
curricula will enhance not only more of a level playing field between all healthcare professions,
but also between patient and healthcare professional. Escaping the “attitude of blame” enables
clear perceptions of just what the operating field of errors is like, and helps us notice not only the
glaring deficiencies and tragedies, but the even more instructive “near-misses.” Erasing or
sweeping near misses under the carpet is a cognitive form of burying the head in the sand.
Ignoring near misses is maladaptive.
Although we use the term, “healthcare professional,” in this document, there is still a prevalent
tendency to conceptualize patient safety instruction in terms of doctor and patient and good
patient safety practice involving a co-equal, transparent, honest, respectful, and trusting
relationship between the doctor and the patient. Nursing school educators quickly point out that
team teaching and good Patient Safety practices are interdisciplinary, and so it should be
“healthcare professional” because psychologists, pharmacists, physical therapists, public health
scientists, and other professionals are actively involved in today’s healthcare team.
Still, with the exception of a few Florida institutions, most healthcare curricula are carried out in
parallel rather than interdisciplinary fashion. This will evolve and change because some of the
clinical leadership in the area of using simulations is coming from the Nursing schools. At USF,
Pat Burns, Dean of the College of Nursing, is the person primarily responsible for securing
funding for the USF simulation laboratories in a newly-constructed building that will feature
using artificial humanoids to practice with vital signs, procedures, and critical response times.
Some of the training in simulations at USF will be interdisciplinary.
Simulations and “Standardized (i.e. trained live persons) Patients” are an integral part of the
interwoven curriculum threads that focus on QI and Patient Safety at the Nova Southeastern
University College of Osteopathic Medicine (NSU-COM). Ronnie B. Martin, DO, FACOFP,
uses clinical simulations with first year students to teach clinical examinations and to teach a
variety of clinical concepts during the second year. From the outset, students are taught about
medication errors, drug-drug interactions, and disease-medications problems. Residents in the
Department of Medicine have a dedicated 30+ hours in a monthly course on QI and Patient
Safety that addresses medication interactions and errors, end of life issues, charting problems,
compliance issues, and case management rounds. NSU-COM’s entire campus has a wireless
network, and every student is encouraged to purchase either a laptop or handheld computer, but

the school also utilizes its own wireless network with a series of computer laboratories
containing 185 different computers. Dr. Martin also carries out clinical instructions using webcasting of live standardized patients to remote sites as far north as Orlando and each of the
remote sites has “talk back” capability and the concomitant presence of a faculty member as well
during the sessions. NSU-COM has had their remote and Telemedicine equipment installed since
1991. Dr. Martin attempts to follow the models currently used in the Bethesda, Maryland
laboratories. Most of the faculty interviewees agreed that our utilization of digital technology/IT
is still in a rather crude and rudimentary stage although our concept of the actual subject matter
of what is Patient Safety and Quality might be just as crude. Remembering that really meaningful
information needs to be context specific (2), we can suggest that effective Patient Safety
curricular ideas are still somewhat embryonic since our ideas of teaching about the contexts in
which medical errors occur are also somewhat crude and still beginning to evolve. In one of the
Florida medical error lectures, a simulated live patient serves to give each student the
opportunity of admitting to making a medical error and to specifically say, “I messed up,” or “I
made an error in your medication,” or something a little bit more graphic. Feedback is given the
student after he or she has confronted the standard live patient in terms of the patient’s
retrospective on the particular physician’s way of dealing with the process, the degree of
perceived deception, and other similar factors. The student physician is specifically queried on
how the process felt, what type of response did the patient have, and other elements of the
experience. During this particular lecture, the student has been prepared by previous sessions
during which faculty members review some of their own past medical errors with clinical
vignettes that have occurred during their own training or practice experiences.
At the University of Miami, there are currently no specific courses on patient safety. Mark T.
O’Connell, M.D., Senior Associate Dean for Medical Education indicated that nevertheless UM
has been undergoing significant change. UM was one of six schools contracted in 1999 by
HRSA to develop a curriculum emphasizing the new competencies for being a physician; The
Undergraduate Medical Education for the 21st Century (UME-21) project. Part of this thrust in
development has involved developing materials in quality, outcomes, clinical guidelines, teams
and leadership, and stressing “Systems Based Care.” Dr. O’Connell has assigned 12 hours in the
first two years of the medical school curriculum to Paul Barach, M.D., who will have intensive
input on Patient Safety and medical errors for these years of the training experience as well as
performing a similar function for the medical student anesthesia clerkship. Problem-based
learning (PBL) is being developed for the new curriculum and has been in use since February
2003. There are ten cases that have been produced and over 40 faculty tutors who have been
trained for this different type of teaching.
All of the Florida VA hospitals have a kind of formal patient safety program with dedicated FTE
(1-2) since late 1999. Each of these hospitals has several formal, quarterly and ad hoc patient
safety activities where "practical" or "primary care-like" patient safety is occurring. In addition,
opportunities by non-residents or rotations by residents that include safety experiences are
possible.!
Curriculum at all of the six Florida centers and the VA system has featured some scattered
elements of patient safety and medical error awareness previously. This type of finding has one
exception at Nova Southeastern University College of Osteopathic Medicine (NSU-COM),

where there currently is a 20-36 hour course dedicated to Patient Safety and QI. There is a sense
that much of future Patient Safety coursework will be interdisciplinary and will be taught using
simulators, teamwork, problem-based learning (PBL) and systems based care. Effective Patient
Safety teaching will avoid using techniques that involve blame-placing and instead will depend
on approaches creating not only a level playing field among all the healthcare disciplines, but
also between patients and healthcare professionals. Such an approach can foster trust, honesty,
and respect between consumers and providers, between patients and healthcare professionals,
and –especially—among all the disciplines in the healthcare professions. Empowering patients
and healthcare providers alike will become the gold standard of a future in which decent
healthcare is available to all regardless of one’s economic circumstances.
National and state healthcare institutions are only beginning to develop patient safety efforts, but
the regulating agency mandates are already established for healthcare professionals across the
board. As of 2004, MD, RN, DO, and other allied professionals have a mandated 2 hours of
CME/CEU in Patient Safety and/or the reduction of medical errors that must be accomplished
every two years. One caveat is that DO physicians are not allowed to fulfill this requirement by
correspondence course but must attend a live, participatory session.
Table 2. The amounts of patient safety instruction health professionals are required to have
by the State Board of Patient Safety Education.
Profession
Hours
Comments
MD
2 Hours
2 hours of Patient Safety and the Reduction of
Medical Errors - every two years.!
DO
2 Hours
2 hours of Patient Safety and the Reduction of
Medical Errors - every two years.!(Must be in
person not correspondence)
Nurses
2 Hours
2 hours of Patient Safety and the Reduction of
Medical Errors - every two years.!
Allied Health
1 - 2 Hours
1 - 2 hours of Patient Safety and the Reduction
of Medical Errors.
As in other areas of healthcare, external pressure is coming from a variety of sources and
coursework in safety is already being mandated. However, these basic mandates are not nearly
sufficient if we are serious about creating “safer” healthcare professionals, and indeed, there is
time left for us to structure effective curricula from the “inside-out” and take control over the
care that we are ultimately responsible for. There is a tremendous opportunity right now with
national attention on the issue of safety, and as this national and statewide research has shown,
the tools are available and there is a determination among some groups to create “safer
healthcare professionals” for the 21st century.

5.5B Semi-structured interviews with national healthcare education experts
To better understand current opinion regarding patient safety initiatives in health professions
education, experts from various disciplines across the nation were interviewed using a
standardized eight question semi-structured survey. Those that were interviewed were affiliated
with national accreditation bodies (e.g., the ACGME, ABP, ABIM,) or were intimately involved

in the development of patient safety education within their school/residency programs. These
surveys were administered by phone and email, or answered anonymously via a questionnaire
submitted to attendees of the Patient Safety Curriculum Conference January 9,10, 2004. This
survey was designed to evaluate three main issues: 1) what are other schools doing with regards
to patient safety education? 2) What should we be doing to best teach this topic? 3) And, what
role should a Patient Safety Authority have in helping schools/residencies to adopt these “best
practices”? Answers from the respondents were collated into a single document. The answers to
each question were then summarized into 1-2 paragraphs, with an adjoining bullet-point list
highlighting the main points/key trends. For the comprehensive questions and highlighted
responses please see the Attachment Section, Appendix C.
A semi-structured approach was used and questions were developed by a team of experts who
various disciplines and fields. The content of the questions was as follows: (1) what is currently
going on in schools with regards to patient safety? (2) Describe any “best practice” example
curricula in patient safety, (3) how are current health professional curricula evaluated, assessed,
and measured for effectiveness? (4) What role would an oversight committee like a Patient
Safety Authority play in patient safety curricula? (5) How would you incorporate an
interdisciplinary patient safety curriculum into an already crowded existing curriculum?, (6)
What are the major stumbling blocks for implanting a patient safety curriculum, why have they
not been adopted except for rare instances?, (7) Should a patient safety curriculum be
mandatory?, (8) What are facilitators that have helped to adopt patient safety curricula? In
addition, time was left during the interview for open-ended feedback and general comments.
It is abundantly clear from the responses during these questions as well as from the conference
and literature that while there is much knowledge about patient safety, very little is actively
being taught and disseminated to those ultimately responsible for patient care. It was thought that
a critical element for any patient safety curriculum and significant improvement in patient safety
needed to be associated with a “change in culture of blame and hidden protection”. In order for
health professional students to report errors, it must first become “safe” for them to admit
mistakes, errors openly and immediately without consequence. While the practicing provider has
the threat of litigation and peers, the student has the additional threat of “being graded” receiving
low marks, or in worst cases failing. This kind of culture must be transformed if we are serious
about improving the safety of patients. An additional barrier that was mentioned frequently was
the lack of adequate funding and knowledgeable faculty and mentors that can lead the students in
developing the necessary skills.
Although some healthcare educational systems have begun to attend to issues of patient safety in
the curriculum, very little exists in an ideal or organized fashion. Elements in place include
morbidity and mortality conferences, isolated lectures/grand rounds, web-based improvement
modules, and resident participation in hospital safety committees. The most attention to this topic
has occurred in the public health sector, where students majoring in healthcare systems have the
option of focusing their efforts on patient safety. Additionally, health administrative courses are
beginning to integrate instruction in systems thinking and quality improvement methodology.
Notable exceptions to the general feeling that little is going on in teaching patient safety to
healthcare professionals mentioned by experts include: University of Washington, the University

of Minnesota, and New York Medical Center. Their efforts have been defined by attempts create
interdisciplinary learning environments and web-based modules. Additionally, at the University
of Minnesota, an interdisciplinary team is currently designing an ethics/patient safety course that
would serve as a prerequisite for admission to any health professions school. Most recognize
these efforts as necessary first-steps, and feel that the “best practice” has yet to be practiced.
Mechanisms for the evaluation of curricular effectiveness can be accomplished in two ways: 1)
indirectly, by measuring the impact of teaching on the knowledge, skills, and attitudes of the
learner, and; 2) directly, by assessing the “system” for fewer errors and improved safety. While
the latter approach is the idea, but it was felt that we currently lack the fundamental components
necessary to evaluate such changes, namely, “blame-free” error reporting systems, and IT
systems that can capture safety and outcome data. Such technology will be essential if we are to
begin designing studies capable of revealing the effects of specific interventions on patient
safety.
In the short-term is proposed that intermediate evaluation and assessment tools should be
utilized. Knowledge acquisition could be assessed using through written/oral examinations and
portfolios. Skill acquisition could be assessed via simulations (e.g., interactive computer-based
patients), clinical skills exams (using practice-patients), and by encouraging students to design
research projects to further explore this topic. Assessing for changes in attitude is more difficult,
but could be derived from pre- and post-teaching surveys (as is done for tobacco education
initiatives), faculty evaluations of students’ utilization of patient safety knowledge (i.e.,
anecdotally). There is already an effort underfoot by the American Board of Medical Specialties
to add a patient safety component to accreditation examinations for those currently in practice.
The respondents in this survey were passionate about the possible roles for an oversight
committee such as a Patient Safety Authority; but they expressed enormous concern about the
potential for such an organization, especially if “politicized”, to mandate inflexible and
unattainable directives. This could be avoided by ensuring that this committee maintains more of
advisory role; i.e., by defining broad standards that individual schools/disciplines could then
tailor to their specific needs, as well as providing the means to meet these standards.
Furthermore, this committee should promote collaboration at multiple levels (i.e., between
professional societies, universities, colleges, educators, and consumers) to develop and refine
this curriculum.
There was also consensus on the fact that patient safety should be integrated into all levels of the
curriculum so that a culture of patient safety will gradually pervade the medical environment.
Although an introductory stand-alone course is a necessary starting point, it is not sufficient.
Components of patient safety should be taught in multiple courses and reinforced daily in clinical
situations. All medical professionals (nurses, pharmacists, physicians, etc.) should receive
comparable training, and students should learn how to work in an interdisciplinary team.
Template materials should be provided to educators and should include web-based modules and
patient simulations. Integration across discipline and throughout the curriculum will make patient
safety measures second nature for future medical professionals.

It was thought imperative that a critical mass of faculty becomes motivated and trained to
incorporate patient safety, and that without this, the curriculum would not change. Since many
institutions do not perceive a need for patient safety education, impetus is lacking. Requirements
do not currently apply to teaching hospitals or to private practice, and many are waiting for
incentives to change. While medical curricula may already be jam-packed, they are stagnant, and
could be streamlined to include more relevant clinical instruction and less biomedical material.
There was agreement on the need for patient safety education and the lack of infrastructure to
support its development. Information technology was thought to be key, and IT will allow the
development of more sophisticated outcome measures, which could lead to standardized reward
mechanisms for patient safety improvements.
The majority of participants agreed that patient safety curricula should be mandatory. Mandates
alone, however, are ineffective without underlying conviction that patient safety is imperative.
Incorporation into medical curricula should allow flexibility, focusing on competencies and
permitting a variety of instructional methods. Accreditation and certification requirements were
often cited as useful instruments of change. When a mandate is established, one should be able to
measure its effects, but outcome measures are currently elusive. Monetary rewards such as
Medicare reimbursement changes, state or federal grants, and malpractice insurance cost
reductions may serve as incentives, which can change the nature of mandates.
If we are serious about changing the current lack of adequate “patient safety” preparation for our
future healthcare providers, action will require strong leadership, but opinions differ on who
should lead, and to what end. Most participants argue that faculty education is most important,
while others believe we should primarily target students and residents, who will eventually usher
in a new culture of patient safety. As specific goals are clarified, mandates should be instituted.
Both mandates and legislation, however, have potential loopholes and pitfalls. A pervasive
culture of patient safety is required for any lasting change, and such change is best accomplished
through education. Incentives are essential to drive research and to develop successful models.
Funding is needed for pilot programs, education, infrastructure, and research. Information
technology advancements are necessary to establish outcome measures, to create reward
mechanisms, and to allow programs to share information. Consensus must be reached on “best
practices” as models are developed, and interdisciplinary collaboration will become increasingly
important.
In an era marked by increased awareness about the lack of adequate patient safety and national
changes to healthcare education, the State of Florida has the opportunity to lead and innovate in
this growing field, and thus becoming a “best practice” state for delivery of safe, high quality
healthcare. At its most fundamental level, this will require a change in the way healthcare
professionals and consumers are educated about the mechanisms and prevention of error.
As the following data have highlighted, education in patient safety is, in large part, lacking from
our health professions schools. The introduction of such an important topic will require a careful
integration of web and simulation based experiences in an interdisciplinary setting if it is to
succeed in changing prevailing attitudes—in fact, such integration is the only likely option if we
are to avoid the ever-increasing competition for time and resources in our already full health
professions curricula.

An oversight committee, such as this patient safety authority, must function to make patient
safety education accessible and accountable: Institutions will need defined safety education
standards/competencies and proven methods for attaining such objectives; institutional leaders
will require education, resource materials, and financial incentives; and, our consumers will need
assurance that schools/residencies are being monitored. We must be careful at this juncture,
however, to avoid passing inflexible and unfunded mandates. The necessity of financial support
for the study and refinement of patient safety curricula was one the most commonly cited
recommendations from our respondents.
In summary there is a tremendous opportunity in the current environment to profoundly
influence the “safety” of healthcare being delivered by changing the educational environment,
culture, technology, teaching methods, and health professional curricula. Suggestions and
comments from experts have both elucidated the barriers as well as the opportunities, and
importantly the elements that are needed to fundamentally transform healthcare education to
create the “safe healthcare providers” of tomorrow.

5.6 CONFERENCES
5.6A Nova Southeastern University College of Osteopathic Medicine (NSUCOM), December 19th, 2003 Round Table Discussion
On December 19, 2003 representatives from various professional schools at Nova Southeastern
University College of Osteopathic Medicine (NSU-COM) met with members of the Patient
Safety Center, University of Miami, for a round-table discussion. Attendees included deans and
assistant deans from such schools as pharmacy, nursing, and medicine. The goal of the meeting
was to obtain the expert advice from the attendees and gather recommendations for critical
elements to be included in a patient safety health professional curriculum. We have provided
below a list of key suggestions that came from the meeting.
Suggestion 1: Patient Safety training must be incorporated throughout health professional
education and ongoing training not as a stand-alone course.
Suggestion 2: Both theory and practice needs to be taught, moving from theory in the early years
to more practice and simulation experience later in the educational process.
Suggestion 3: (KSA’s) Teaching the appropriate knowledge skills and attitudes must be the goal
of curriculum.
Suggestion 4: Build and adapt knowledge from already existing “best practice” curriculums, and
continually improve the curriculum.
Suggestion 5: Include safety teaching into the re-certification process.
Suggestion 6: Use problem-based learning, along with various other didactic methods.
Suggestion 7: Reinforce the use of clinical guidelines, standards and protocols.
Suggestion 8: Develop and deliver the core knowledge in an interdisciplinary way.
Suggestion 9: Promote the use of “best practices” in patient safety from state, national, and
international organizations.
Suggestion 10: Use anonymous reporting systems within schools to promote a culture of
reporting among students.
Suggestion 11: Report errors and mistakes in a positive way, such that learners begin to
understand the importance of learning from them instead of ignoring them.
Suggestion 12: Wherever possible include the patient as part of the safety team.
Suggestion 13: Incorporate knowledge and use of information technology in safety curriculums.

Suggestion 14: Build in a systematic evaluation of the safety curriculum.
Suggestion 15: Practice honesty in reporting.
Suggestion 16: Develop faculty in patient safety knowledge and ongoing faculty development in
this area.
Suggestion 17: Every student should do a one-week rotation in Quality Improvement and safety.
Suggestion 18: All aspects of health professional education should include a core safety
component and then specific sub-areas relevant to each discipline.

5.6B Health Professions Patient Safety Curriculum Conference January 9,10
2004: Miami, Florida
The aim of this conference was to bring together national and international experts to provide
guidance to the Florida Legislature regarding the development of a health professions safety
curriculum. The conference served as a vehicle for intense, interactive debate on such issues as
curriculum design, barriers and facilitators for implementation, and overarching guiding
principles.
Participants were selected based on their records of contribution to and interest in the issues and
their vested roles in the systematic improvement of health professional education. A complete
list of attendees can be found in the conference binder in the attachment section. Conference
attendees were contacted in advance of the conference through phone meetings and e-mail
correspondences for their input.
The background reading materials consisting of literature and web sites are included in the
reference section of this report. Although more than 14 presentations and speeches were given,
attendees were asked throughout the day to actively participate with feedback, questions, and
comments. Participants were also engaged to provide direct input and feedback about various
aspects of patient safety curriculum design after speakers and during breaks.
The outcomes of the conference are incorporated in this report and serve as a basis for the final
report to the legislature on recommendations for designing a patient safety curriculum in the 21st
Century.
We have included the conference binder in the attachment section of this report. The conference
binder includes
1)
2)
3)
4)
5)
6)

Conference Background
Table of Contents
Agenda
Participant List
Power Point Presentations
Breakout Session Information

7) Biographies
8) Reading Materials
9) Full Transcripts of the proceedings
Below we briefly introduce the agenda of the conference and provide an overview. Next follows
a summary of the presentations and comments about the topics. We conclude our discussion of
the conference by presenting the information from the breakout sessions and a short conclusion.
It is important to note that the information from the conference proceedings and the transcripts
have been incorporated throughout this report. In particular the recommendation section of this
report has been guided by the expert advice and discussions from the conference.
The conference began on Friday 9th, January 2004 with a reception, dinner, and keynote address
by Eduardo Salas, PhD, University of Central Florida. Comments by Captain William Hamman,
MD, PhD, and David Stevens MD as well as attendees ensued for lively discussion and
comments. January 10th, 2004 entailed a full day of national speakers with a variety of
backgrounds from various disciplines (nursing, medicine, pharmacy, education). Each of these
will be discussed below in a summary format. In addition, there was a rapid-fire session where
10 participants were asked to comment on the most important issues for patient safety curriculum
design in the 21st Century. In the afternoon attention was given to engage attendees to work in
small groups with two objectives (1) define and comment on key educational guiding principles
for curriculum design, (2) comment on and develop course content and implementation
considerations for health professional safety curriculums. Finally, the conference ended with
closing remarks by Paul Barach MD, MPH.
An impressive array of speakers representing major research institutions, academic centers,
government agencies, and accrediting bodies presented and shared their insights. Although many
lectures were given, the conference followed a very open feedback and lively discussion format
utilizing the expertise of both speakers and participants. Speakers throughout the conference
addressed a variety of issues in patient safety curriculum development. The overarching aim for
the speakers was to help us understand:
•
•
•
•

What is currently going on in health professional safety education within and across
disciplines?
How do you design and structure ideal learning environments?
What are implementation barriers and facilitators to incorporate patient safety into
existing curriculums?
How do you evaluate educational programs and ensure that learning goals are being
achieved?

Experts in education outlined recommendations on learning principles and provided guidance on
how to create optimal learning environments. During a rapid-fire session nine experts from a
variety of fields offered their opinions on what the most important issues for patient curriculum
design were going to be in the 21st century. In order to learn what the “best practice” health
professional safety curriculum models are, four speakers from fields such as nursing, medicine,
and pharmacy, shared their knowledge on existing programs. Experts in human factors,
psychology, and simulation presented “state of the art” learning principles, and implementation

considerations. Throughout the day participants were asked to provide feedback, share their
comments, and participate in the discussions.
While the presentations focused on the learning environment, the design or structure of
curriculums, and implementation considerations, the breakout sessions served to guide feedback
on the mission, goals, guiding principles, and core content development.
We have incorporated specific responses from the participants throughout the report. In
particular, recommendations such as: mission, goals, guiding principles, core course content,
design, and implementation of a patient safety curriculum have been added to the Health
Professional Safety Curriculum Framework. We briefly describe below essential themes that
were repeated throughout the conference from many participants.
Patient safety and improving the quality of care should be the foundation and prime objective of
any clinical learning - a central part of clinical learning. The focus of a health professional safety
curriculum should be taught throughout the life of the practitioner from the first day of classes
and be ongoing. The importance of team training as part of paradigm shift was noted by many
both as a difficulty, but also as an essential element for the 21st century healthcare professional.
There was also clear acknowledgement of the various efforts going on nationally to redesign
curriculums, i.e., ACGME’s six competencies for medical residents, and the importance of
aligning a safety curriculum with efforts already on their way. Recognizing the complexity and
rapidly changing healthcare system, it was noted that teaching only clinical science was not
enough, and that rather skills, knowledge, and attitudes must be developed and trained.
Guiding principles serve as an overarching framework that acknowledges the complex
multifaceted nature of health professional education. Many excellent suggestions and comments
were made that help shape the final list outlined in the “health professional safety curriculum
framework” section of this report. Of particular importance was the focus on such elements as:
the need for ongoing evaluation of a curriculum, the use of information technology, working in
an interdisciplinary team fashion, and providing adequate funding for curriculum changes and
faculty training.
The skills, knowledge, and attitude section was embellished and built upon during the conference
and the breakout sessions. The focus of three breakout groups was entirely on course content and
details are described in the knowledge section, as well as in table 1 in the appendix. Although we
have recommended when specific course content might be taught during a learner’s education,
this will need further research, and must be adapted locally by each of the various disciplines.
For example, what constitutes a competent nurse and a competent physician may vary
considerable in terms of timing during the educational process. We encourage each of the
disciplines to consider the framework and adapt the specific course content for their students. In
addition, although we have marked when a specific course content material may be incorporated,
we provide it as a rough guide and encourage all disciplines to incorporate the many elements of
patient safety throughout the curriculum. As was suggested by the literature and by the
conference participants they key to truly creating a “safer healthcare system” lies in
incorporating elements throughout the curriculum.

For curriculum design to be effective, there must be a transition from theory to practice that
coincides with the environment of the learner. For example, early on in the education process
most learners are exposed to theory and frameworks and then gradually shift at different rates
toward practice and training. The safety curriculum must be sensitive to the learner’s
environment and context, it will not suffice to have first year medical students learning
simulation techniques that they will not be able to incorporate into their practice until the third
year.
Exam system must reflect patient safety & quality of care issues, including learning processes &
how to manage learning. Many students wonder in the beginning of their educational experience
about “optimum study habits”, an ideal time to bring in “life long learning and systems concepts
for example. The curriculum must be learner and patient centered and integrates team concepts
in experiential learning as well. Finally, without evaluation of the safety curriculum and
measures of the impact both short and long term we cannot know how much of the curriculum is
being adopted and translated into practice, thus we recommend that current educational
assessments be utilized in evaluating the “safety curriculum.”
The conference goal of engaging an expert panel on contributing to the development of a patient
safety health professional curriculum was extremely beneficial in a number of ways. The
presentations brought “state-of-the-art” knowledge from various professional disciplines such as
education, medicine, nursing, allied health, psychology to the report. Issues of curriculum design,
structure, implementation, and content were significantly improved by breakout sessions that
allowed in depth review and development of the curriculum. Participants have responded very
positively and many have agreed to continue to participate in reviewing the report and have
expressed an interest in future collaboration and endeavors. For more detailed information about
the conference please see the attached binder and the transcriptions. Although much of the
knowledge from the conference has been imbedded in this report, given the time constraints
there is significant room for follow-up work and many opportunities exist to learn from experts
in the field who have graciously given their time during the conference.

5.7 APPENDICES
5.7A Glossary
Following is a glossary of terms and descriptions of some common themes in patient safety that
form the conceptual framework on which this curriculum is based.
Adverse event: an injury caused by medical management
Preventable adverse event: an adverse event caused by error
Benchmarking: an ongoing process that evaluates and quantifies how other organizations have
achieved optimal performance and reached desired outcomes
Best practice: a service, function, or process that produces superior outcomes
Communication: Effective communication is the starting point for every successful human
enterprise, and healthcare is no exception. People communicate with each other in many ways:
face-to-face, over the telephone, in writing, and — most recently — via computer. Each mode of
communication requires a somewhat different set of skills, but at least two aspects of
communication are universal: delivery of information (e.g., speaking, sending an e-mail
message) and receipt of information (e.g., listening, reading an e-mail message). A more subtle
aspect of communication — and one that often determines its end result — is the need to follow
up on what was communicated. Was it understood? Was it acted upon? If not, then it served no
purpose.
Education: Both of the IOM reports, as well as other authoritative sources, emphasize the vital
role of education in patient safety improvement. This includes patient education that helps people
play an active role in their own healthcare, as well as professional education to help physicians
and other practitioners take a systematic approach to safety improvement.
Error: failure of a planned action to be completed as intended, or the use of a wrong plan to
achieve an aim
Active error: an error that occurs at the level of the practitioner and that has almost immediate
effects
Latent error: an error that lies dormant in the system, usually removed from the direct control
of the practitioner, that may or may not become an active error
Evidence-based medicine (EBM): the deliberate and well-informed use of specific, reliable,
and measurable evidence in making decisions about the care of individual patients
Forcing function: a system design element that makes it impossible for user to do the wrong
thing (e.g., the use of different connectors on oxygen and nitrous oxide tubes makes it impossible
to connect the O2 tube to the NO tank, and vice versa.)

Hindsight bias: the tendency to attribute causation to individuals’ actions, according to
information available after the event that may not have been evident to the person who took the
action initially
Injury: harm caused by an external force or action
Near miss: an event or situation that could have resulted in an adverse event, but did not, either
by chance or through timely intervention
Quality healthcare (IOM definition): Quality healthcare has six dimensions: it is (1) safe, (2)
effective, (3) patient-centered, (4) timely, (5) efficient, and (6) equitable.16 One take-home
message from this curriculum is that improvement of patient safety can go a long way toward
improving the overall quality of healthcare.
Root cause: a fundamental reason for an adverse event; a condition or process that leads to an
accident or injury. Most adverse events have more than one root cause.
Root cause analysis (RCA): a process for determining how an error occurred; Joint
Commission on Accreditation of Healthcare Organizations (JCAHO) mandates that healthcare
organizations perform RCA for sentinel events as a condition for accreditation
Safety: freedom from accidental injury
Sentinel event: an unexpected event involving death or serious injury unrelated to the natural
course of the individual’s illness or underlying condition; a sentinel event is so called because it
signals the need for investigation and remediation
System: a set of interdependent elements, both human and nonhuman, interacting to achieve a
common aim
Sharp end: a point in a healthcare system where interactions between patients and healthcare
providers (e.g., physicians, nurses, Pass, pharmacists) take place; practitioners at the sharp end
have direct influence on healthcare outcomes
Blunt end: the organizations, policies, infrastructure, procedures, and regulations that govern
system resources and constraints that determine the practice environment at the sharp end; blunt
end factors have indirect influence on healthcare outcomes
Systems thinking: a way to study common elements and circumstances in clinical practice that
affect the likelihood of error, and to identify strategies and actions that can prevent errors; a way
of thinking that enables one to make important distinctions between the potential for system
failures, and for medical errors, in different settings
Teamwork: provides structure for coordinating the expertise of all professionals involved in
patient care; teamwork — with effective communication among the team members — is
essential for assuring continuity of care from visit to visit and, just as important, when the patient
goes back home
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Articles.
(http://www.aamc.org/quality/relatedarticles/start.htm)
The following website maintained by the AAMC provides a reference list of
influential articles in the domain of healthcare quality.
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(http://www.iom.edu/topic.asp?id=3718)
The following website maintained by the IOM provides an extensive bibliography
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New Health System for the 21st Century”, which first inspired patient safety
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in 2001 at the University of Chicago, and provides a collection of references on
the topic of crisis resource management in healthcare.
Patient Safety Organizations and Initiatives:
The following descriptions of key organizations and initiatives for patient safety improvement is
provided as background to illustrate what's happening in this critical and dynamic field of
endeavor. Many of these organizations are headed and/or staffed by physicians and other
healthcare professionals, giving them a unique perspective on ways to improve patient safety. All
are accompanied by the URL (website address) for that organization's home page, provided for
your reference.
Agency for Healthcare Research and Quality (AHRQ)
The AHRQ, a division of the Department of Health and Human Services (HHS), is the lead
Federal agency on quality of care research. Its mission is to support, conduct, and
disseminate research that improves access to care and the outcomes, quality, cost, and
utilization of healthcare services. The AHRQ has been fulfilling this mission since 1998
through its leadership role in the Federal Quality Interagency Coordination (QuIC) Task
Force. This task force is spearheading the initiation of a number of federally-funded research
projects on patient safety. The AHRQ spends approximately 80% of its budget ($270 million
in FY2001) funding research grants. It allocated $50 million for patient safety research grants
in FY2001.

Anesthesia Patient Safety Foundation (APSF)
The APSF was established in 1984 to assure that no patient shall be harmed by the effects
of anesthesia as set forth in its mission statement. The APSF is noteworthy because it has
been instrumental in the dramatic improvements in anesthesia safety since the time of its
inception. As such, it represents a good source of insight and precedence for activities
such as clinical investigations and communications programs that can be undertaken to
improve patient safety.
Institute for Healthcare Improvement (IHI)
The IHI is a Boston-based, independent, non-profit organization founded in 1991 to
foster systematic improvements in healthcare in the U.S., Canada, and Europe. The IHI is
a leading force in promoting and facilitating teamwork and collaborative care in a variety
of healthcare reform initiatives. Their mantra is that people and organizations who share a
common goal (eg, patient safety improvement) can achieve more by working together
than by working separately. The activities of the IHI embody a systems thinking
approach toward the goal of creating healthcare systems that are accessible, safe, easy to
use, and satisfying for patients and communities.
IOM Health Professions Education Conference and Report
A significant number of changes affecting healthcare delivery are described in the
Institute of Medicine's Crossing the Quality Chasm report namely, a shift from acute to
chronic care, the need to integrate a continually expanding evidence base and
technological innovations, more clinical practice occurring in teams, complex delivery
arrangements, and changing patient clinician relationships.
In response to the changes, the Chasm report stresses that the healthcare workforce needs
adequate preparation. Responding to the changing needs of populations and making use
of new knowledge requires that health professionals develop new skills and assume new
roles. This requires educating, in both academic and the practice settings, health
professionals differently.
On June 17-18, 2002 over!200 leaders and experts from health professions education,
regulation, policy, advocacy, quality, and industry attended the Health Professions
Education Summit to discuss and develop strategies for restructuring clinical education to
be consistent with the principles of the 21st-century health system. The ideas generated at
this summit informed the work of the Health Professions Education Committee who
authored Health Professions Education: A Bridge to Quality
Joint Commission on Accreditation of Healthcare Organizations (JCAHO)

Leapfrog Group
Established in 1999, the Leapfrog Group is a coalition of large, self-insured employers
seeking to leverage their purchasing power to drive improvements in healthcare quality.
Their strategy is to monitor the quality of healthcare services in communities where their
employees work and live, focusing initially on hospitals, and channel their employees to
those facilities that achieve objective measures of high-quality care. The group currently
is focusing on three initiatives for quality improvement in hospital-based care: 1)
evidence-based hospital referral, 2) ICU physician staffing and responsiveness, and 3)
computerized physician order entry (CPOE). The CPOE initiative is of particular interest
in this curriculum because research to date indicates that general use of CPOE can
significantly reduce medical errors and their attendant costs.
National Patient Safety Foundation (NPSF)
(http://www.npsf.org/)
The NPSF was established in 1997 by the AMA with the mission to help healthcare
systems achieve measurable improvements in patient safety. Its seeks to identify, create,
and facilitate the application of a core body of knowledge about patient safety; to foster a
culture of receptivity to patient safety initiatives; and to raise public awareness about
patient safety. Among the activities sponsored by the NPSF are national and regional
educational conferences and dissemination of publications.
Quality Interagency Coordination (QuIC) Task Force
VA National Center for Patient Safety
The National Center for Patient Safety (NCPS) embodies the Department of Veterans
Affairs (VA) uncompromising commitment to reducing and preventing adverse medical
events while enhancing the care given our patients. The NCPS represents a unified and
cohesive patient safety program, with active participation by all of the VA hospitals
supported by dedicated patient safety managers. Our program is unique in healthcare; we
focus on prevention not punishment, applying human factor analysis and the safety
research of high reliability organizations (aviation and nuclear power) targeted at
identifying and eliminating system vulnerabilities.
American Society for Healthcare Risk Management (ASHRM)
Annenberg Patient Safety Conferences
The Examining Error in Healthcare Conferences were held in October 1996, November
1998, and May 2001. The meetings were sponsored by a myriad of organizations,
including American Association for the Advancement of Science, American Society of
Health-System Pharmacists, American Medical Association, and the Annenberg Health
Sciences Center at Rancho Mirage, CA. The Web site contains listings and descriptions

of the disparate organizations involved in this interdisciplinary topic, names and titles of
presentations, and order forms for proceedings and audiotapes of the sessions.
Institute for Safe Medication Practices (ISMP)
The ISMP is a nonprofit organization that works with the major stakeholders in
healthcare to provide information and education about adverse drug events and their
prevention. The ISMP works closely with the U.S. Pharmacopoeia (USP) to analyze data
gathered through the Medication Error Reduction Program (MERP), which was launched
by the USP in 1991. (The USP shares MERP data with the U.S.FDA, which operates its
own adverse drug event reporting system, called MedWatch.)
Massachusetts Coalition for the Prevention of Medical Errors (MCPME)
The coalition participants include senior leadership and expert staff from organizations
with a long-standing commitment to quality and public accountability. This includes
professional associations representing hospitals, physicians, nurses, nurse executives, and
long-term care institutions; state and federal agencies with responsibility for licensure
and oversight; accrediting bodies; and clinical researchers. The Coalition's goals are to
identify and implement best practices to reduce medical errors in Massachusetts and to
facilitate professional and public education regarding patient safety.
Massachusetts Health Quality Partners (MHQP)
MHQP is an alliance of healthcare providers, plans, and purchasers who collaborate to
improve in the quality of healthcare in Massachusetts. The Massachusetts Medical
Society is among the participating organizations in the MHQP; others are the
Massachusetts Department of Health, the Massachusetts Hospital Association, and
several of the Commonwealth's health plans. Objectives of the projects conducted by the
MHQP are to promote quality improvement and public accountability, and to minimize
duplication of effort by coordinating quality improvement initiatives.
National Academy for State Health Policy (NASHP)
The National Academy for State Health Policy!(NASHP) is a non-profit, non-partisan
organization dedicated to helping states achieve excellence in health policy and practice.
The mission of this organization is to conduct policy analysis; provide training and
technical assistance to states; produce informational resources; and convene state,
regional, and national forums. They have developed five steering committees to focus
on: access for the uninsured, family and community health, the healthcare marketplace,
long-term and chronic care, and managed care and purchasing strategies.
National Coalition on Healthcare (NCHC)
The NCHC is the nation's largest and most broadly representative alliance working to
improve healthcare in America. The Coalition, which is nonprofit and nonpartisan, was

founded in 1990 and is comprised of more than 90 groups employing or representing
approximately 100 million Americans. Members are united in the belief that we need and
can achieve better more affordable healthcare for all Americans.
National Committee for Quality Assurance (NCQA)
The NCQA is a private, nonprofit organization dedicated to the improvement of
healthcare quality, with its primary focus being on managed care organizations. Activities
performed by the NCQA include oversight of healthcare quality, conducting quality
improvement initiatives, and recognition of providers that demonstrate excellence in
healthcare. The most widely known program run by the NCQA is its Health Plan
Employer and Data Information Set (HEDIS), a body of standardized performance
measures designed to ensure that purchasers and consumers have the information they
need to reliably compare the performance of managed healthcare plans. HEDIS report
cards are now made available online at Medscape and CBS HealthWatch. In addition to
HEDIS, the NCQA administers a physician organization certification program, launched
in 1997, to help MCOs and purchasers assess physician organizations.
National Coordinating Council for Medication Error Reporting and Prevention
(NCCMERP)
Co-founded by the AHA in 1995 to address the interdisciplinary causes of error and to
promote the safe use of medications. The Council has issued a variety of
recommendations for the management of medications and the reporting and investigation
of error.
Partnership for Patient Safety
Through the development of educational materials, such as the patient safety video “First
Do No Harm”, and the promotion of consumer-led workshops, p4ps strives to improve
healthcare by promoting a patient-centered approach and systems-based understanding.
United IOM Health Professions States Pharmacopeia (USP)
This private, not-for-profit public service organization develops standards and
disseminates authoritative information for healthcare professionals, patients, and
consumers about the use of medicines and other healthcare technologies. The USP has
created an inexpensive, easy-to-use, and highly functional system for managing,
benchmarking, and reporting medication errors called MedMarx. The comprehensive,
Internet-accessible, and anonymous database is designed to help hospitals and other
healthcare organizations document, track, and prevent medication errors. MedMarx helps
to improve the standard of patient care, ensure patient safety, and reduce morbidity and
mortality due to medication errors.

State Reports:
Illinois Governor's task force on Patient Safety
Medical errors and patient safety in Massachusetts: What is the role of the Commonwealth?
Massachusetts Health Policy Forum, 2000.
http://ihp.brandeis.edu/mhpf/Medical%20Errors%20Issue%20Brief.pdf
National Reports:
Adverse Drug Events, Substantial Problem but Magnitude Uncertain, GAO Report, HEHS-0053, 2/2000 http://www.gao.gov/new.items/he00021.pdf
Runciman W. Iatrogenic Injury in Australia, Report by Australian Patient Safety Foundation,
January, 2000 http://www.apsf.net.au/Iatrogenic%20Injury.pdf
AHRQ User Liaison Program (ULP). July 2003. Agency for Healthcare Research and Quality,
Rockville, MD. http://www.ahrq.gov/news/ulpix.htm,
http://www.ahrq.gov/news/ulp/ulpprwrk.htm#patient
International Reports:
UK Government report
Swiss Government report
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Additional Annotated BibliographyThe following is an annotated bibliography from the
AAMC publication“Patient Safety and Graduate Medical Education”.
http://www.aamc.org/publications/patientsafetygme.pdf
Academic Emergency Medicine, Special Issue: Errors in Emergency Medicine, 7:11, November
2000.
This entire journal issue reported on a May, 2000 conference on medical errors in emergency
medicine. The multidisciplinary conference included experts from psychology, group and team
dynamics, and organizational behavior. The journal’s editor-in-chief Michelle Boros MD noted
that the emergency department is the site of many patient care errors and called on emergency
medicine to work at defining error, think about how to identify and quantify errors, and develop
ideas for education and research on errors. Keynote speaker Robert Wears, M.D., of the
University of Florida Department of Emergency Medicine, called for purging the term “human
error” from the lexicon because it retards progress in understanding how complex systems,
including their human components, fail. He argued that ascribing an adverse outcome to “human
error” is in itself evidence of an inadequate investigation and noted that solutions amounting to
admonishing people to “be more careful” or “have a high index of suspicion” will guarantee that
the same bad outcome will occur in the future, only with different people.
Barach, Paul and Stephen D. Small, Reporting and preventing medical mishaps: lessons from
nonmedical near miss reporting systems. British Medical Journal 320: 759-763, 2000.
These authors reviewed 25 non-medical incident reporting systems. They argued, in medical
quality improvement efforts, that near misses should be reported in addition to full-blown
incidents and adverse events. Other complex, high-risk endeavors such as aviation, the military,
chemical and petrochemical production, and nuclear energy have adopted this approach to help
reduce errors and adverse outcomes. One advantage of this approach is that near misses occur
much more frequently than adverse events, making quantitative analysis more feasible.
Reporting near misses also offers less risk to those who report, since there is no harm that could
bring professional or legal penalty. Near misses, they suggest, also are less susceptible to
hindsight bias than adverse events.
Battles, James and Christine Shea, A system of analyzing medical errors to improve GME
curricula and practice, Academic Medicine 76:125-133, 2001.
These authors described a root-cause-analysis approach developed for use in transfusion
medicine and suggest that it be more broadly applied to errors made by residents. Three
examples were used to illustrate how event reporting and associated root-cause analysis can be
used to identify, study, and classify nearmiss events involving residents. They recommend that
the results of this type of analysis be used by program directors and others to evaluate resident
education and define needed changes in the curriculum.
Bogner, Marilyn Sue, ed. Human Error in Medicine. Hillsdale NJ: Lawrence Erlbaum
Associates, 1994.
The editor of this collection of papers noted that its contributors illustrated the range of
disciplines that can contribute to studying and working on medical errors. Beyond medicine, the

disciplines include systems analysis, human factors, and cognitive sciences. In Chapter 2, Lucian
Leape, MD, reported the results of the Harvard Medical Practice Study and noted that the focus
needs to change from the management of malpractice liability risk to patient safety. Only onefourth of adverse events detected in the Harvard study could be attributed to negligence. As
counter-measures, depersonalizing errors and developing redundant injury-prevention systems
have the most potential.
Braddock, Clarence H., III, et. al., “How doctors and patients discuss routine clinical
decisions”, Journal of General Internal Medicine 12 (339-345), June 1997.
Braddock and his colleagues studied communication practices of physicians with their patients
and pointed out where work needs to be done to improve these practices. The authors defined six
elements of informed decision making: (1) discussion of the clinical issue and nature of the
decision to be made, (2) discussion of the alternatives, (3) discussion of the pros (or benefits) and
cons (or risks) of the alternatives, (4) discussion of uncertainties associated with the decision, (5)
assessment of the patient’s understanding, and (6) asking the patient to express a preference.
They studied physician-patient encounters to see if the elements were present and found on
average 1.3 of the 6. Most frequently present was element 1, discussion of the nature of the
clinical problem. Least frequent was assessment of the patient's understanding (element 5).
Braddock, Clarence H. III, et al, “Informed decision making in outpatient practice”, JAMA,
282:24, pages 2313-2320, December 22/29, 1999
Two years later these authors added element 7, discussion of the patient’s role in decision
making, i.e. an explicit invitation for the patient to participate. They also distinguished among
three levels of complexity for the decisions to be made, reasoning that not every element would
need to be included for the most basic decisions. They found that the nature of the problem was
still the element most often present in doctor-patient communications. As they hypothesized,
occurrences of a discussion of the patient’s role and preferences increased with the complexity of
the decision. Discussions to ascertainthe patient's degree of understanding continued to be rare.
Clark, Peter A., What residents are not learning. Academic Medicine 76:419-424, 2001.
After six months conducting research on medical futility in a neonatal intensive care unit, and, as
a byproduct, observing the education of residents on that unit, ethicist Clark wrote critically of
resident education. He observed, first, that residents, fatigued after being on call all night and
into the next day, made errors. They confused patients with one another and incorrectly ordered
drugs. Second he noted that residents relied almost entirely on the results of diagnostic tests
rather than their own clinical observations, the family history, and other factors. Third, residents
were unskilled at communicating with parents and family members, speaking in technical
language and appearing to lack compassion. They appeared to distance themselves from cases
where further treatment was futile. And fourth, residents often fell asleep in or wandered away
from rounds, unprofessional behavior that was also detrimental to their education. Dr. Clark
pointed particularly to the importance of supervising faculty as teachers and role models.
Commentaries by Lucian Leape, Donald Berwick, Albert Wu, Dennis O’Leary, Michael
Cohen, and James Reinertsen, British Medical Journal 320: 725-730, 2000.
These experts called for applying current knowledge to reduce harm to patients while continuing
to develop new knowledge and techniques. They also pointed out that physicians and other

members of the healthcare team suffer from adverse outcomes. These individuals need assistance
coping with guilt, informing patients and families about errors, and contributing to the
development of systems to reduce error. The authors called for voluntary error reporting, and
pointed to the need for healthcare leaders to exercise leadership in reducing errors.
Firth-Cozens, Jenny, Stress, psychological problems, and clinical performance. Medical
Accidents. Oxford, Oxford University Press, 1993.
This literature review by a British psychologist found the incidence of depression, alcohol and
drug abuse, and stress to be higher in physicians than in the general population. It also found that
sleep deprivation and time pressures negatively affect mood and wellbeing. Studies of sleep loss
and longsustained work also “generally support the everyday presumption that working long
hours causes deficits in the accuracy of tasks.” The author recommended a program of
counseling and stress reduction for physicians, particularly residents, as an aspect of quality of
care.
Gaba, David M., Anesthesiology as a model for patient safety in healthcare, British Medical
Journal 320: 785-788, 2000.
The author reviewed the progress made by anesthesiology in improving patient safety. This
discipline began studying adverse events as early as the 1950s and has applied a variety of
techniques to identify the characteristics of mishaps and suggest improvements. It has employed
technology, practice standards, and guidelines to improve safety. It has employed human factors
techniques such as observation and the use of simulators. Dr. Gaba suggested that the most
important contribution of his discipline to patient safety may have been the institutionalization of
the topic as an issue of concern. But it also has reduced adverse outcomes by a large degree.
Gawande, Atul, E. J. Thomas; M. J. Zinner, et al. The Incidence and Nature of Surgical
Adverse Events in Colorado and Utah in 1992. Surgery 126:66-75, 1999.
These authors conducted a chart review of slightly under 15,000 randomly selected 1992
admissions to 28 hospitals. Following a protocol very similar to the Harvard Medical Practice
Study, they identified injuries caused by medical management that resulted in a prolonged stay,
disability at discharge, or death. Surgical adverse events were defined as those related to an
operation, to a surgeon’s non-operative care, or to the 30-day period following surgery. The 402
surgical adverse events identified accounted for 66 percent of all adverse events. Older patients
and patients with co-morbidities were at greater risk for adverse events. While the article did not
focus on residents and did not identify residents’ roles in adverse events, it cited surgeon
inexperience as a factor in poor outcomes.
Gawande, Atul, The learning curve, The New Yorker, January 28, 2002.
Surgical resident Gawande described the perils of learning to insert a central line, and discussed
the issues of “practicing” on patients. Both new and experienced physicians must learn new
procedures and techniques on live patients, yet the “moral burden” of practicing on people goes
mostly unspoken. The “uncomfortable truth” about teaching, according to Dr. Gawande, is the
need to balance the objective of providing the best possible care today against the objective of
training physicians for the future.

Gawande, Atul, et al. The incidence and nature of surgical adverse events in Colorado and Utah
in 1992. Surgery 126:66-75, 1999.
These authors analyzed adverse outcomes in surgery from the same medical records studied by
Thomas and others (Medical Care 38:2000). Surgical adverse events were defined as those
related to an operation, to a surgeon’s non-operative care, or to the 30-day period following
surgery. Of the 402 events identified, almost half were technique-related complications, wound
infections, or postoperative bleeding. Older patients and patients with co-morbidity’s were at
greater risk for adverse events. While the article does not focus on residents and does not identify
residents’ roles in adverse events, it
cites surgeon inexperience as a factor in poor outcomes.
Helmreich, Robert, and Ashleigh C. Merritt, eds. Culture at Work in Aviation and Medicine:
National,Organizational, and Professional Influences. Ashgate: Aldershot UK, 1998.
This book underscored the role of culture—the attitudes, beliefs, and customs of individuals and
organizations—in aviation and medicine. Its authors noted that in aviation, a culture that
traditionally relied on “gadgets”, training, and strict adherence to rules has given way to a culture
that recognizes other factors in safety and performance.
Chapter 5 on error management provided a good introduction to “crew resource management”
techniques used in aviation and, increasingly, in medicine.
Helmreich, Robert, On error management: lessons from aviation. British Medical Journal, 320:
781-785, 2000.
This author is a psychologist and one of the leaders in the effort to reduce errors in aviation. He
drew a number of parallels between the medical operating room and the airline cockpit and
suggested that principles derived from aviation are applicable to medicine. Approaches to error
management developed for aviation are based on understanding the nature and extent of error,
identifying and changing the conditions that induce error, determining behaviors that prevent or
mitigate error, and training personnel in their use.
Kohn, Linda T., et. al., eds.; To Err is Human: Building a Safer Healthcare System. Committee
on Quality of Healthcare in America, Institute of Medicine. National Academy Press,
Washington, D.C., 2000.
This widely-cited study by the IOM Quality of Healthcare in America Committee estimated, by
extrapolating from the research findings of the Harvard Medical Practice Study of New York
hospitals and a similar study in Utah and Colorado, that between 44,000 and 98,000 deaths and
billions in medical costs occur as a result of medical errors in the United States each year. The
committee recommended a national focus to draw attention to safety issues, raise expectations
for improvement, and develop leadership. It also recommended the development of knowledge
and tools to “improve safety and break down legal and cultural barriers that impede safety
improvement.” The monograph did not address resident education or the role of residents in
improving safety.
Leape, Lucian, Error in medicine. Journal of the American Medical Association 272: 18511857, 1994.
In this important article the author argued that success in reducing errors in hospital care will
depend on physicians and others to change fundamentally how they think about errors. He

pointed to the substantial number of patients experiencing hospital-caused injuries and suggested
that the culture of medical practice, with its emphasis on infallibility and faultless performance,
has prevented the development of effective methods of error prevention. Instead of encouraging
physicians to admit errors and obtain help coping with the emotional impact of harming a
patient, Dr. Leape argued, the culture has isolated them. Instead of encouraging reporting and
analysis of errors, the culture has promoted fear that has been a barrier to improvement. The
threat of malpractice litigation only has reinforced these tendencies. The author suggested a
culture change--an institutionalization of safety where hospitals and physicians begin to apply
what has been learned in other fields about human cognition, human factors, error prevention,
and the mitigation of harm when errors do occur.
May, Thomas and Ausilio, Mark, "Medical Malpractice, Mistake Prevention, and
Compensation," Kennedy Institute of Ethics Journal, 11: 2, 135-146, 2001.
Without open reporting of medical mistakes, root-cause analysis of mistakes cannot be done,
thus undermining efforts to implement safeguards to minimize the occurrence of future mistakes.
Efforts to prevent medical mistakes, therefore, must first directly address clinicians' fear of
malpractice litigation. This article explored the relationship between the current malpractice
system and clinicians' fear of litigation. Ultimately, the authors argued, both the prevention of
medical mistakes and the goals of malpractice litigation itself will be better served if substantial
malpractice reform is undertaken.
O’Neil, Anne C., et al, Physician reporting compared with medical-record review to identify
adverse medical events, Annals of Internal Medicine 119:370-376, 1993.
These authors compared different approaches to identifying adverse events, including medical
record review, physician (resident) reporting, and standard QA systems, on the medicine service
at Brigham and Women’s Hospital. Each of the first two approaches identified about the same
number of events, but only 30 percent of the incidents were identified by both, suggesting that
both approaches are needed. Standard QA methods detected only a small fraction of all adverse
events. Ultimately the authors advocate engaging house staff in the process of identifying and
analyzing errors, in part because residents are interested and engaged in improving patient care
and in part because this experience encourages them to continue their interest in systematic
quality investigation after residency.
Pinkus, Rosa Lynn, "Mistakes as a social construct: An historical approach", Kennedy Institute
of Ethics Journal, 11:2, pages 117-133, 2001
This paper examined the problem of medical mistakes historically. It documented how legal,
scientific, and medical trends during the years 1890-1934 intersected to effect the reporting of
mistakes in the subspecialty of neurosurgery. At the start of this time frame, mistakes were
reported openly in journal articles as an educational tool. By its end, however, mistakes had gone
"underground" and were buried amid a more objective, scientific reporting system. Using this
historical perspective as a baseline, this article concluded by re-examining the IOM's suggestions
for change and what they mean for the culture of medicine.
Reason, James T., The human factor in medical accidents, in Medical Accidents, Oxford
University Press, 1993.

Reason pointed to three reasons why the possibility of an accident in hazardous human activity
can never be wholly discounted: (1) all human beings make fallible decisions and commit unsafe
acts; (2) all man-made systems possess latent failures that can combine to produce disasters, and
(3) all human endeavors involve some measure of risk. He suggested that the war on accidents is
like a guerilla war rather than conventional warfare, requiring “chronic unease” and an
understanding of the “true nature of the enemy.” Since doctors do not work alone, but in
complex organizational settings, “human error” is not a sufficient explanation of adverse events.
Rather, he argued, organizational analysis should be conducted when adverse events occur.
Reason, James T., Human error: models and management, Western Journal of Medicine 172:
393-396, 2000.
Reason drew a comparison between the person approach and system approach for viewing
human error. The person approach, heretofore dominant in medicine, attributes error to human
weakness—forgetfulness, inattention, and carelessness—and seeks to prevent error through
exhortation, blame, training, and threat of litigation. The system approach views errors as a
consequence of normal human fallibility and seeks to prevent error by changing conditions in
which humans work. The aim is systems designed with built-in defenses.
Runciman, W.B., et al, Errors, incidents, and accidents in anesthetic practice, Anaesthesia and
IntensiveCare 21:506-519, 1993.
Anesthesiology has pioneered research into patient safety and has made great progress in
reducing errors and adverse events. These authors examined multiple sources of error:
inadequate knowledge or experience; failure to follow a rule; absentmindedness; imperfect
execution; the requirements of the task; physiological factors such as fatigue; poor equipment
design; poor communication; inappropriate workspace layout; poor labeling and packaging; poor
training, assistance, or supervision; workplace policies and procedures; social and cultural
factors. They pointed out three significant problems with using accident investigations as the sole
approach to developing preventive strategies: rapidly fading memory of what happened and its
replacement by a memory of what must have happened; the medical habit of recording a bare
minimum of observable facts; and the pet theories and prejudices of investigators. Instead they
recommended employing ongoing error reporting and analysis.
Shojania, Kaveh G., et al, eds. Making Healthcare Safer: A Critical Analysis of Patient Safety
Practices.Evidence Report/Technology Assessment No. 43, Agency for Healthcare Research and
Quality, Rockville, MD, 2001. (Available on line at http://www.ahrq.gov/clinic/ptsafety/)
This monograph was a review of the literature on the epidemiology of errors and adverse events
in the areas of adverse drug events, infection control, surgery and anesthesia, hospitalized elders,
and organizational and systems issues. Authors were cautionary about research in this area,
noting significant methodological challenges such as the absence of control subjects for
comparison; the difficulty of capturing relevant outcomes, including near misses; the difficulty
of analyzing multidimensional practices; and the rarity of important errors that therefore cannot
generally be analyzed in a statistically meaningful manner. Chapter 4, Incident Reporting,
suggested that while incident reports cannot provide sound epidemiological data (the incidents
probably underestimate the numerator, while the denominator—the number of opportunities for
incidents—remains unknown), they nevertheless represent an important way to capture data on
errors and adverse events. Chapter 5, Root Cause Analysis (RCA), cautioned that, as

retrospective case studies, RCAs’ identification of causes can be biased by hindsight, or by the
“concern of the day”.
Thomas, Eric J., et al. Incidence and types of adverse events and negligent care in Utah and
Colorado. Medical Care 38:261-271, 2000.
In a review of randomly selected hospital medical records from 1992, these authors identified
adverse events in 4.2 percent of cases in Colorado and 3.4 percent in Utah. Extrapolated to the
population, an estimated 11,578 adverse events occurred in Colorado and 5,614 in Utah that
year. Of these, an estimated 439 patients died and 160 suffered grave or major disability as a
result. The two leading types were adverse operative events (45 percent of the total) and adverse
drug events (19 percent). The authors pointed out that the reduction of operative adverse events
might be aided through the use of techniques developed in aviation, including simulators.
Thurman, Andrew, "Institutional responses to medical mistakes: Ethical and legal
perspectives," Kennedy Institute of Ethics Journal 11:2, pages 147-156, 2001.
Healthcare institutions must decide whether to inform the patient of a medical error. The barriers
to disclosure are an aversion to admitting errors, a concern about implicating other practitioners,
and a fear of lawsuits and liability. However, admission of medical errors is the ethical thing to
do and may be required by law. When examined, the barriers to such disclosures have little
merit, and, in fact, lawsuits and liability may actually be reduced by informing the patient of
medical errors. Therefore, healthcare institutions should implement a written policy providing
for disclosure of medical errors, using a process as is outlined in the article.
Various authors, “Ethical issues involved in disclosing medical errors”, MSJAMA 286:1078,
September 5, 2001 (available on line at http://www.ama-assn.org/scipubs/msjama/articles/vol_286/no_9/toc.htm).
In this collection of articles Courtney Wusthoff pointed out that disclosure is called for in the
AMA Principles of Medical Ethics, which states, "A physician shall…be honest in all
professional interactions" and, moreover, in cases in which “…a patient suffers significant
medical complications that may have resulted from the physician's mistake…the physician is
ethically required to inform the patient of the facts necessary to ensure understanding of what has
occurred." She suggested that disclosure by a patient’s physician is appropriate because of the
fiduciary nature of the physician-patient relationship, because it may affect a patient’s consent in
current and future decisions regarding care, because it may allay patient anxieties if recovery is
slower or different from expected, because this knowledge permits other caregivers to work with
better facts, and because it can help relieve the physician's own emotional stress while fostering a
stronger patient-physician bond. Ms. Wusthoff suggested that medical students have a
responsibility to facilitate disclosure, while another author, Norman Fost, argued that disclosure
also is a responsibility of other physicians (presumably including residents), in part to reduce the
probability of future errors.
Vincent, Charles, et al, Safety in medicine, in Medical Accidents, Oxford University Press,
1993.
The three editors of this book, which focuses on the British National Health Service, reported on
the recurring themes it contains. One theme was the need to examine accidents at the
organizational level. They note that the same broad categories of error-producing categories

found in other industries are applicable to medicine: “ high workload, inadequate supervision or
training, poor interface design, a stressful environment, and mental states such as fatigue,
boredom, and depression.” The authors pointed to the need for education and training, in contrast
to relying on learning that occurs “naturally” during the clinical experience. “Combine trial-anderror learning with a lack of consultant supervision and the risks become apparent. Add work
overload, lack of sleep, lack of awareness of hazardous situations, a degree of over-confidence
stemming perhaps from a desire to prove oneself, and the potential for serious accidents becomes
apparent. These factors are only partially in the control of individual doctors; many also require
action at an organizational level.” Another theme was that medical practice should increase the
use of aids to memory and clinical judgment, particularly
in emergency situations.
Volpp, Kevin G.M., M.D., and David Grande, M.D., Residents’ suggestions for reducing
errors in teaching hospitals. New England Journal of Medicine 348:851-855, 2003.
The authors identified eight “areas of concern” that are potential sources of error by residents as
they care for patients in teaching hospitals: 1) frequent interruptions by pages, 2) ordering and
medical records systems not aided by computerized assistance; 3) informal sign-out procedures,
4) sleep deprivation, 5) difficulty in locating medical charts and equipment, 6) a culture that
inhibits frank discussion of errors, 7) unstructured training in performing procedures, and 8)
inadequate training in team leadership and communication among caregivers. For each they
suggested changes that would reduce the likelihood of errors, calling on service chiefs and
residency program directors to lead these efforts.
Weingart, Saul, and others, Epidemiology of medical error, British Medical Journal 320: 774777, 2000.
These authors reviewed studies of the prevalence of error in hospitals, beginning with the
Harvard Study of Medical Practice that found injuries from medical management in 3.7% of
1984 admissions in New York State. In a similar Australian study, researchers reviewed medical
records and found an adverse event in 16.6 percent of hospital admissions. Observers on the
general surgical units of a Chicago teaching hospital detected adverse events in 45.8 percent of
cases. Adverse events occurred most frequently in relation to surgery, drug therapy, and
diagnostic errors. Patients who were older, the subject of high risk procedures, or seen in the
emergency room had higher risks. These risks increase with each successive day in the hospital.
Weingart. Saul N., House officer education and organizational obstacles to quality
improvement, Joint Commission Journal 22:640-646, 1996.
The author presented three cases in which residents could contribute to improvements in patient
care: an administrative error in which a resident wrote a drug order in the wrong patient’s chart;
the failure of the lab to report a patient’s electrolyte profile; and the problem of beeper calls from
nurses to residents who had gone off duty. Each case offered opportunities for analysis and steps
to improvement, with residents potentially playing a key role. Dr. Weingart recommended
making the most of these opportunities by engaging residents with interdisciplinary teams to
solve problems and develop skills in organizational analysis. He suggested that this part of their
education be similar to traditional clinical teaching—case based, intellectually rigorous, data
intensive, and grounded in the scholarly literature. And he called for house staff to be recognized

for their contributions to organizational problem solving just as they would be recognized for
good patient care or clinical research.
Weingart, Saul N., et.al., Epidemiology of medical error, Western Journal of Medicine 172:390393. June 2000.
The authors reviewed the literature on the prevalence and cost of medical error, attributes of
physicians who make errors, and risk factors that increase the likelihood of injury from error.
Prevalence estimates have varied widely among studies, ranging from 3.7 to 45.8 percent
depending in part on the definition of error or adverse event. Preventable adverse drug events
were estimated to add $4685 and 4.6 days, to a hospital stay. Errors were an equal opportunity
issue, not attributable to “bad apple” physicians. However several studies found that
inexperienced physicians (trainees) and physicians performing new techniques made more
errors. Patients who are sicker, subject to multiple interventions, and remain in the hospital
longer are more likely to suffer injury from medical errors.
Woosley, Raymond L., “Centers for education and research on therapeutics are model for
efforts to reduce medical errors”, Academic Physician and Scientist, May/June 2000.
Dr. Woosley, now Vice President for Health Sciences at the University of Arizona College of
Medicine, advocated changes in medical education in response to changes in medicine: “The
greater complexity of illness, the greater number of drugs available, and the overwhelming
information that must be mastered to practice medicine means we must change our entire
approach. Physicians must be taught to work as team leaders who coordinate patient care by
calling upon the skills and knowledge of consultants, pharmacists, nurses, disease management
specialists, online literature searches, error checking software, and drug interaction software”
(page 2). He recommended funding by the Health Resources and Services Administration for
“error reduction” residents, with loan forgiveness comparable to that offered trainees in HIV
fields by NIH. He also recommended that academic medical centers provide training on safe
prescribing practices for practicing physicians, nurses, and pharmacists.
Wu, Albert W., et. al, Do house officers learn from their mistakes?, Journal of the American
Medical Association 265:2089-2094, 1991.
The author reported the results of a survey of 114 house officers about their most significant
medical mistake in the last year. Thirty-one percent of the patients in these reported incidents
died; 90 percent had significant adverse outcomes. Errors in diagnosis (33 percent), errors in
evaluation and treatment (21 percent), and errors in prescribing and dosing (29 percent)
accounted for most of the reported incidents. Most residents reported more than one cause for
their mistakes, with 51 percent reporting
“too many tasks” and 41 percent reporting fatigue.
Wu, Albert W., et. al., How house officers cope with their mistakes, Western Journal of
Medicine 159:565-569, 1993.
In additional results from the earlier survey, the authors reported on lessons for coping by house
officers and institutions. They suggested reviewing cases in which mistakes occur, encouraging
residents to call for help, improving the system of care that contributed to the mistake, providing
emotional support for the resident, and actively involving supervising attending to get mistakes
out in the open, making the discussion of mistakes a routine part of training.

5.7C Attachments
Attachment A: Conference Binder – Health Professionals Patient Safety Curriculum Conference
9, 10th 2004.
Attachment B: Health Professional Schools, Core Safety Curriculum, and Life Long Learning
Table.
Attachment C: Semi-structured interviews with national healthcare education experts

CHAPTER 6
LITIGATION ALTERNATIVES AND A NO FAULT DEMONSTRATION
PROJECT TO IMPROVE PATIENT SAFETY IN FLORIDA
6.0 EXECUTIVE SUMMARY
The Suncoast Center for Patient Safety at the University of South Florida Health Sciences Center
is pleased to submit this chapter through the Agency for Health Care Administration (AHCA) to
the Florida Legislature. This report provides the Florida Legislature with an overview of
litigations alternatives consisting of risk management, clinical, cultural and legal/policy
strategies for reducing medical malpractice litigation including a response to the Legislatures’
request for recommendations regarding a “No-Fault” demonstration project.
The findings and recommendations in this chapter are based upon:
• The legislative charge as outlined in Senate Bill 2-D (2003);
• Relevant literature in the field, including the 2003 Governor's Select Task Force findings;
• An international conference consisting of presentations, discussion and focus groups
among an invited group of national and state policy makers, insurance industry
representatives, clinicians, professional/industry representatives, plaintiff and defense
trial bars and researchers; and
• Telephone and personal surveys of a select sample of vested parties.
The authors’ intent is to provide guidance to the Legislature in its endeavor to improve the
delivery of safe health care to patients, reduce medical error and, as a consequence, reduce the
societal costs of medical malpractice litigation.
Successful litigation alternative systems and policies would reasonably be expected to lower
professional liability premiums, increase availability of insurance, while providing greater
incentives for physicians of all specialties to select Florida as a state of choice in which to
establish and maintain a medical practice.
There are three essential predicates to maximizing non procedural alternatives to medical
malpractice litigation: 1) Creation of a patient safety authority; 2) The collection, management,
analysis and reporting of data on medical errors and near misses in a blame free system, free
from retribution, and 3) Establishment of systems and policies that remove the culture of blame,
and encourage and instill a culture of safety throughout the health care and regulatory system.

These predicates are discussed in depth with accompanying policy recommendations in the other
chapters of this report.
Litigation alternatives can be designed and deployed through health care institutions and systems
as means by which to improve safety and reduce errors, thereby reducing the likelihood of an
adverse event that causes medical injury. These are preferred, because they build quality and
patient safety into the care system. But once an adverse event occurs, other litigation alternatives
can be available to quickly, fairly and effectively remediate injuries caused by negligence and
assure compensation when appropriate. Included in this category is a no-fault system of
compensation for medical injuries, for which we recommend a demonstration project.
In order to achieve the possible results of effective litigation alternatives, we proffer the
following goals that serve as the foundation for recommendations to the Legislature.
1) Create statutory incentives/requirements for health care providers to adopt and implement
specific, systematic strategies, grounded in safety science and proven to reduce risk of
adverse events. If implemented and used properly, these should serve as the basis for a)
reductions in malpractice insurance liability premiums; and b) at least as evidence of
good faith, and at most, as an affirmative defense against allegations of negligence;
2) Provide assistance to facilities and healthcare clinicians in resolving inability to meet
state pre-set clinical bars. 3) Provide facilities and healthcare practitioners with reliable
information with which they can make factually based decisions about how to alter their
delivery of care and by which they can realize improvements;
3) Promote efficient use of settlement/judgment funds for victims of medical malpractice to
limit negative impact on limited resources for those in need;
4) Evaluate current internal risk management requirements, credentials for surveyors, data
being collected, purposes for collection and analyzed, and for and to whom data are
reported; and
5) Consistent with the Legislative charge to make recommendations regarding a no-fault
medical malpractice demonstration, by way of mechanisms similar in construct and
process to the Neurological Injury Compensation Act, and the workers' compensation
system, perform a no-fault demonstration project designed to resolve disputes regarding
causation of an injury, nature and scope of an injury, damage, remediation and
compensation.
Patient safety improvement is a key to reducing the many burdens of medical malpractice,
including the burden of errors that cause injuries to patients and the burden of litigation.
Throughout the process of health care delivery it is possible to reduce error and improve care
outcome. This alone will provide the best and most cost effective litigation alternative. But
when errors do occur and cause injury, then the health care system must behave differently than
it does today in order to quickly, transparently and equitably remediate the injury in to reduce the
costs, time and anguish of litigation. This requires a cooperative, collaborative venture among
health care providers, patients, insurers, attorneys, regulators and legislators. We are all in this
together.

6.1 RECOMMENDATIONS
Based on the combination of literature and report review, the guidance provided by the
Governor's Select Task Force, input received by way of surveys, and the highly focused,
interactive deliberations occurring at the January 2004 conference, a set of policy goals and
recommendations is presented below. These are intended to guide the Legislature toward
encouraging alternatives to litigation prior to and after adverse events occur; and to offer a
framework for taking steps toward a no-fault malpractice demonstration project that will have
value to the policy making process in Florida.
Goal 1: Create statutory incentives/requirements for health care providers to adopt and
implement specific, systematic strategies, grounded in safety science and proven to reduce risk
of adverse events. If implemented and used properly, these should serve as the basis for a)
reductions in malpractice insurance liability premiums; and b) at least as evidence of good faith,
and at most, as an affirmative defense against allegations of negligence.
Strategies/ Suggestions
1. Mandate that professional liability companies institute underwriting protocols that are
practitioner and facility report driven and based on incident reporting
2. Require facilities to provide insurance carriers tracking and trending reports that are both
issue and practitioner specific
3. Require facilities and insurance entities to deploy, either internally or by contact,
epidemiologists, biostatisticians, and/or health services researchers in analysis of data.
4. Require the Department of Insurance (DOI) to convene a workgroup and make
recommendations to the legislature on methods for execution of uniform strategies by
insurance carriers to risk stratify premiums based on facility issue and practitioner
tracking and trending reports.
Goal 2: Provide assistance to facilities and healthcare clinicians in resolving inability to meet
state pre-set clinical bars. Methods:
Strategies/ Suggestions:
1. Establish a Patient Safety Authority (PSA) and require that it create internally, or by
contract, a mechanism by which assistance can be provided to facilities and providers
who are unable to reach state, pre- set clinical outcome bars. See section on “Best
(Outcome) Practices” for more specific information.
2. Mandate a mechanism be set in place for ongoing development of “Best Practice
(Outcome) Tools," on site survey assistance for those falling below bar, and development
of both interventional tools and post intervention assessment activities
3. Provide facilities and healthcare practitioners with reliable information with which they
can make factually based decisions in how to alter their delivery of care and by which
they can realize improvements via use of a Patient Safety Authority.

4.

Require insurance entities to provide facilities with regular reports on their own, i.e.
facilities’, aggregate expenditures by site, category of liability, speciality(ies) in which
liability occurred over specified time frames. Require insurance entities to provide
individual practitioners with routine reports on specialty specific aggregate payouts,
indemnity payments, categorized by issue(s) and reasons for payout, such as “cited
liability”, “poor witness”, “poor documentation”, “economic settlement”, “lost records”,
etc.. -Require insurance entities to provide closed abstract analyses to their consumers on
the top five aggregate payouts in the prior 5 years, at least twice each year. Require
automated data collection and analysis systems (similar to the hospital discharge and
financial data) for incidents, and within three years, reduce or eliminate the manual
system of risk and event data maintenance and reporting that exists in many Florida
health care institutions.

Goal 3: Promote efficient use of funds for victims of medical malpractice to limit negative
impact on limited resources for those in need.
Strategies/ Suggestions:
1. Mandate structured settlements to ensure that patients actually have the monies they are
awarded for care, at the time they need it for care.
2. Mandatory reversionary trusts to avoid unintended windfalls to families of victims once
the patient has expired, with the exception of situations in which the deceased has
children under the age of 21. In those settings the reversionary trusts would not be
executed until all children had reached age 21. This strategy would increase availability
of funds for future victims of incidents.
Goal 4: Evaluate current internal risk management requirements, credentials for surveyors, and
data being collected, purposes for collection, and analyzed by whom and reported to whom.
Strategies/ Suggestions:
Mandate that a multi-disciplinary panel in collaboration with a newly established
executive committee review the current internal risk management statute, surveyors
duties, incident reporting system, and make recommendations on how AHCA can
collaborate with the Patient Safety Authority and in process restructuring in response to
ongoing dynamic changes in this arena.
Goal 5: Consistent with the Legislative charge to make recommendations regarding a no-fault
medical malpractice demonstration, by way of mechanisms similar in construct process to the
Neurological Injury Compensation Act, and the workers' compensation system, perform a nofault demonstration project designed to resolve disputes regarding causation of an injury, nature
and scope of an injury, damage, remediation and compensation.
Strategies/ Suggestions:
1. Mandate execution of a demonstration project over over a period of three years.

2. The demonstration should be conducted in at least two settings for comparison. Academic
medical centers may serve as ideal sites.
3. Mandate the creation of special masters, medical malpractice judges, or use the models
currently in place for NICA and/or workers compensation.
4. Charge the demonstration project with using evidence based data to review and establish
causation among a select subset of adverse outcome cases. This demonstration should focus
on high cost/high risk categories of service that may be most prone to litigation, such as
orthopaedic, neurosurgical, obstetrical and gynecological procedures. The State's current
workers compensation basis for establishing remedy and damages (assessments and
schedules) should serve as the foundation, but not necessarily the exclusive basis for
administering compensation.

6.2 INTRODUCTION
This chapter provides the Florida Legislature with recommendations about how alternatives to
litigation in malpractice could be encouraged, including the prospect of creating a no-fault
malpractice demonstration project in the State.
The Suncoast Center for Patient Safety at the University of South Florida Health Sciences Center
is pleased to submit this chapter as part of a report to the Florida Legislature, through the Agency
for Health Care Administration (AHCA). The Suncoast Center for Patient Safety is a federally
designated, national center for patient safety research directed by Jay Wolfson, DrPH, JD. Lynn
Glass, BSN, JD of the University of Florida, Self-Insurance Program and Steven Stark, Esq., of
Fowler, White, Burnett in Miami collaborated with the Center to produce this report. Marie
Denis at USF and John Patterson at UF served as research assistants to the project and Robin
Suggs at USF was project coordinator.
A survey of literature and reports on litigation alternatives and no fault malpractice insurance
was conducted and reflected in the Bibliography at the conclusion of this chapter. Telephone and
personal interviews and open-ended questionnaire were conducted with insurance brokers,
carriers, attorneys and policy makers in order to add to the panoply of published information
about litigation alternatives and no fault experiences. The questionnaire is presented in
Appendix 1. An international conference of invited patient safety, health policy, legal insurance
industry and clinical specialists was held in Miami, Florida on 13 and 14 January 2004. This
conference included presentations by experts and focus groups that served as the basis for
gaining consensus around issues and recommendations. Presentations made at the conference
are presented in Appendix 2.
More than a dozen other chapters in this report address the creation of a patient safety authority
and the duties and responsibilities such an authority might possess; the nature and scope of any
new or expanded patient safety information acquisition and reporting requirements or programs;
health professional education and curriculum changes that can enhance and improve patient

safety; and other activities and initiatives that can affect the 'culture' of safety throughout the
health care system.

6.2A Background
We each have expectations about the health care system. It should be safe, accessible and
affordable. We reasonably expect that the care we receive will be appropriate. And in the event
that a process or an outcome is adverse, we reasonably believe and expect that we will be told
about it quickly and honestly and that any damage will be remediated and compensated.
Litigation often occurs because injured patients or their families believe that they have not been
treated honestly and fairly. They are angry and disappointed with perceived runarounds and
obfuscations. On the other hand, there is evidence that when adverse outcomes are immediately
and clearly communicated to injured parties, and prompt remedy is offered, the likelihood of
litigation is reduced.
Alternatives to litigation can take the form of risk managements strategies; clinical and
information system changes; and incentives to enhance a patient safety culture within health care
organizations. But litigation alternatives may also consist of procedural/legal elements, such as
mediation, arbitration, no-fault (strict liability) and methods by which funds can be more
equitably and efficiently distributed once compensation amounts are established. The nonprocedural alternatives should be designed and deployed systematically before, during and after
an adverse event takes place, and must be predicated on reducing errors and improving safety --not on litigation avoidance.
A subset of alternatives to litigation that has assumed a life of its own is the concept of "no-fault"
insurance. No-fault implies that there is some form of assured compensation, regardless of how
an injury took place or who or what caused it. But it is fair to say that if you have seen one nofault model, you have seen one no-fault model. The elements of no-fault generally consist of
remediation and compensation assurance to the injured person regardless of the reason for the
injury. In Florida, workers compensation and automobile liability are no-fault based, but
negligence or errors are not variables in the compensation. In medical malpractice, however,
there is a substantive difference and a fundamental need to distinguish between adverse
outcomes caused by error or negligence, and a bad outcome caused by the disease process or
condition.
The federal vaccine compensation model proves that a no-fault medical system can pass
constitutional muster. And the experience in New Zealand, where no-fault medical malpractice
has been in place for more than a decade, indicates that assured, quick compensation and
remediation has been a very acceptable trade off for the tort system. In the U.S., one important
trade off between the current tort/litigation based system and a no-fault approach would be
elimination of the two to four year minimum period of wait before any compensation and/or
remediation is ever made available by way of settlement of judgment.
Rather than focusing just on medical error as many other jurisdictions have done, this chapter
positions Florida to assume the leadership role in distinguishing patient safety as a public health

and a community productivity issue. Both patient (consumer) and business stakeholders have a
vested interest, economically and in terms of health status and productivity in collaborating to
improve patient safety. This is because a well functioning health care environment that seeks to
reduce adverse outcomes promotes the positive health status of communities. Healthy people
make for healthy and productive communities.
Adverse health care outcomes contribute to the culture of litigiousness that plagues Florida's
health care system. Litigation associated with adverse outcomes (malpractice suits) reflects an
exceptionally small portion of actual adverse events in the health care system, suggesting among
other things, a lack of equity with respect to remediation and/or compensating injured people.
(Weiler, 1993)
According to data that have been collected and reported over a twenty-year period, a net of about
50% of the payouts from actual malpractice actions ever find its way to the disproportionately
small number of injured people who litigate. This includes the costs of defense, witnesses, and
other expenses. And recent evidence indicates that this percentage may have diminished as a
consequence of higher jury awards, larger settlements and increased costs to both plaintiff and
defense attorneys. (Kakalik, 1986; Palmisano, 2002)

6.2B Findings Summary
Good science and evidence-based medicine do not consistently serve as the basis for what
constitutes patient safety within Florida's medical malpractice litigation system. Rather,
anecdotal presentations by experts and presumed, but unproven patient safety enhancement and
error reduction strategies litter the landscape. Most errors are system failures – not the fault of
individuals. Yet a culture of blame has been allowed to fester upon our nation's health care
system and its providers, and it has infected that system, producing antibodies against patient
safety improvement and error reduction. We have not taken a patient centered approach to
improving safety. All of these factors have created a liability, a litigation and a patient safety
crisis. It is time for a change.
Florida currently requires an internal risk management program for hospitals and ambulatory
care centers (Florida Statute 395.0197). These requirements have been in place since the mid
1970s. While articulated in law and practiced across the health care system, their actual
deployment varies across institutions. Due to resource constraints, the Agency for Health Care
Administration may not uniformly and consistently regulate these myriad risk management
systems. In addition to seeking greater uniformity in the substance as well as the documentation
regarding risk management systems, efforts should be made to ensure that AHCA surveyors and
site reviewers are either licensed risk managers or have certified clinical/risk management
experience.
Voluntary strategies that can be encouraged by the State and embraced by the marketplace
include both aggressive and collaborative efforts between insurance carriers and health care
providers to create standardized, documented, operational risk management systems and
programs within health care organizations. Voluntary efforts might consist of insurance

company checklists of intervention strategies for specific high-risk sites, such as operating
rooms, cardiovascular services, or ambulatory surgery centers, where data indicate that specific
techniques reduce risk and improve patient safety. Providers implementing these strategies
should be entitled to malpractice premium reductions. Insurers have a plethora of data on claims
and risks, and can use these data to help identify high-risk sites and practices and to guide the
design valid interventions.
Some have argued that there is no real "patient safety crisis" – that the incidence of medical
errors causing injury has remained fairly stable, but that the tort litigation model has created
excessive financial burdens on the system, and that there are periodic ebbs and flows in the
insurance market and in public attention to the matter. Others note that the reported data on
medical errors represents only a small portion of the actual adverse outcomes that occur in the
health care system. The evidence indicates that the combination of a culture of silence relative to
the occurrence of errors – with a culture of "blame and shame" (particularly affecting nurses)
once an error or an allegation of an error occurs, have fueled more than a litigation problem – but
a nexus of factors that adversely affects patient safety.
While voluntary efforts among all of the stakeholders to improve safety and seek alternatives to
litigation are critical, there is a distinctive, compelling state interest in creating both incentives to
improved safety/reduced errors, and to fashioning alternatives to litigation.
Throughout the chapters of this report there is emphasis on the importance of an accurate,
reliable information acquisition and reporting system, grounded in a culture of safety, and
overseen by a patient safety-like authority. These are prerequisites to effective litigation
reduction. The State can and should assume a leadership role in establishing a viable reporting
system that frees providers from blame and punishment. This system should strive to obtain and
report evidence-based data that can help to build upon our knowledge of very specific risk
management, and clinical intervention strategies that really work. In fact, many strategies are
already documented or used – but are not shared, uniformly deployed or reported. A patient
safety authority would perform this oversight function. Based upon non-punitive reporting and
evolving guidelines/standards, such an authority should also be able to respond quickly to
emerging, identified risks that are serious, even when there may be data, but no randomized
control studies.
Statutory language should create explicit incentives for insurers to provide discounts to providers
when they effectively implement certain proven patient safety systems, strategies or programs.
Highest risk, highest cost sites and practices should be targeted first. Any such program or
strategy should be either evidence based or in response to identified emerging risks. In the event
of an adverse outcome, the Legislature should provide that the verified presence and deployment
of specific, appropriate, patient safety strategies could serve as at least a presumption of good
faith on the part of the provider, if not, in certain, specific instances, an affirmative defense
against a claim of negligence.
The Legislature should further require that providers and insurers work together to use data
systems consistent with those specified in other chapters of this report, to monitor incident and

cost trends, and identify patterns or significant spikes in adverse outcomes. Once identified,
providers should analyze the factors precipitating the pattern or event and prepare a corrective
action plan which must be submitted to the Agency for Health Care Administration within 90
days of the identification. This kind of applied, expanded risk management requirement builds
functionally upon the use of incident reporting, with the express purposes of encouraging
collaboration between providers and insurers and using incident reporting data systems to
improve patient safety.
Once an adverse event has occurred, there are other strategies that can effectively reduce the
likelihood of litigation. Chief among these is transparency to the family a.k.a. disclosure –
meaning honestly and quickly acknowledging an event, communicating it to the patient and the
family, and taking aggressive and open steps to remediate and, where appropriate, offer
compensation. In addition, transparency implies sharing the process with the appropriate public
authorities – or where feasible, with the public itself, as long as the publicity does not violate the
privacy of patients or, without evidence of gross misconduct, publicly punish providers.
Increased incentives to mediation and arbitration should be created when there are disputes,
without eliminating the opportunity to seek a resolution through the courts.
With respect to the Legislature's request for guidance regarding a no-fault malpractice
demonstration, we conclude that any effort to introduce a no-fault model beyond the current,
very limited provisions of the NICA law must be carefully and incrementally pursued; that the
option of litigation should not be abandoned; and that there are specific, no-fault "like" strategies
that should be implemented, including a demonstration to introduce and test no-fault processes
and principles using experience and systems gleaned from NICA and workers compensation.

6.3 DATA COLLECTION
6.3A Survey of Insurers and Policy Makers
During the last week of December 2003 and the first two weeks of January 2004, a telephonic
and personal interview survey was conducted with a select, convenience sample of malpractice
insurance carriers, a malpractice insurance broker, an international malpractice insurance excess
broker, attorneys and Florida policy makers.
The respondents were sent a questionnaire with open ended, questions intended to stimulate their
thinking, and then arrangements were made for telephonic or personal interviews and discussions
to get feedback on the experiences, perceptions, advantages and disadvantages of various
strategies that might facilitate a reduction in medical malpractice litigation. Participants were
also asked for feedback about what, if anything, a no-fault medical malpractice demonstration
project might seek to accomplish and how it might function.

6.3B Summary of Responses
1. Experience with “No-fault" – Only some of the respondents had any familiarity with no
fault, and then, only through either workers compensation or the Florida Neurological

Compensation Act. Respondents uniformly spoke to the disadvantages of the workers
compensation system, stating that abuse is common and that it has become expensive and
cumbersome. With respect to NICA, plaintiff's attorneys state that it has limited value and
application because it was set up to protect not only the injured newborn but also the obstetrician
and anesthesiologists, and that NICA retains huge reserves. NICA proponents and insurance
entities point out that the Florida Department of Insurance (DOI) has set conservative guidelines
for entities such as NICA, to ensure that once a child is accepted, their medical needs can be
ensured for a lifetime. This requires large reserves, wise investment of funds, careful
consideration of expenditures, and efficient use of and collaboration with other governmental
funding agencies when the child qualifies for more than one funding source.
Plaintiff's attorneys pointed out that if the Florida legislature encourages a no-fault approach to
management of medical malpractice, the floodgates of claims will burst open and the average
amounts paid to individuals will reduce. They further allow that such a system would only create
a new class of attorneys and physicians looking for a "quick fix" though easy income in mno
fault.
Many respondents, as well as participants in the international conference noted that no-fault may
have two other deficits: eliminating or substantially reducing access to litigation removes the
"hammer" that keeps health care providers thinking about error avoidance. And with respect to
patients, may injured patients really want to have an opportunity to tell their story – to vent and
believe that something is being done to make sure that something that happened to them does not
happen to somebody else. And some allowed that punishment of negligent health care providers
is an important goal for injured patients.
While the advantages of litigation were recognized, all providers, risk managers and insurance
entities joined in agreeing that the tort litigation and trial system offers no better assurance of
either accountability or equity.
Access to the litigation process should not be removed, but should be better filtered.
2. Biggest Reason Why Consumers Bring Suits – There was no surprise here, and the
responses reflect years of studies: a) patients initiate suit when they feel that they are being given
the “run around”, that practitioners are not telling them the truth, or the complete truth, about an
adverse outcome, and b) when there has been an obvious negligent act that has caused injury and
creates significant financial hardship in the short or long term.
3. Biggest Reason Why Consumers Don’t Bring Suit When they Have a Legitimate Claim –
Plaintiff attorneys indicated that many injuries don't rise to a level of financial viability to make
taking the case worthwhile, even in the event of clear negligence.
4. Suggestions for any Strategies that Might Effect a Decrease in Medical Malpractice
Litigation – Many of those interviewed suggested that if individuals want guarantees that they
will receive “perfect care”, or assured compensation in the event of adverse events, then

insurance companies should be allowed to sell people a personal malpractice insurance policy for
a given health care event or hospitalization (similar to flight insurance).
5. Underwriting Activities – Underwriting refers to the mechanism by which insurance entities
analyze the risks associated with providing liability coverage to a particular practitioner or
facility. Aggressive underwriting protocols can provider leverage to encourage health care
providers to maintain levels of competency, and/or utilize known and recognized techniques
reduce risk and improve safety. Carriers can assert leverage by providing incentives to rapid
remediation by raising premiums for refusal or failure to timely pay claims associated with select
indemnity payments that are practitioner or issue specific. Currently, there is only one insurance
entity in Florida that follows such a protocol. The remaining entities utilize a review of
practitioner and/or facility profiles prior to providing coverage and at the time of renewal, with
rate adjustments accordingly.
6. Structured Settlements and Reversionary Trusts – All individuals interviewed were in
favor of structured settlements and reversionary trusts. Plaintiff's attorneys were not asked about
these due to scheduling and time constraints. Consumers and insurance entities were strongly in
favor. Consumers wanted assurances that their long-term needs would be met, and that their
children would be cared for in the event of their death. Insurance entities felt strongly that if
structured settlements were a requirement, cases that might otherwise go through the trial court
process would be more likely settled due to the potential increased costs of litigation. Insurers
viewed this as positive since a structured settlement would still ensure that the needs of the
patient were met.

6.3C International Conference on Litigation Alternatives and No-Fault
With about one month's notice, an international conference on Litigation Alternatives and NoFault Malpractice was organized and held on 13 and 14 January 2004. More than 40 nationally
and internationally recognized experts in the field, by virtue of their major publications or policy
positions (such as the previous Insurance Commissioner of Pennsylvania), were invited to come
to Miami and engage in presentations, focus groups, and the proffering of recommendations.
Many of those invited had participated in the previous year's Governor's Select Task force
research and deliberations, or had conducted research using Florida data. Thirty-two of those
invited came to Florida, and were joined by local researchers and staff. Advance readings and
questions were provided, each participant engaged in pre-conference phone calls and/or e mail
discussions, and the University of Miami Patient Safety Center created a website for posting
background information in preparation for the conference.
Attendees included physician/researcher/policy makers from New Zealand and Australia;
physicians, attorneys, researchers and policy makers from Texas, Colorado, Tennessee,
Washington, D.C., Pennsylvania, Massachusetts, Illinois, and from across Florida, including
legislative and AHCA staff. Participants also included plaintiffs and defense bars, national policy
and patient safety organizations, policy makers and clinicians. Each of the Florida Medical
Schools was actively represented, and participated in leading group sessions and making
presentations.

The conference concluded with an outline of recommendations regarding litigation alternatives
and elements of a no-fault system that built upon pre conference readings, phone and internet
discussions, and the abundance of literature in the field, authored by many of the conference
attendees.

6.3D Summary of the 2004 Report of the Governor's Select Task Force on
Healthcare Professional Liability Insurance
In January 2003, the Governor’s Task Force on Insurance Reform issued a 379 page Final Report
in which panoply of insurance reform issues relating to medical malpractice was addressed. The
findings of the Task Force remain timely, relevant and well considered. Those findings relating
to this report are summarized below. Litigation alternatives other than no-fault are woven
through the recommendations of the Task Force and include:
The Legislature should examine the feasibility of developing a process in the Insurance
Code for hospitals and other healthcare facilities to receive malpractice insurance
discounts if they implement certified patient safety programs.
The Legislature should encourage pre-suit mediation by providing for confidentiality of
any pre-suit mediation in a medical malpractice case in the same manner as is provided
for mediation occurring after suit is filed.
The Legislature should amend the mandatory mediation provisions of section 766.108,
Florida Statutes, to require mediation within 120 days of filing suit and to provide
sanctions if a good faith offer of settlement is refused.
The Legislature should not make admissible at trial the fact that mandatory mediation
occurred or that offers of settlement were made, but should make this fact admissible for
purposes of enforcing the attorney fees and costs. The mediator should maintain a report
of the issues and facts presented at the mediation and the final settlement offers of each
party at the mandatory mediation.
The Legislature should enact specific criteria similar to those in the offer of judgment
statute to be considered by the court in making the determination as to how close in
amount the judgment must be to the offer and the criteria to be used in evaluating the
amount of the attorney fees and costs to be awarded in addition to the standards generally
considered in awarding fees and costs.
The Legislature should require the court to consider, in addition to all other criteria,
whether the issues and facts presented at mediation were significantly the same issues
presented at trial.
With respect to a no-fault demonstration, the Task Force was explicit. It charged the state to:

Conduct a four-year “no-fault” medical malpractice demonstration project that would use
the Workers’ Compensation method of compensation for injuries. The system would
have five elements:
(1) All patients are told when they are injured;
(2) an apology to the patient is made;
(3) injured patients are compensated just as in the workers’ compensation system;
(4) the “entity” would be responsible for liability, not the individual; and
(5) the demonstration project should have a study component to study injuries to
continually reduce risk.
An examination of each of the five elements of the no-fault recommendation above provides a
gateway to years of previous research and experiences about the concept of no-fault in medical
malpractice.
The Task Force received testimony and research findings from many of the world's leading
researchers, practitioners and policy makers, and conducted extensive research that served as the
basis for its explicit recommendation to conduct a no-fault demonstration project.
We take it as our charge not to duplicate the Task Force's efforts, but to explicate them by reasking the question: "Should Florida consider having any form of no-fault malpractice
program?" and if so, "What form(s) might a demonstration project take?"

6.4 LITIGATION ALTERNATIVES
6.4A Purpose of the Fix
The purpose of any injury compensation system should not be to arbitrarily divert scarce
community financial resources toward a disproportionately small and unrepresentative sample of
people in our communities who experience adverse outcomes. Rather the system should strive to
remediate injuries and compensate people for economic losses caused by injuries without casting
blame, resorting to expensive litigation, while ensuring fair and rapid remediation and
compensation, where appropriate. This is a rationale behind a no-fault option as an alternative to
the existing tort litigation system.
While fair and uncomplicated remediation and compensation for medical errors is a goal of the
Florida Legislature, compensation by way of no-fault or modified tort systems is not and should
not be the target of patient safety reform in Florida. Rather, the creation of safe care
environments and the fostering of a culture of safety are high leverage, long-term investments
that should be the raison d'etre of Florida policy makers.
The Legislature’s initiatives are firmly grounded in its desire to improve patient safety, reduce
medical errors, adverse events and near misses, and infuse a culture of safety throughout the
health care system so that all Floridians can be assured quality, safe and affordable health
services. Patient safety and quality care must be recognized as primary outcome-based reasons
for malpractice reform, insurance reform, and litigation system changes.

The Legislature has had access to and been influenced by the findings of the Governors Select
Task Force on Healthcare Professional Liability Insurance (2003), it has experience within
Florida’s workers’ compensation system and automobile liability insurance with respect to
examining a no-fault malpractice program in Florida.

6.4B The Concept of "No Fault"
There is a substantive difference between a bad outcome and an injury due to negligence/medical
error. We live in a society which has, for a variety of reasons, found it increasingly easy to
abdicate personal responsibility. Technology, communications, transportation, life styles and the
appearance of relative disposability have contributed to what has become something of a 'no
fault' culture. This means that individuals may have become less willing to assume personal
responsibility for things that occur in their lives – whether these things involve their education,
their communities, or their health care. Consequently, when adverse events occur, there may be
a tendency for people to believe that they were not responsible – and indeed, oftentimes they are
not. But if not them, then who? As Rabbi Kushner has said, sometimes-bad things happen to
good people. But does that mean somebody else is responsible – or that somebody else should
pay?
Sometimes, a surgical or medical procedure or medication does not work – not because of
negligence or bad judgment or professional error – but because of random or personal factors
that cannot be foreseen. An absolute 'no-fault' system would presume that any deviant outcome,
whether caused by error, negligence, or just chance – would be subject to remediation and
compensation. In other words, a pure and complete no-fault system would have as its premise
that if there occurred any residual adverse effect following health care services, regardless of the
cause or its scope – the affected patient would be treated as an injured party – and would be
entitled to remediation – and possibly compensation.
An absolute no-fault system would require substantially greater financially resources to support
remediation than are currently expended in the health care system. If any bad outcome,
including those unrelated to negligence or error were to be subject to remediation/compensation,
the volume and cost to the present system would be staggering. Further, affording unlimited
remediation in instances of outcomes that were due to disease status, rather than error, promotes
a culture of blame and reduces the importance of individual responsibility in the health care
system.
Remediation means at least a good faith effort to restore something to its pre-injured or predamaged state. In cases of bad outcomes and/or negligent acts resulting in injuries, this would
imply that each patient so affected would receive whatever health care – and other services
necessary to best "fix" the damage. Compensation implies payment for loss and harm in an
attempt to economically 'make whole' the injury or loss.
With respect to compensation, the question of harm must be carefully considered. Even in
instances of gross negligence, if there has been no economic harm, no loss of function --- we
must ask, what kind of compensation is due? For example, if there is no loss of reproductive

capacity, ability to enjoy conjugal relationships or ability to work or engage in recreation, then
loss of function might be difficult to demonstrate. Or if there is significant scarring or
disfigurement, but no loss of function, compensation would have to be based upon some
reasonable, consistent basis, rather than what may be highly emotional reactions to a particular
case by a jury. While the legal definition of negligence includes harm, the non-economic
damages that are sometimes associated with an adverse event are sometimes difficult to measure
and evaluate. The single most important recommendation cited by the Governor's Select Task
Force to reduce costs associated with malpractice was a cap on non-economic damages –
something the 2003 Legislature reluctantly imposed at a rate twice as high as that recommended
by the Task Force, and containing what some perceive as being limitations and loopholes,
making it less useful than it might have been.
In order to place the matter in perspective, we offer two scenarios as hypothetical points of
reference. Presume a model based upon the workers compensation method of assessed losses and
scheduled compensation and some means of adjudicating disputes over established levels and
types of disabilities.
1.

The Bad Outcome – No Negligence or Error
A.
Temporary bad outcome (temporary injury)
A person receives health care services, and the result of the care or services is not perfect
due to the individual's own healing capacity, physiology, response to medications, or
some other factor that is clearly and unequivocally NOT malpractice, negligence or error.
Yet the end result leaves the person temporarily less functional than they had been prior
to the medical intervention. The temporary dysfunction can be remediated through
additional health and medical care services, and or social services that can bring the
individual back to a position at least as functional as had been the case prior to the
medical intervention.
a. Remediation/Compensation
A no-fault system aimed at negligence and error, would not provide remediation or
compensation for in this matter. This would be a matter for public or private health
insurance or private pay.
However, a complete no-fault system, blind to causation, would treat this as workers
compensation treats a temporary disability (both total and partial disabilities) and would
prescribe and provide, at no cost to the patient, those health care and other services
needed to remediate the individual to the point of maximum functionality.
B.
Permanent bad outcome (permanent injury)
Same as above, except that the end result includes some degree of permanent injury
and/or disability – measured by a permanent loss of function. Remediation of dysfunction
can only be successful to a limited degree, and the individual will always have some
disability/injury as a consequence of the bad outcome – again, not related to malpractice
or negligence.
a. Remediation/Compensation

Same as A, above A, but as a permanent disability, and would prescribe and provide, at
no cost to the patient, the entire range of health and social services needed to maximally
remediate – and then to maintain and accommodate the disability of the individual for the
rest of that person's life. This might range from life time medical care and services
related to the particular injury, to any and all devices such as wheelchairs, prosthetics,
home care, physical therapies, remodeling or reconstruction of living premises, etc.
2.

The Injury Caused by Negligence or Error
A.
Temporary or Permanent Injury
Same as 1 A and B above – except that the cause of the injury is determined to be
negligence or error by an individual or a system. Based on the facts and circumstances in
the case, and in consideration of the fact that the injury was caused by negligence, there
may be some basis for providing something beyond remediation. That something would
be compensation to the injured person.
a. Remediation/Compensation
A complete no-fault system would include a just and equitable means by which a totality
of economic damages (i.e. lost wages, future medical care costs and services, etc) and
non-economic consideration could be established and dispensed to injured persons and/or
their families.
There is a difference between a no-fault system that focuses only on injuries caused by medical
negligence/error, and one that chooses to remediate and compensate even bad outcomes. Many
experts and vested parties believe that remediation and compensation for all medical related
injuries on a strict liability basis would be unworkable and would ignore the fact that a large
percentage of persons may suffer harm from the underlying disease or injury despite best
medical efforts. There is an economic argument against compensation for bad outcomes -- it
would simply cost too much, and we are not, at this juncture, seeking a mini national health
insurance program.
There is also an economic argument in favor of an equitable system to identify and remediate
ALL adverse outcomes resulting in injury, whether or not they are negligently caused. In
instances of negligence and error – and just bad outcomes – the goals should not primarily be
punishment and compensation. The goal should be returning the injured person to a productive
and functional role in society, quickly and efficiently. For that reason alone, even when there are
instances of injury that are just bad outcomes, society may have a vested economic interest in
restoring that person to functionality, and returning them to a productive role in the community.
This should be done efficiently, and not under the color of malpractice, professional discipline or
retribution.
Despite the temptation, we do not believe that patient safety reform should be the springboard for
initiating a demonstration project in universal health care coverage. Therefore, our first
presumption is that any demonstration would focus on remediating and compensating injuries
resulting from negligence or error, not bad outcomes.

A second presumption is that remediation and compensation will only be applicable to harm that
may have been caused in instances of negligence or error. An adverse event, even negligently
caused, that does NOT result in harm, cannot be treated the same as one for which an injury has
occurred. This is a fundamental matter that must be understood by policy makers. It serves as a
window of opportunity for considering sanctions such as fines against negligent providers – but
not for awarding compensation.
A third presumption is that there is some vehicle by which to cover the economic costs of
providing remediation and the compensation. Exactly how will remediation and compensation
be paid, from which pools of funds, from whose pockets? What role, if any, should tax dollars
have in supporting such a system? How, if at all, can public-private partnerships be created
around the financing of such a no-fault model?

6.4C Dispute Adjudication and Compensation Determination
When there are disputes with respect to causation, injury and scope of injury, and compensation,
an equitable system of addressing and resolving these disputes is desired by all parties. Once an
event is deemed to have been caused by negligence/error, The Institute of Medicine, the Kaiser
Foundation and many researchers, have outlined the elements of an equitable compensation
system (Bovbjerg, 2003):
(1) a definition of the compensable event,
(2) a set of decision rules for valuing injuries
(3) a process for evaluating a particular claimant’s claim of entitlement and a particular
level of compensation for injury,
(4) a mechanism for resolving disputes if a claimant is not satisfied with the
compensation offered, if any, and
(5) a means of paying compensation to the claimant at the appropriate time(s), and
(6) funding method(s) to finance the compensatory payments and expenses of running the
system.
Bovbjerg suggests additional means by which to impact the litigation system:
•
•
•

•

Requiring more exclusive enterprise liability – the institutions, not the individual
practitioners would assume the exposure and liability for negligent outcomes;
Improving open disclosure regarding injuries to patients and their families. This is the
transparency factors that has been emphasized in other sections of this report._
Creating a mechanism through which disputes regarding negligence, scope of injury, and
damage could be administered without the exceptional time delays and expenses
associated with litigation. This could include both mini-trials agreed to between parties
by contract prior to health care services are rendered; agreements to rely upon mediation
prior to initiating any litigation.
Aggressive, prompt private settlement agreements between parties proximate in time to
the recognition that an injury has taken place.

•

o We call this the "Disney Model" – because at Disney World, many staff are
authorized to make on-the-spot decisions to remediate bad experiences that
patrons may have – offering free rooms, meals, replacement prizes, and more,
depending on the situation.
o The University of Florida Self-Insurance Program has deployed a version of this
by authorizing early and aggressive offers of settlement and remediation to
patients and their families under certain circumstances.
o Many employers have learned the benefits of initiating aggressive and early
interventions to assist injured workers, including child care, food services to
family members and other assistance immediately after a work related injury
occurs. These efforts have reduced disputes over workers compensation benefits
following injuries.
Consistent with the State's experience in workers compensation, another no-fault type
reform component consists of creating schedules of losses and compensation, similar in
concept, and perhaps similar in substance to those used within workers compensation
systems. Functional losses, once established as a percentage of partial or total, temporary
or permanent, would be subject to the application of standardized rates and formulas.

During our investigations and discussions, there was substantial interest in and support for a
demonstration project that would deploy and test no-fault principles and procedures as a
structural alternative to the tort litigation system. A demonstration that uses the model of NICA
and/or aspects of the workers compensation system could oversee a quasi-judicial/administrative
process of investigating disputes over causation and negligence (using facts supplied by the
parties supplemented with data from emerging best practices and knowledge gleaned from a
growing body of data acquired through a statewide incident reporting system); make
determinations regarding nature and scope of injury; and enter findings regarding compensation
or remedies.
Before any alternative jurisdictional or adjudicatory system is created and tested, actual and
potential conflicts and overlaps with regulatory and other bodies must be carefully considered
and addressed. In the current system, there are multiple means by which a licensed practitioner
may be subject to sanctions outside of the civil tort system. These include Board of
Medicine/Osteopathic Medicine/Nursing/Dentistry inquiries and disciplinary actions; reports to
the national practitioner data bank; loss of staff privileges at hospitals, clinics and surgical
centers; and loss of membership on managed care panels. For any demonstration, the Legislature
must stay some or all of the disciplinary actions that may be imposed upon practitioners or
institutions in order to give the demonstration the ability to measure effectiveness.
Any alternative adjudicatory system and process should avoid or explicitly prohibit duplication
of sanctions, actively support accurate and complete incident reporting, while at the same time,
providing adequate and fair sanctions where appropriate. Attention to rules and procedures for
an alternative adjudicatory demonstration would include aspects of recommendations made by
the Governor's Select Task Force: the protection of all discussions, including apologies
(modifications to disclosures statutes would be required); consider the creation of fines for

certain 'infractions' along with directions to take additional training. Coordinate these activities
with professional boards top avoid duplication and overlap.

6.5 CONCLUSION
Patient safety improvement is a key to reducing the many burdens of medical malpractice,
including the burden of errors that cause injuries to patients and the burden of litigation.
Throughout the process of health care delivery it is possible to reduce error and improve care
outcome. This alone will provide the best and most cost effective litigation alternative. But
when errors do occur and cause injury, then the health care system must behave differently than
it does today in order to quickly, transparently and equitably remediate the injury to reduce the
costs, time and anguish of litigation. This requires a cooperative, collaborative venture among
health care providers, patients, insurers, attorneys, regulators and legislators. We are all in this
together.
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CHAPTER 7
BUSINESS CASE FOR THE ESTABLISHMENT OF A STATEWIDE
PATIENT SAFETY AUTHORITY
“A LEARNING INSTITUTE”
7.0 EXECUTIVE SUMMARY
Introduction
Health care costs in the United States are the highest in the world and continue to soar. Despite
this growing debt, US health care lags behind many western countries in key health care indices
such as child mortality, cancer detection and survival, and longevity. The problems of quality
and cost in Florida’s health care system are unlikely to be solved without strong leadership from
the State Legislature. We can no longer afford or tolerate wasteful spending on care that does not
benefit patients, duplication of expensive procedures, medical errors, or high administrative costs
incurred by the state's insurers and providers. Real solutions should directly target these sources
of unacceptably high costs, not simply shift costs from employers to workers or from
government to the beneficiaries of public programs. Such an effort could mobilize economic and
organizational assets to set state priorities for performance measures and standards for health
care providers. All of these functions would be best carried out by a new state authority, the
Patient Safety Authority (PSA).
In 1999, the Institute of Medicine issued an historic report on patient safety estimating that from
44,000 to 98,000 people die from medical errors in United States annually. Although health care
providers are concerned that the public views most errors that occur in health care as malevolent
acts rather than errors that largely derive from systems’ breakdown. This report focused national
attention on the study of the causes of such errors and ways to prevent them. Health
professionals and organizations may take exception to elements of the IOM report; however,
almost all feel that with technology, education and system improvements (i.e. IT) we can reduce
errors, improve patient safety and increase the overall quality of care. It is essential that all the
stakeholders work together in a collegial manner in order to achieve meaningful change.
Establishing and endowing the PSA is an essential first step---putting patient safety and quality
of care as the primary mission. This has been debated in session for many years and the time has
come to move forward with implementation. This will be a win-win for patients, health
professionals and health care facilities. On January 29, 2003, the Governor’s Select Task Force
recommended to Governor Bush the creation of a Patient Safety Authority, a statutory public-

private non-profit entity affiliated with a university. This report recommends building upon this
concept to further enhance the Patient Safety Authority’s oversight and potential effectiveness.

Public/Private Collaboration
Improving patient safety is part of the work of all statewide health care organizations. The
Florida Patient Safety Authority will work to:
•
•
•
•
•

Improve the quality and safety of care while reducing patient harm
Add value by working in partnership with all stakeholders
Complement the work of the state agencies and bodies working within the field of
quality and safety
Reduce medical errors and improve care coordination
Lay the foundation for a culture of safety

For a list of recommended PSA collaborators, see section 7.3A of the full report.

Patient Safety Authority Organizational Structure
Although health care receives much of its funding from federal sources, health care practitioners
and institutions are licensed and regulated primarily at the state level. State governments have
traditionally played an important role in health care regulation and financing. Therefore, any
regulatory reforms directed toward “patient safety” must work through state governmental
machinery. The analogous federal-state collaboration already exists for surveillance of
communicable diseases and investigation and management of epidemics.
Senate Bill 2-D, sections 35 and 36, have stimulated the creation of a statewide consortium of the
academic medical centers across the state including Florida State University, University of South
Florida, University of Florida, Nova Southeastern University and University of Miami. This
informal collaboration should be institutionalized and expanded under legislation as the Patient
Safety Advisory Board to provide the intellectual core of the advisory body that will direct the
activities of the Patient Safety Authority. This independent entity would be organized as a
Florida public-private partnership created under the enabling authority of state statute, similar to
the manner in which the Florida Healthy Kids Corporation and the Florida Birth-Related
Neurological Injury Compensation Plan are organized. The statutory public-private partnership
would be a “learning organization”, but would have to regulatory or enforcement power. It
would be managed by a Board of Directors -- an independent Patient Safety Advisory Board
(PSAB) consisting of one representative from the five major academic medical centers, and
representatives from the Florida Medical Association, Florida Osteopathic Medical Association,
Florida Nurses Association, Florida Pharmacy Association, and the Florida Hospital Association.
In addition, the Board should include a representative from the American Association of Retired
Persons, a consumer advocacy group and the Academy of Florida Trial Lawyers and the Florida
Defense Lawyers Association. The PSA would act as a catalyst for bringing together the key
stakeholders together and have access to all state agencies that contribute to health care. This

coordinating of the many patient safety efforts in the state will serve to reduce duplication of
those efforts and enhance the effectiveness of the state agencies.

Key Longterm Objectives
a. Build a Safety Culture
The Patient Safety Advisory Board (PSAB) will be charged with the responsibility for
understanding the components needed to strive towards a resilient safety culture. The PSAB
would advise the PSA on ways to foster patient safety and quality of care improvement programs
in hospitals and other health care facilities in Florida.

b. Advisory Committee
The PSAB will include representatives of all Florida Academic Medical Centers, health care
organizations, insurers (both indemnity plans such as Blue Cross, and HMOs), and consumer
representatives in order to assure the Patient Safety Authority remains adherent to the highest
standards of “evidence based” practice and emerging science. We suggest ideally 9 to11
members, but no more than 11.

c. Best Practices Clearinghouse
The Patient Safety Authority will maintain an active library of “best practices” and patient safety
literature along with the emerging evidence supporting their retention or modification and make
it readily available to Florida health care practitioners and health care facilities.

d. Medical Error Reduction Education & Patient Safety Research Program
Future safety and error reduction efforts will occur over a broad front. Accordingly, those efforts
may lose focus and their originators may become easily distracted away from their original
intent, unless there is a mechanism for effective oversight and coordination of those efforts. The
Patient Safety Advisory Board will be responsible for ensuring that the focus of education and
research efforts will remain directed toward the creation of a health care environment in which
patients experience respect and a sense of genuine institutional and individual concern for their
well being.

e. Data Collection and Analysis
The Florida Patient Safety Authority (PSA) will research and report back to the legislature
methods for collecting and analyzing patient safety data. The Authority plans to successfully
perform 2-3 demonstration projects analyzing patient safety data. The PSA’s analysis will appear
in its first annual report. The PSA will also design, set up and manage the first near miss
reporting system in Florida.

f. Electronic Infrastructure
Safety and efficiency in health care will be enhanced with targeted application of information
technology in such a manner that medical information essential to an individual patient’s care
and financial reimbursement information can be shared among authorized providers, while
simultaneously remaining securely protected.

g. Involving Consumers in Patient Safety Efforts
Patients have a right and a duty to be actively involved in all decisions about their care. The
public has a responsibility for their well being within the health care system. The PSA will
develop programs in conjunction with other university colleges to reach out and educate the
public about their roles as contributors to their own health as well as to that of their loved-ones,
and to make them informed, active consumers of health care services.

h. Coordinating State and Federal Patient Safety Programs-New Interagency
Taskforce
In the past few years, federal agencies and national organizations have compiled data on patient
safety and issued recommendations related to preventive measures, reporting and patient
disclosure. Following the success of the federal Quality Interagency Task Force (QuIC) charged
with addressing patient safety across the federal landscape, we propose that the PSA be charged
with the task of interagency coordination of patient safety efforts in Florida.

i. Reports to the Legislature
The PSA will report to the Legislature annually regarding the progress made in improving
patient safety and medical error reduction. All minutes of meetings and reports will be made
available to the public on the PSA’s website. Researchers and the public can access this database
through requests to the PSA.

j. Identification of Federal Funding Opportunities
The Florida Patient Safety Authority will be given the expressed right to seek out and gain
funding through sources such as grants from the state, federal and private sectors and from
philanthropic gifts and foundations.

What Will It Cost?
The problem has been identified. Now the State can take action. Approximately $48 billion
dollars are spent in the U.S. each year as a result of medical errors and 44,000 to 98,000
(according to the IOM report To Err Is Human) of these errors result in patient death. In the
State of Florida, there are approximately 2,400-5,400 people said to die preventable deaths due
to medical errors each year. By allocating but a fraction of the costs associated with medical

malpractice in the state of Florida, there will be ample funds to establish a Patient Safety
Authority.

7.1 RECOMMENDATIONS
Recommendation 7.1
The Florida state legislature should establish and endow “A Learning Institute” to advise and
foster improvements in patient safety, to be called the Florida Patient Safety Authority (PSA).

Recommendation 7.2
The PSA should be a public-private partnership organized as a nonprofit corporation registered,
incorporated, organized, and operated in compliance with chapter 617, and shall have all powers
necessary to carry out the purposes of this section, including, but not limited to, the power to
receive and accept from any source contributions of money, property, labor, or any other thing of
value.

Recommendation 7.3
The PSA should be given access to closed claims data from all insurance companies, selfinsurance companies, professional liability carriers, as well as similar information from the trial
bar. It should also be given the ability to seek to obtain access to expert witness reports, post
litigation, as well as public and secured private records in the possession of regulators in order to
allow full and effective usage of all adverse patient data collected in the state of Florida.

Recommendation 7.4
The Florida state legislature should create a Patient Safety Advisory Board which will include
representatives of all Florida academic medical centers, insurers (both indemnity plans such as
Blue Cross, and HMOs), and consumer representatives in order to assure the Patient Safety
Authority remains adherent to the highest standards of “evidence based” practice and emerging
science. We recommend 11 members.

Recommendation 7.5
7.5A. The PSA should collect patient safety data submitted voluntarily by a health care
practitioner or health care facility, as well as data submitted to the state regulatory agencies, for
learning purposes.
7.5B. The PSA should analyze the data and determine changes in practices and
procedures that may be implemented for the purpose of improving patient safety and preventing
patient harm events.
7.5C. The PSA should maintain and share a clearinghouse of “best practices” in the areas
of quality improvement and patient safety and provide technical assistance to hospitals and other
health care providers in the areas of health care quality improvement and patient safety.
7.6 D The PSA should disseminate all knowledge acquired via website, newsletter and
email blasts.

Recommendation 7.6
The PSA mandate will include procedures that ensure privacy and confidentiality of data in full
accordance with HIPAA consistent with state and federal laws.

Recommendation 7.7
The PSA should receive state funding and coordinate contracts with providers to increase access
to various simulation resources for use by hospitals, universities and other providers.

Recommendation 7.8
The PSA will hold an annual Patient Safety Conference, as an opportunity for stakeholders to
share lessons learned on patient safety issues.

7.2 INTRODUCTION
7.2A. Institute of Medicine Report “To Err is Human” (1999)
Health care costs in the United States are the highest in the world and continue to rise. The
problems of quality, and cost in the Florida’s health care system are unlikely to be solved
without strong leadership from the State Legislature. This effort can mobilize action to set state
priorities for quality develop and promulgate standards of care, and stimulate implementation of
performance measures and standards for health care providers. All of these functions would be
best carried out by a new state authority.
In 1999, the Institute of Medicine issued an historic report on patient safety estimating that
44,000-98,000 people die annually in hospitals in the United States from medical errors. The
IOM report proclaimed that “patients, doctors, nurses, and health care leaders are concerned that
the care delivered is not of high quality, and is not the care we should receive”. Healthcare
providers are concerned that the public views most errors that occur in health care as malevolent
acts rather than errors derived from systematic breakdown. This report focused national
attention on the study of the causes of such errors and ways to prevent them, thereby stimulating
a substantial financial commitment by the federal government. In addition states have
undertaken initiatives to address “patient safety” issues. Health care associations have provided
positive feedback on statewide initiatives and need to continue to do so in the future. On
January 29, 2003, the Governor’s Select Task Force recommended to Governor Bush the
creation of a Patient Safety Authority, a statutory public-private non-profit entity affiliated with a
university. This report recommends building upon this concept to further enhance the
Authority’s oversight and potential effectiveness.

7.2B. Mission
In order to promote the public safety and welfare, state governments establish statutory and
regulatory requirements and constraints on activities in many domains, including Public Health.
In general, these controls represent attempts to assure uniform application of the best available
scientific understandings of relatively well-established or static knowledge sets. The practice of
the healing arts is an established source of risk to the public, which applies a rapidly expanding
and changing knowledge set. Because of the hazards of health care, the vulnerability of patients
when forced into the healthcare system, the potential for error, misuse and abuse in the provision
of health care and the complexity of the knowledge base deployed in achieving healthcare
benefits, state oversight of healthcare facilities, systems and providers demands unique, flexible,
knowledge-based approaches.
A statewide public Patient Safety Authority charged with establishment and maintenance of
reporting systems for healthcare “near misses” and adverse events, development of uniform
statewide electronic healthcare infrastructure, and facilitation of knowledge-based solutions to
healthcare delivery challenges should be established within the several Florida medical schools.
The Patient Safety Authority would coordinate the creation, collection and dissemination of
knowledge within the state around best practices, suggest educational goals for the public as well
as healthcare providers, and recommend to existing regulatory authorities processes which will

lead to the establishment within Florida healthcare of a “culture of safety” as that term is
understood and evolves over time.

7.2C. Goals
Health care is a high-risk enterprise because of the unstructured environment in which it is
practiced, the biological variability within human populations, the power of therapeutic
modalities, and its dependence on multiple relatively unstructured human actions and
interactions within a human-designed system. While few other industries have the multiplicity
of variables imposed on healthcare by biologic variability, many have achieved higher reliability
and safety through the adoption of processes, which could be adapted to healthcare. All of these
corrective processes are based upon system knowledge acquired through measurements of
system performance and specifically by recording and analyzing flaws within the system, which
occur, but which do not mature into serious accidents—“near misses”. Reliable reporting of near
misses and adverse outcomes is fundamental to meaningful leaning in order to improve the
reliability, quality and safety of healthcare.
The “culture” of medicine provides several disincentives to open acknowledgment and reporting
of untoward events. Prominent among these impediments is the fear of punishment based on the
perception that honest reporting is likely to result in significant penalties, specifically
malpractice liability through the tort process. Candid, reliable reporting is requisite to healthcare
safety enhancement. Reliable, clearly understandable statutory protection of health care reporters
is requisite to candid reporting.
Reporting could be encouraged by enactment of legislation which provides that, if an untoward
medical event which results in damage or harm to a patient is timely reported to the system
envisioned in this proposal, compensation for that injury would be established by channeling the
case into a system of “strict liability”. Unreported events would remain subject to normal tort
redress.
The reporting system itself must utilize a standard language, uniform classifications or
taxonomies, and reside on a common uniform statewide data platform. It must be capable of
providing detailed, identified information for patient-care and local “risk-management”
requirements, and “de-identified” data for aggregation for statistical purposes over larger
geographical regions. It is essential that patient data be available where required for individual
care, but absolutely protected from unauthorized eyes. Software platforms are commercially
available which meet all these requirements.
Identified patient data should be closely protected but available with patient authorization on an
electronic system to all practitioners involved in his or her care.
The database populated by these reports will be analyzed and “mined” by health professional
researchers comprising the Patient Safety Authority Board. Further, recommendations for
educational curricula at all levels of the health care education—undergraduate, graduate and
postgraduate will be included.

7.3 PUBLIC/PRIVATE COLLABORATION IN FLORIDA
7.3A. Professional Organizations
Improving patient safety is part of the work of all health-related statewide organizations.
The PSA will work to:
•
•
•
•

Improve the quality of care and patient safety
Add value by working in partnership with all stakeholders
Complement the work of the state agencies and bodies working the field of quality
and safety
Reduce medical errors and improve care coordination

The following organizations will be invited and encouraged to collaborate with the PSA to build
on the relationship established under the Commission on Excellence in Health Care:
Department of
Health

Agency for Health
Care Administration

Board of Medicine

Board of Pharmacy
Florida Dental
Association

Board of Nursing
Florida Medical
Association

Board of Dentistry
Florida Chiropractic
Association

Florida Podiatric
Medical
Association
Florida Society of
Health System
Pharmacists, Inc.

Florida Nurses
Association

Florida Osteopathic
Medical
Association
Florida Society for
Respiratory Care
Florida Health Care
Association
Florida College of
Healthcare
Executives (FL)

Florida Society of
Ambulatory
Surgical Centers
Florida Bar-Health
Law Section
Florida Hospital
Association
Board of Clinical
Laboratory
Personnel

Florida
Organization of
Nursing Executives
Association of
Community
Hospitals and
Health Systems of
Florida, Inc.
Florida Statutory
Rural Hospital
Council
Academy of Florida
Trial Lawyers
Florida House of
Representatives
Department of
Children and
Families

Joint Commission
on Accreditation of
Healthcare
Organizations

Board of
Osteopathic
Medicine
Board of Nursing
Florida
Chiropractic
Society
Florida Pharmacy
Association
Florida Health Care
Risk Management
Surgical Centers

Florida Association
of Homes for the
Aging
Florida Senate
Department of
Elder Affairs

7.3B. Corporate Participation
In an effort to make positive contributions to major issues of public and environmental health,
many corporations, in pursuit of moral ethics, donate funds and manpower to increase the
welfare of society. The PSA will partner with industry and private enterprise such as the award
winning Central Florida Business Coalition, in the hopes of expanding the breadth of research
and development of safer health care products and technology. The PSA will pursue private
funding for operations and research. In addition, the PSA will set up a “foundation” to which
corporations and private philanthropists will be able to donate gifts designated for the promotion
of statewide patient safety initiatives. A major investment in health information technology, with
shared public-private funding, is needed to accelerate the adoption of life-saving and efficiencyenhancing technology.

7.4 PATIENT SAFETY AUTHORITY ORGANIZATIONAL STRUCTURE
7.4A. Statewide Integration
As recommended by the Governor’s Select Task Force, submitted to Governor Bush on January
29, 2003, the Authority should be a statutory public-private non-profit non-regulatory entity
affiliated with a university(s). The Authority will report findings directly to the Florida
Legislature on an annual basis.
The Authority should not be part of state health care regulatory departments, but have the
authority and protections of a state authorized public-private partnerships. It should be housed
and managed by an oversight body composed of representatives of the Florida Academic Health
Centers. The PSA will be a “learning institution” where a trusting relationship will be facilitated
between health care practitioners, health care agencies, legislature and health care lawyers, and
patients. As recommended by the Commission on Excellence in Health Care, the Patient Safety
Authority will be empowered to:
1. Collect and establish a statewide database on health care errors, adverse events, and near
misses, maximizing the use of existing data
2. Analyze statewide data on health care errors in procedures, products and systems and prepare
an aggregate report for dissemination
3. Convene multi-disciplinary work groups of representatives from professional organizations,
regulatory boards and agencies, accrediting and licensing bodies, educational institutions, health
care practitioners and providers, and private industry to review and discuss the information on
health care errors and patient safety practices that can be used in developing practice guidelines
and standards
4. Disseminate research information on health care errors and patient safety practices to
professional societies, hospitals, health plans, and ambulatory surgical centers and encourage
them to incorporate patient safety practices into their clinical practice guidelines

5. Serve as the clearinghouse, in conjunction with the regulatory bodies, to disseminate
information on patient safety, including best practices
6. Conduct meetings with professional organizations and regulatory bodies to discuss
information on health care errors to determine the types of information and methods for
disseminating information on patient safety
7. Conduct meetings with consumer and patient organizations through grassroots informational
meetings to determine the types of patient safety information and the most effective methods for
disseminating the information to enable consumers to become involved in their care and to be
more active participants in the decision-making surrounding their care
**Details of the functions of the Florida Patient Safety Authority are outlined further in this
report.

7.4B. Internal Organizational Structure
We aim to establish the Florida Patient Safety Authority as a respected and influential
organization in the field of patient safety. The strategic objectives for organizational
development are to:
•
•
•
•
•
•

Build the PSA into a respected and influential organization in the field of patient safety
both in the State of Florida and nationally.
Recruit and develop the highest caliber of individuals who combine excellence in their
chosen field of expertise with a determination to make a difference.
Develop policies geared towards encouraging employees to operate in effective teams,
build partnerships and develop their personal skills and experience to achieve the PSA’s
ambitious targets.
Establish a small organization (i.e., 5 FTE model).
Empower the organization to seek funds from private and federal sources.
Work with the network of university-based patient safety centers to complete technical
work.

Figure 1. Role of the Patient Safety Authority
Figure 1 illustrates the role that the PSA will play by building a bridge between government and
patients. The patients are at the core of the schematic surrounded closely by health care
providers. Health care providers are influenced by the world of academia, which will in turn be
guided by Patient Safety Authority research and dissemination. The PSA will then make
recommendation to the State of Florida and its regulatory institutions.

Figure 2. Organizational Structure of the Patient Safety Authority
The PSA will initially be set up as a core team consisting of 5 members (executive director,
administrator, communications coordinator, data analyst, administrative assistant) who will
report directly to the Governor, Senate President, and Speaker of the House (Figure 2). The
members will be interviewed and recruited by the Florida Patient Safety Advisory Board
currently in place with representation from the state’s Academic Medical Centers. The core
team will develop proposals to be presented to the legislature for projects in the field of patient
safety. As these projects are accepted, the core team will recruit staff to carry out the research
and implement safety challenges across the state. After the three years the Board would need
to advise whether a permanent Authority would be necessary, and what formal structure it would
have. This would allow plenty of time to get input from all stakeholders, while allowing most of
the needed work to go forward under strong direction.
Academic Health Centers are sites where care is delivered, so having the PSA appear to be part
of the university, raises both apparent and real conflicts of interest, especially in the public's
mind-- doctors investigating themselves, etc. The National Transportation Safety Board (NTSB)
is not hosted by Delta or United Airlines. This sets the PSA up for failure, since its workings

might be perceived as uninformed by or irrelevant to the realities of day-to-day practice in
community settings, where the majority of care is delivered. Therefore, the PSA should not be
housed in any one hospital, medical school, or university but work intimately with the state
universities and their established patient safety Centers.

7.5 KEY LONG-TERM OBJECTIVES
This portion of the report will set out the specific charges to the Authority, and describe the steps
that will be taken to achieve these goals.

7.5A. Build a Safety Culture
The key to the success of PSA and any ensuing reporting system will be to ensure the presence
of a safety culture that is open and fair. The indoctrination of a safety culture will be one of the
first main goals of the PSA. Patient safety must become a priority in the health care system. In
order for everyone involved to understand the safety culture to be created, the following must
occur in health care organizations:
•
•
•

The reporting of incidents is welcomed, staff are encouraged to learn from adverse events
and near misses and to prevent these happening in future
Work with state organizations to raise patient safety awareness up the agenda in their
respective executive boards
Incorporate patient safety and the reduction of harm and risk prevention into the
performance management agenda of the Department of Health and the AHCA.

Key elements of safety culture (as defined by the Institute of Medicine) include the following:
•
•
•

Shared beliefs that though health care is a high-risk undertaking, delivery processes can
be designed to prevent failures and harm to participants
An organizational commitment to detecting and analyzing patient injuries and near
misses
An environment that balances the need for reporting of events and the need to take
disciplinary action

The IOM emphasizes the importance of involving the patients and their families in the health
care process in order expand safety culture knowledge. We strongly encourage AHCA and the
PSA to include patients in all committees, activities and implementation of patient safety efforts.
The role of patients and their families will be discussed further in this report.

7.5B. Advisory Board (Board of Directors)
In order to learn from others and to ensure the work of the PSA will be grounded in research
evidence, we will build on the existing PSA PSAB to advise and inform the PSA across the full
range of the work to be set out in the Corporate Plan. An advisory panel whose membership
includes representatives from Florida Academic Medical Centers has guided and coordinated the
research and analysis supporting this report required by Senate Bill 2-D, Sections 35 and 36.
This contract has created a first of its kind state-wide network of coordinated, cooperative
collaborators with the common goal of improving the quality and safety of healthcare throughout
Florida. Prior to undertaking this work on Senate Bill 2-D, Sections 35 and 36, these workers
were largely unknown to each other with the result that their work was fragmented, creating both
duplicative effort and many unresearched gaps. This new framework is certainly unusual, if not
unique, in what is often a competitive and disjointed discipline. The cooperative network should
be legislatively sustained and perpetuated by the establishment of a PSA PSAB specifically
charged with the oversight of the Patient Safety Authority. The President of each Florida
University that offers health professional graduate degrees would appoint one member to the
Patient Safety Advisory Board for terms to be determined by the legislature.

7.5C. Best Practices Clearinghouse and Patient Safety Library
The Authority will act as a one-stop repository of current best practices literature. The
availability of literature today is extremely extensive yet difficult to bring together. In addition,
it has been difficult for health care providers to keep up with what is considered to be the “most
current” best practices information. In order to translate outcome results into Best (Outcome)
Practices, it is useful to examine the premise of evidence based medical literature. The PSA will
serve to analyze the most current information and make recommendations as to what should be
considered “best outcome practices” for Florida physicians to follow.

7.5D. Patient Safety & Medical Error Reduction Education & Research
Program
The Florida Patient Safety Authority will support, develop, and oversee the continual
improvement and adoption of patient safety competencies into the existing health care curricula
in Florida. It will be the ultimate responsibility of the PSA to work closely with leading
stakeholders such as the Council of Medical School Deans, to craft more detailed
recommendations and implementation steps beyond the scope of this project. The importance of
both preserving the integrity of and respect for the individual disciplines, and at the same time
building on collaborative interdisciplinary ventures is seen by many experts as a key to
advancing patient safety in Florida.

7.5E. Data Collection and Analysis
The Florida Patient Safety Authority (PSA) will research and report back to the legislature
methods for collecting and analyzing patient safety data. The PSA’s analysis will appear in its
first annual report, as the Authority plans to successfully perform 2-3 demonstration projects in
it’s first year where we could analyze patient safety data and decide how to broaden the

management of a statewide system of healthcare reporting. Because Florida is establishing
leadership in patient safety initiatives, including safe reporting, it is anticipated that the system it
develops will play a major role in shaping a national reporting system. Further, early adoption of
the proposed plan will place the PSA in good position to secure federal funding for development
and implementation of the reporting system.
The most exciting idea is visualizing a database with Internet access that contains the electronic
medical records of most all Floridians. Imagine the potential to reduce costs and improve care
(particularly for the elderly who may see numerous physicians); the research potential to
determine which diagnoses and treatment strategies are most effective (significant advances in
evidence-based medicine could be expected); and the improvements in care in emergency
settings.
All information related to adverse incident reports and all patient safety data submitted to or
received by the PSA shall not be subject to discovery or introduction into evidence in any civil or
administrative action. Individuals in attendance at meetings held for the purpose of discussing
information related to adverse incidents, and patient safety data and meetings held to formulate
recommendations to prevent future adverse incidents or patient safety events may not be
permitted or required to testify in any civil or administrative action related to such events.

7.5F. Electronic Infrastructure
Safety and efficiency in health care will be enhanced with targeted application of information
technology in such a manner that information essential to an individual patient’s care and “back
office” accounting can be shared among authorized providers. This will all occur simultaneously
while remaining securely hidden from other “eyes”. Once the needs of the patient’s care are met,
however, de-identified data can be collected and then form the basis for the kinds of statistical
studies required to establish and refine best practices. The PSA will be responsible for the
design, implementation and management of the electronic infrastructure recommended by the
Governor’s Select Task Force. We recommend that the PSA take a leadership role on the health
care Technology Advisory Committee (TAC), to be appointed by Governor Bush in the near
future. The role of the TAC, is to make recommendations to establish the system, protect patient
privacy, anticipate costs, develop timelines for implementation and work with the federal
government to ensure compatibility with national efforts. Firm fire-walls need to be erected to
protect all data from discovery and from illicit use.

7.5G. Involving Consumers in Patient Safety Efforts
A core part of the PSA’s work will be to involve patients and the public in the development of
patient safety solutions.
The strategic objectives for patient and public involvement are to:

•
•
•
•

Enable good communications and relations
Listen to and respect patients' experience of health services and safety
Shape the PSA's perspectives
Determine PSA priorities

7.5H. Coordinating State and Federal Patient Safety Programs
In the past few years, federal agencies and national organizations have compiled data on patient
safety and issued recommendations related to preventive measures, reporting and patient
disclosure. As part of the Agency for Healthcare Research and Quality (AHRQ) portfolio of
patient safety activities, the Institute of Medicine issued a report on data standards in patient
safety. Many Requests for Proposals (RFP’s) from AHRQ and other institutes have been
announced requesting multidisciplinary studies in the area of patient safety and improving the
quality of health care.
The PSA will seek to avoid duplicating research efforts and information dissemination. The
Authority will work to coordinate and cultivate all current patient safety data available in order
to make it accessible for use as a platform from which to build future research projects.

7.5I. Reports to the Government
In addition to this report, the PSA will report to the Legislature annually regarding the progress
made in improving patient safety and medical error reduction.
The center shall submit to the Governor, the President of the Senate, and the Speaker of the
House of Representatives an annual report no later than October 1 of each year which includes:
(a) The status report on the implementation of a program to analyze data concerning adverse
incidents and patient safety events; (b) The status report on the implementation of a
computerized physician order entry system; (c) The status report on the implementation of an
electronic medical record; (d) Other pertinent information relating to the efforts of the center to
improve health care quality and efficiency; (e) A financial statement and balance sheet.
The center shall furnish an annual audited report to the Governor and Legislature by March 1 of
each year.

7.5J. Identification of Federal and Private Funding Opportunities
The Florida Patient Safety Authority must be given the expressed right to seek out and gain
funding through sources such as grants from the state, federal and private sectors and from
philanthropic gifts and foundations. The PSA will identify federal funding opportunities for
some of the initiatives set out in the center’s mandates, and will establish a goal to obtain
additional funding. The Authority will look to federally funded projects (e.g., NIH projects) in
order achieve the goals set forth by the PSA Advisory Board.
The PSA should also have the power to receive and accept from any source contributions of
money, property, labor, or any other thing of value.

The center may be financed as follows:
•
•

Seed/start up funding from some federal source maybe through AHRQ or HRSA or NIH
that Florida could compete for implementation funding, perhaps using a state GR
appropriation as matching funds.
Competitive grants/demonstration project funding.

The IOM report, Fostering Rapid Advances in Health Care, looked at improving chronic care
and decreasing costs. Their focus was on Medicare beneficiaries as a first step. IOM
recommended that the demonstration sites each receive a 1-year planning grant, and develop a
public-private partnership for a 3-year implementation plan. Something similar could be
constructed for the Patient Safety Authority—a 6-month planning, and a 3-year implementation
plan. Funding could be adjusted up or down as needed.
Payers could be asked to contribute a percentage annually derived from cost savings from
improved safety and decreased payments. If healthcare organizations are implementing quality
improvement and safety mechanisms, their systems will become more efficient and costs to the
system will be lower for the payers. For example, drug safety systems (bar-coding) could prevent
adverse drug events (ADE) from happening. When an ADE does occur in an inpatient setting,
the average increase in hospital stay is $4,700 per admission or $2 million annually for a 700-bed
teaching hospital (To Err Is Human, IOM report, 11/1999, pg. 27). The question is what to do
with that $2 million in savings to payers. The IOM and other groups have been looking at the
payers making a contribution from this savings to further improve the quality and safety of
healthcare. The Patient Safety Authority would play a key roll in the collection, analysis, and
dissemination of information that will directly improve the system and decrease costs. There may
be other examples for cost savings such as the VHA Ensuring Direct Surgery program that has
resulted in zero wrong surgeries to date.
Potential sources of additional funding are as follows:
Using limited funds from the legislature that would be enhanced by grants and awards from
federal and private sources, the PSA would develop a plan for sustained long term funding. The
PSA will develop a business and financing plan to obtain funds through other means if funds
beyond those that are provided for by the legislature are needed to accomplish the objectives of
the center. Ultimately, health care payers and providers will benefit directly from the work of
the Patient Safety Authority and it is reasonable to project that they will contribute to its funding.
Before the end of the proposed three-year demonstration period, the PSA will develop and
recommend to the legislature an equitable funding plan with contributions from those who
benefit most from the work of the Authority.

7.6. WHAT WILL IT COST?
7.6A. Cost/Benefit
The financial case of the implementation of a Patient Safety Authority in the State of Florida is
best made using the Cost of Poor Quality (CPQ) method, which is a business tool that helps
translate quality problems into financial costs. The Midwest Business Group on Health
conducted a study with the Juran Institute to assess the problems and costs of poor quality health
care and potential purchaser and consumer solutions.
The findings indicate:
•
•
•
•

The estimated cost of poor quality health care is at least $1800 per employee per year, of
which $1300 are direct costs and $500 are indirect costs.
Based on national health expenditures of $1.149 trillion, the direct cost of poor quality
care in 1998 was between $344 and $689 billion.
Private purchasers paid $112 to $224 billion.
Public purchasers paid $157 to $313 billion.

Health economists commonly value lives saved at $50,000 per year of life gained (Table 1). The
Leapfrog Group estimates that the economic value of lives saved using this figure is a total of
$9.7 billion for the 59,544 lives predicted to be saved by the introducing the Leapfrog Group’s
Safety Standards, Computer Physician Order Entry (CPOE), Evidence Based Hospital Referral
(EHR) for high risk surgery and neonatal intensive care, and Intensive care unit Physician
Staffing (IPS).

This estimate considers only lives saved and not any other potential benefits (i.e. reduced
disability, etc) the true economic value of the Leapfrog’s Safety Standards is likely to be higher.
Approximately $48 billion dollars are spent in the U.S. each year as a result of medical errors
and 44,000 to 98,000 (according to the IOM report To Err Is Human) of these errors result in
patient death. In the State of Florida, there are approximately 2,400-5,400 people said to die
preventable deaths due to medical errors each year. By allocating but a fraction of the costs
associated with medical malpractice in the state of Florida, there will be ample funds to establish
a Patient Safety Authority.

7.6B Start-up Budget
The budget for the PSA initially will be $985,000 including $500,000 in personnel costs, and
$485,000 to support a series of pilot projects, and the demonstration projects for data collection
and analysis.
Salary

Expense @ 30% of
Salary

TOTAL

Executive Director

$75,000

$22,500

$97,500

Administrator

$60,000

$18,000

$78,000

Communications
Coordinator

$45,000

$13,500

$58,500

Data Analyst

$45,000

$13,500

$58,500

Admin Assistant

$30,000

$9,000

$39,000

$255,000

$76,500

$331,500

TOTAL

Additional expense money may be required depending on operational details that are unknown at
this time. Issues related to the future physical location of the patient safety authority staff will
influence requirements for rent, equipment and other operating expenses. It is reasonable to
presume that the total initial annual operating expense for the proposed patient safety authority
would be no more than $500,000.
Possible projects for research and implementation include:
Pediatric drug dosage calculation errors
We propose to explore a number of initiatives associated with the use of medicines in neonates
and children.
Estimated Cost: $500,000
Determining the patient safety priorities for people with learning disabilities
Researching the impact of things going wrong on people with learning disabilities.
Estimated Cost: $175,000
Use of non-latex products in the care of latex-sensitive patients
Latex is present in many healthcare products and there can be serious consequences. We propose
to explore the extent of the problem and provide possible solutions.
Estimated Cost: $140,000
Anesthetics
We propose researching and producing risk identification tools for the anesthetic process.
Estimated Cost: $125,000
Incorrect matching of patient with aspects of care
Misidentifying a patient can result in the wrong treatment. We propose investigating the extent
of the problem and providing solutions.
Estimated Cost: $100,000
Untoward incidents involving Percutaneous Endoscopocally Guided (PEG) gastronomy feeds
We propose working with manufacturers to explore the possibility of modifying the pump that
delivers the feeds.
Estimated Cost: $100,000
Diathermy
A review of equipment and processes to prevent burns.
Estimated Cost: $80,000

Mental Health
To develop a program of initiatives to improve patient safety for mental health patients.
Estimated Cost: $ 60,000
Purchasing for patient safety
We propose exploring processes to enable purchasing for patient safety.
Estimated Cost: $100,000
Hand hygiene
Low compliance with hand hygiene contributes to healthcare associated infections. We propose
investigating the extent of the problem and providing solutions.
Estimated Cost: $50,000
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